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1. INTRODUCTION

Radio frequency (RF) signals with excellent advantages, such as small dimensions, low cost,
and independence concerning time and location in urban areas can be considered as electrical sources for
cooperative network devices. In addition, RF signals can provide both information and energy in
the communication network nodes through a well-known technique in the communication cooperative
network called wireless powered networks (WPNs) [1-10]. The security issue is increasingly considered as
the main study and improvements in wireless communications, especially the physical layer. Studies on
the information exchange security have always been extensively performed for the upper layers,
but currently, the security provided in the physical layer has gained significant importance. Physical-layer
security (PLS) has recently attracted considerable attention since these approaches can prevent eavesdropping
without data encryption in the upper layer [10-18].

In this paper, we proposed and investigated the Hybrid TPSR Two-Way Half-Duplex (HD) Relaying
Communication Networks Over Rayleigh Fading Channel in the presence of the Eavesdropper (E).
The system model consists of two sources A and B communicate with each other with helping of
intermediate Relay (R). For the system performance analysis, we analyzed and derived the exact and
approximate integral-form of the system Non-zero secrecy probability (NSP) in the case that the E uses
the MRC (maximal ratio combining) technique. In addition, the effect of the main system parameters on

Journal homepage: http://ijeecs.iaescore.com



1096 0O ISSN: 2502-4752

the system performance is investigated. Finally, all the research results are convinced by the Monte Carlo
Simulation.

2. SYSTEM MODEL

In this section, the system model is drawn in Figure 1 with two sources A and B communicate with
each other with helping of intermediate Relay (R) in the presence of the Eavesdropper (E). The energy
harvesting (EH) and information processing (IT) of the system model are proposed in Figure 2 as in [19-25].

((9) N )
A —— Wiretap Channel B

D —— EH Phase e IT Phase

Figure 1. System model
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Figure 2. The EH and IT phases

2.1. Energy harvesting phase
In the first phase T , A will transmit the message x, with the power P, and the signal received at
R can be given by:

Yar = \/EhAR Xy + n; 1)

where an is additive white Gaussian noise (AWGN) with variance 512 and h,, is channel gain of A-R link
and E{|xA|2} =P, in which E{e} is the expectation operator.
The EH relay employs a fixed power-splitting factor B to split the received RF power into two

parts: /B (huX,+ny) is used for information transmission, and remaining power /1— 5 (NuX, +1g) is
used for EH. The amount of harvested energy during the first and second phase can be obtained as:

B, =7(1-B)aT (Pale|” + Pu ee ) @
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where 0 <7 <1 is energy conversion efficiency, Pg is the average transmitted power at the source B, and hgg
are the channel gain of B-R link. Moreover, 0< <1 and 0<a<0.5 is the power splitting and
time-switching factor, respectively. We assume that P, =P, =P , (2) can be rewritten as

Ex =11~ )aTP (|l +|ee )

®)
The average transmitted power at the relay can be obtained as:
E, n(l—ﬂ)aTP(|hAR i +|hBR|2) 2 2
(e =P (Il + e )
-2a) T(1-2a) @
o 1d=pla
where 1-2a

2.2. Information transmission phase
In the first phase, after doing EH, A will broadcast the information to relay node and B with
remaining power SP, . Hence, the received signal at R can be expressed as, respectively.

Yar = \/EhAR Xy + n; 5)

Similar to the first phase, the received signal at R can be given in the second phase,

Yer = \/EhBR Xg + ane (6)

2 2
where M® is channel gain of B-R link and E{|xB|2} =P, and "= is AWGN with variance % Hence, the total

received signal at R after A and B node transmit their signal can be expressed by:
Yr = \/EhAR Xp+ \/BhBRXB +Ng )

where n, =n. +n2 denoted the total AWGN at R with variance No. Finally, in the third phase, the received
signal at A and B node can be expressed as, respectively.

Ya =NeaXe +Ny,

Yg = hRB Xg +Ng (8)

where hg,, s is channel gain of R-B link and R-A link, respectively, n,,n; is AWGN with variance N, at
A and B node and E{|xR|2} =P, . In our proposed model, we will consider amplify and forward (AF) mode.

In order to ensure that the transmission power at R is Pg, the amplifying coefficient 4 can be chosen as,

u=22_ l P - Pe
Ve B[ Paltal + Pelteal [+ No | 8P el +lhea ]+ N, o

From (7) and combine with (5), (6), the received signal at A node can be rewritten as,
Ya= hRAlu( Yar T Yer ) +Ny (10)

Substituting (7) into (10), we can obtain as follows:
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Ya= hRAlu(\/EhARXA +\/ﬁhBRXB +nR)+nA = EMM+TMM+?MM&S

signal self —interference noise (1 1)

This signal contains both messages x, and x; , while only x; is the desired signal at A. Since node
A perfectly knows its own transmitted symbol x, , it can eliminate the corresponding the self-interference

term hy, 11/ Bh,ex, from y, Therefore, equation (11) can be rewritten by

Y = nattalshondbs  Raattr il
signal noise (12)
The signal to noise ratio (SNR) at A node can be calculated by:

_E{lsignal’} . o 7P
’ E{|noise|2} [ea|” 22Ny + N,

(13)
Substituting (5) into (9) and then doing some algebra, we have:
N KﬂP|hRA|2|hBR|2
AL L PR
K|hRA|2+,B (14)
="
where No

In the total information transmission phase, while R will receive both legitimated message x, and
Xz from source node A and B, E will also overhear the information transmitted by A and B node.

Thus, the received signal at E can be obtained as
YE =Nue Xy +NgeXg +Ne (15)

where h,.,h;. are the channel gain of A-E and B-E links, respectively and n. is AWGN with variance No.

During the broadcast signal phase, E also overhears the information from R. Hence, the received signal at E
can be given by

2
Ye =NeeXg +Ng = hee g +g

- hREy(\/EhARxA+JﬁhBRxB +nR)+ Ne 16)

In our model, we will analyze the intercept (IP), non-zero secrecy (NZSP) and secrecy outage
probability (SOP) at node A because our system model is symmetry and we can analyze at node A or node B.
Therefore, from (15) and (16), the SNR at E to decode successful message of node A in two different phases
can be claimed as, respectively.

1 |hAE|2 Pu _ |hAE|2lP
T PR N, h Pl
| BE| g T Np | BE| (17)
2 5 2 2 2
7/2 _ |hRE| H :BlhARl PA N 18|hAR| PA _ /8|hAR| v
Z= ~ =
|hRE|2 luzﬂ|hBR|2 R +|hRE|2 ,UZNO +N, ﬂ|hBR|2 P + N, ﬂ|hBR|2 Y+1 (18)
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3. SYSTEM PERFORMANCE ANALYSIS
With MRC technique, E combines SNR from (17) and (18). Hence, the end to end SNR at E can be
obtained by

|hAE|2\P " ﬂlhAR|2\P
e W +1  Blhg| ¥ +1

MRC

R =y i =

(19)

From (14) and (19), we can claim the capacities at nodes A and E, respectively.

C,= xlog, (1+7,).

1-2a)T
3

1-2a)T
3

MRC _
Cc™ =

«log, (1 MRC
(1+78%) 0

3.1. Non-zero secrecy probability (NZSP) analysis
From (20), the secrecy capacity can be obtained by

Cgse =max[0,C, —C"™ |

(1)

The NZSP of the system can be formulated as followings after combine with (14) and (19):

NZSP =Pr(Cgss >0)=Pr(C, > C¥" ) =Pr(y, > ™)

e2e

{Kﬁ‘P|hRA| oo e[ Bl
thRA| +p |hBE|2\P+1 ﬂ|hBR|zq’+1

Pr(9F% <) 1, . (v)dy

O'—;S

(22)

RC |hAE|2 k4 ﬂlhARl2 k4 _ KﬂqllhRAr y
e - ‘ PPl y
e[ W1 AYP+L x|hea|” +

where

3.2. Lemma 1. Exact analysis for NZSP
In (22), we have to define Pr (4" <)

Pr(ch < %):J.Eg,yric (%3 | % =X) fﬁ@ (x)dx
° (23)

RC
The CDF of %l and PDF of A can be calculated by:

F e (X) = PE(PE < x) = ( hel ¥ Al \y<XJ

|hge |’ Wil ByY +1

=Pr(X + Vo< x)= j Fo (x=Yq Vo=t f(t)dt
0 (24)

— |hAE|2\P Yoo ﬂlhAR|2\P

> -
where |hBE| ¥+l and py¥ +1

In (24), the CDF of X and V£ can be computed as, respectively.
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hel W
F () =Pr(X <x)=Pr —l A <X
|ne|” ¥ +1

_Pr[|hAE| <X|hge|* += j j (x|hBE|+ |hee|* = J fle @t
=1- ABExexp{ ][exp et)xexp(—xA,et)dt

X

exp| — ZAET

o] -4
Age + XA e (25)

:1—

Fylt) = Pr(Voc t) = [—ﬁ e ¥ tJ:PrUhARF <—t(ﬂy‘p+1)j

LyY +1 LY
— 1_exp(_ ﬂ’ARt(ﬂy\P +1)]
7Y (26)
Applying result from (25) and (26), we have as followings:
Agg X exp{—}LAE (x _t)}
F,(x—t)=1— ¥
Age + (X—1) A @7)
o) = 5%/(0 A (BYY+D) exp(_ Aet(BYY +1)]
pY pY (28)
Substituting (27) and (28) into (24):
A (X=1)
X ABE x eXpl:—AE:|
F o ()= 2PV, vl exp[_ Al (BYY +1>j it
[HJ 0 ﬂ'BE + (X _t)lAE [H}
A ¢ exp[ e (X t)} exp(_ Aual(BYY +1)j
=1-exp(—xx r(y))—r(y)j' ks pY dt
0 Age +(X—1)Aue
A Ay X
=1-exp(—xx r(y))—ﬁr(y)exp(— AE j P,
Ape k4 (29)
Ao (BYY +1)
r(y) =
where pY and
L exp( [r()/) —Ddt TeXp (0,
0 ﬂ“BE + (X t) 0 g(X) t (30)

ﬂ’AE

0

=exp(—PLy)g(x)) < Ei (#6y)g(x) —tx %y))‘X
= exp(—Pby)g(x)) x| Ei(P6y)g(x))—Ei (#8y)g(x) - xx Pfy)) |
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A
By) = r(y)- e 99 ="Ex
where k4 AE
Next, we find the CDF of #4 as follows
xpB¥|h Y.
Fy (X)=Pr(9 <x)=P { ool
K|hRA| +,B
Pr[|hRA|Z <X ] > X
_ x(BYYy—X) pY
X
1 Yy —
Jisd
A Xf
1—exp{—L},x < BPy
= K(BYY—X)
1 X > Py (31)

where Az are mean of RV |

RA|

From (31), the PDF of VA can be computed by

oFy, (x)

£y, (X) =

Aenf5°
N
0

M}'X<ﬂqu

y) xexp{ <(B¥y—)

X

Substituting (29) and (32) into (23), we obtain:

Pr(ﬁ?/,li’f'RC <§Vg)

RAﬂ

Bry
= j Fyre (R 1 92 = %) £, ()0

- J{l exp(—xxr(y))- e r(y)exp(

ﬂ‘RAXﬂ

Substituting (33) into (22); finally we claim as:

sy

NZSP J. ABR ARAﬂ y
K(p¥y-x)

0

j{l—exp< xxr(y))-

oe r(y)exp(

A

Xp{_x(/)‘l’y—

3.3. Lemma 2. Asymptotic analysis for NZSP
At high SNR regime, (24) can be reformulated by

Fopne

y

BE|

K(my—i)z Xexp{_r«(ﬂw—x)}dx

ARA—Xﬂ) — A’BR y:| dxdy

el Il J

(x)= Pr(ﬂ@fi < x) = P{lh
—pr( e x) = TR P 1, e

(32)

(33)

(34)

(35)

... (Phu Tran Tin)
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Yo |hAE|2 ,%JhARlz
|nge | y

The CDF of X can be obtained as

where

Fye (x) = 1_’#
Age + XA e (36)
The CDF and PDF of \% can be computed as followings, respectively

Fult) = Pr(\%< t) = Pr(|hAR|2 < yt) =1—exp(—A Y1),
f;%(t) = Aar Y EXP(=Ae Y1)

@37)

Substituting (36), (37) into (35), we have:
Foyee (X)= j 1—# Aag Y EXP(—A e YE)dt
PETT D A (-0
xy) _ ABEZAR y|§3(o
AE (38)

=1- exp(_/lAR

where
Bo_ j exp(—A,g yt)dt 0
3 ! X

909 -t :eXp("lARyg(X))XEi(ﬂARyg(x)—/lARyt)‘

AE

=exp (2 Y9 (X)) x {Ei (AarYI (X)) = App Y X Ei [jﬁﬂ

Similar as exact case, we can obtain:

x fry

L P o U0 o OO 9V o A B .7 S
NZSP” = ! ! {1 exXp(—Ape XY) . } S exp[ PPy —) /IBRy}dxdy (29)

4. NUMERICAL RESULTS AND DISCUSSION

The influence of a on the system NZSP is illustrated in Figure 3. In this stage, we set the main
system parameters as 1=0.8, f=0.5 and y=5, 10 dB, respectively. From the simulation results, we can state
that the NZSP of the model system has a massive increase with the rising of o from 0.05 to 0.45.
Furthermore, the NZSP is considered as the function of B, as shown in Figure 4. Here we set 0=0.3, y=5 dB,
and 1=0.5, 0.8, respectively. We vary B from O to 1 as shown in Figure 4. As shown in Figure 4, NZSP
increases when [ rises from 0 to 0.4, after the optimal value, the NZSP has a huge decrease when [ varies
from 0.4 to 1. The maximum value of the system NZSP obtained with  from 0.4 to 0.5. From Figure 4 and
Figure 5, we can see that the analytical and the simulation curves are the same to verify the correctness of
the system performance analysis section.

Finally, the system NZSP versus 1 and v are considered in Figure 5 and Figure 6, respectively.
In Figure 5, we set 0=0.3, p=0.5 and y=5, 10 dB, and in Figure 6, we set a=0.3, =0.5, respectively.
From Figure 5 and Figure 6, it can be observed that the system NZSP has a massive increase with rising 1
from O to 1 and y from O to 40 dB, respectively. In addition, the simulation and analytical values of
the system NZSP agree with each other to convince the performance analysis section.
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5. CONCLUSION
In this paper, we proposed and investigated the Hybrid TPSR Two-Way HD Relaying
Communication Networks over Rayleigh Fading Channel in the presence of the Eavesdropper (E).
For the system performance analysis, we analyzed and derived the exact and approximate integral-form of
the system Non-zero secrecy probability (NSP) in the case that the E uses the MRC (maximal ratio
combining) technique. In addition, the effect of the main system parameters on the system performance is
investigated. Finally, all the research results are convinced by the Monte Carlo Simulation. This paper can
provide a novel recommendation for relaying communication network manufacture.
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