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ABSTRACT

Article history:

Recently, as the Internet of Things (IoT) technology has developed,
researches are rigorously conducted to construct smart environments such as
smart home, smart grid, and industrial IoT. However, currently existing
systems consists of a series of events, and even if an existing task is running,
unnecessary work still occurs as both works happen simultaneously. In this
paper, we propose an automatic work control system to solve this problem.
The proposed system transmits the data measured by the sensor to the server
and identifies non - real - time tasks such as real - time work which is related
to the dangerous situations, ventilation and temperature control. In addition,
priority among the tasks is set in a way that existing tasks are stopped when
high priority tasks occur. Accordingly, this can reduce the unnecessary waste
of power, and the user is able to receive a proactive service.
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1.

INTRODUCTION
Currently, IoT is evolving into an intelligent system that connects networks to objects and helps
people to communicate with each other [1-3]. This provides intelligent services to products or users as the
system provides convenience [4]. To provide intelligent IoT services, it is essential to use sensors that collect
data instead of human senses [5-7]. Accordingly, the amount of data generated between objects is increasing
exponentially [8-10]. Conventional IoT system uses a batch processing method that loads measured data
through a sensor into a database, extracts the loaded data from the database through a server when the user
requests it, and provides the data to the user [11-13]. This batch processing method treats the sensor data
generated in real time as a batch process, so it is difficult to process it in case of a dangerous situation that
occurs suddenly or a job that should be executed prior to the current operation [14-16].
In this paper, we propose a system that automatically manages Tasks by identifying data of various
sensors installed for environment and crime prevention management [17]. In this system, the sensor is attached to
Arduino, and the threshold value is applied to each sensor [18, 19]. In addition, by setting the priority among jobs,
even though a job is currently operating, if a high priority job occurs, the existing job is automatically stopped [20].
Automatic control is divided into date and time by web data extraction [21]. It is operated by environmental control
at the time of use and by crime prevention control at the time of the recess [22, 23]. Also, the system provides a
notification to the administrator in case of a risk such as a fire or an intrusion. Remote control is implemented to
operate at the highest priority except when a dangerous situation like fire or intrusion happens [24-27].

2.

SYSTEM DESIGN
The purpose of this system is to identify the sensor data, set the priority among the tasks, and
operate automatically according to the date and time through web data. The proposed automatic control
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system transmits the measured sensor data to the server, processes the event through the threshold value, and
monitors the status of the management place with the application. In addition, administrators can remotely
control devices, and a notification message is provided in case of a dangerous situation. Figure 1 shows the
configuration of the proposed Task automatic control system. The measured sensor data is transmitted to the
server in real time, and the task priority is automatically set according to the environment. Figure 2 shows the
Architecture of the Tasks automatic control system.

Figure 1. Tasks automatic control system block diagram

Figure 2. Tasks automatic control system block diagram.tasks automatic control system architecture
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Sensors and devices are classified into environment control and security control devices, and each
sensor data is transmitted to the server through Arduino. The server determines whether the management
place is in use by extracting sensor data and web data, operates the device, and then loads the current state
into the database. In addition, priority is assigned to the tasks to be provided to the device in order.
The database contains sensor data measured in real time, device status, web data for distinguishing use date
and time, membership information for identifying an administrator, and tokens of an administrator for
transmitting a notification message in a dangerous situation. In an application, an administrator can monitor
the current status of a management place and remotely control the device if necessary. Figure 3 is a flow
chart of sensor data identification algorithm.

Figure 3. Tasks automatic control algorithm

The measured data from the sensors used for environmental control and crime prevention control is
transmitted to the server. The server uses thresholds for ventilation, temperature control, fire, and intrusion to
identify work that has occurred. When a job occurs, the system sets the priority among jobs and operates in
comparison with the existing job. It identifies whether the task should be processed in real time. When a fire
or intrusion that requires real-time processing occurs, a notification message is sent to the administrator,
and the operation data is loaded into the database. In addition, necessary devices for the certain job are
operated while the system simultaneously receives the notification message. The administrator can monitor
and remotely control through the provided alarm message.
Figure 4 shows a scenario for job priorities. Task 1 of the task priority is the fire caused by the
temperature and the gas sensor. If the temperature does not exceed the threshold value, and only gas is
generated, the window is opened to operate the ventilation operation. If the threshold value of the gas is
exceeded, and the threshold value of the temperature is exceeded, the situation is automatically identified as a
fire, and a notification message is sent to the administrator. Simultaneously, all devices in operation are
stopped. Task 2 is the occurrence of an invasion through vibration and human body sensor. When a door is
opened forcibly at a time when the management place system is not in use, vibration is generated, or when
the human body detection exceeds the threshold value through the window, the motion identified as an
Automatic control system based on IoT data identification (Hankil Kim)
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intrusion, and a notification message is sent to the administrator. Task 3 is about remote control in the
application. When a remote signal is generated by the administrator, the corresponding device is operated.
Otherwise, the device operates by an automatic control. Task 4 is the use of management place, which is an
unused action by web data. The date and time stored in the database are compared with the current date and
time to identify whether or not the management site is used. When the environment control operation is not
used, the security control operation is operated instead. Task 5 is the automatic control using temperature,
humidity and gas sensor. The sensor data measured in real time are compared with the threshold value of
each sensor, and if the value is exceeded, the operation system corresponding to temperature control and
ventilation mode occurs. If the threshold value is not exceeded, the management place continues to work.

Figure 4. Priority for tasks scenario

3.

SYSTEM IMPLEMENTATION
This section deals with the implementation of the proposed work automatic control system.
The application of the system is an important module for the administrator to monitor and remotely control
the sensor data and the status of the device measured in Arduino.
Figure 5 shows the application main page and membership page. If you click the join button on the
main page, go to the member registration page, enter the ID, PW, and telephone number of the administrator,
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and click the join button, finally information entered in the database is loaded. When you click the login
button, the application compares each information of the administrator loaded in the database and lets you
log in if the information matches. Figure 6 shows the implementation screen to monitor the laboratory status
and to control the remote control.

Figure 5. Login & register page

Figure 6. Laboratory selection & monitoring page

When the administrator logs in, the laboratory to be managed is selected, and the selected laboratory
number is stored in the database. This process sends a notification message to the administrator in the
management place. The administrator can monitor the number of laboratories that need to be managed,
whether they are in use or not, and can check the temperature and humidity measured in real time. You can
also remotely control commands for air conditioners, heaters, door locks, and window devices.
Figure 7 shows the danger notification message page. On the left, the administrator's application
screen shows a notification message when the management place is not used or when an intrusion occurs
during the operation of the security control operation. Notification messages are provided as push pop-up
messages through the FCM server in the event of a danger situation. The right page shows a warning
message when a fire occurs. In case of fire, system identifies the used time of management place and
identifies the 24 hours without separately distinguishing the unused time. In addition, it stops all devices.
Figure 8 shows the sensor and device prototype configuration.

Figure 7. Danger situation notifications page

Figure 8. Sensors and device prototype
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The sensors that constitute the prototype of this system are temperature sensor, humidity sensor, gas
sensor, vibration sensor, and human body sensor. The device consists of a window, a pen, a heater, and a
door lock. The data measured by the sensor is processed in the server through the event-processing
conditions, and the corresponding job is loaded into the database. Tasks related to temperature and humidity
identify temperature control and fire task, while tasks related to gas identifies fire in conjunction with
ventilation and temperature. The vibration and human body sensor identifies the task of forcing a door open
or entering through a window. The device connects the SSR to Arduino, which is responsible for
environment control and security control, and controls the power by transmitting the 5V electric signal of
Arduino. SSR can turn on / off the power of the device through power control and operate the device
according to the job priority registered in the server.

4.

REVIEW
In this study, we set the priorities of the tasks that occur in each sensor to solve the problems of
other automatic management systems and control the devices to turn on and off by applying the
corresponding scenarios. If high priority tasks occur, the system stops the existing tasks. In addition,
the accuracy of the fire identification is improved by applying the fusion threshold of the temperature and the
gas sensor as the system can accurately identify the fire in the dangerous situation. Table 1 shows the fire
identification comparison analysis between the existing fire identification system and the proposed system.

Table 1. System comparative analysis
Type

Composition




Slow rise in temperature makes fire identification difficult.
A malfunction may occur if the temperature difference between indoor and
outdoor is large.

Fire identification System
by Gas



Possibility of malfunction in experiments where gas is generated.

Development System




Fire identification by fusion of sensor data.
Add different actions for temperature and gas sensors.

Fire identification System
by Temperature

The fire identification system by temperature is classified into the differential type and the constant
temperature type. In the case of the differential type, the system operates when the temperature difference per
minute is suddenly increased to more than 15°C. However, there is a problem that when the window opening
operation is performed and when the room temperature and the outside temperature are greatly different due
to the gradual rise of the temperature, the differential type may experience a sudden rise in temperature and
malfunction. The constant temperature method operates when the temperature rises above 70°C, but since it
operates when it reaches a certain temperature, it is difficult to detect the fire early.
The fire identification system by gas is a system that detects smoke caused by a fire and sounds an
alarm to respond quickly before a big fire occurs. However, such system has a problem as it wrongly
recognizes the generated gas as a fire in a laboratory settings when the gas experiments frequently take place.
Figure 9 is a graph showing the device’s malfunctions when the temperature suddenly rises due to flame
and gas tests.

Figure 9. Fire identification system malfunction graph
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In the case of differential fire detection, it was confirmed that a malfunction occurred by transmitting a
notification message during a period in which the temperature suddenly rises. In the case of temperaturecontrolled fire detection, when a temperature of 70°C or higher is detected, a notification message is sent to
confirm malfunction. The gas detector transmits a fire notification message when the gas is measured over
1000, while the proposed system operates the ventilation operation to reduce the indoor gas when more than
500 gases are detected. When more than 1000 are measured, the fire is identified by comparing with the
temperature, so it is possible to identify whether the gas is generated through the experiment.

5.

CONCLUSIONS AND FUTURE WORK AREAS
Since the existing system handles the data generated by the server in batch, it operates concurrently
with the existing work if a certain task that should operate prior to the dangerous situation or the current
operation is generated. In this paper, we propose systems that automatically identify the sensor data
generated to solve this problem. In this system, the data generated by the sensor is checked in the server
through the threshold value to identify whether or not the task should be processed in real time.
The identified task sends the command to each of the Arduino via priority setting. Arduino stops the existing
operation through the command and then operates the high priority task instead. In addition, web data
extraction allows the work to be performed by the date and time of use. The danger situation was identified
as fusion data without identifying it as a single sensor data, and a notification message was sent to the
manager in case of a dangerous situation. To verify the efficiency of this system, we applied it as a prototype
using Arduino and Wi-Fi Shield. This will reduce unnecessary work and waste of power usage. Future
research should implement the system proposed in this paper so that the system can be applied to various
environments rather than specific spaces and limited situations. This allows users to receive customized
services in a more convenient and efficient environment without being restricted by their locations.
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