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1. INTRODUCTION

In recent years, with the rapid development of the internet, digital images security is attracting
attention by more and more researchers[1-3]. One side, the Internet brings lots of benefits to humans.
However, on the other side, the benefits are damaged by hacks committed via the same Internet, such as
[4-6], virus[7-9], spy [10] and so on. Therefore, various digital image encryption technologies have been
developed and applied in many fields, such as telemedicine, military, E-health, private communication,
commercial system and so on. E-health is the use of information and communication technologies for health
services. In the E-health, protecting patient privacy information contained in digital images is essential due to
rapidly increasing data transmission based on the network [11, 12]. It is very important to protect the digital
images of E-health with proper cryptography. Some traditional methods have been used to encrypt digital
images. However, the medical images contain a lot of confidential information related to patients’ privacy,
when the digital medical image encryption properties are concerned, a large amount of data is in lack of
enough security. The most traditional encryption methods for digital images just concern the correlation
between adjacent pixels and high redundancy of neighbor pixels [13, 14]. The cryptography with chaotic
dynamics has exceptional properties[15-22], because of the complexity and unpredictability of chaotic
system. In this paper, a combination scheme of Arnold’s cat map, Qi 3D four-wing chaos-system, and
the Logistic system is employed which is sensitive to the keys from the analysis and evaluation.
The proposed system is compared with ACM common technology, and the proposed method outperforms in
the aspects of decryption complexity and sensitivity to the keys.
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The rest of the paper is organized as follows. Section 2 is the relative work for the chaos-based
image encryption scheme. Section 3 presents a description of the proposed method and encryption processes.
Section 4 shows the experiment results and encryption key analysis. Section 5 concludes the paper.

2. THE PROPOSED METHOD AND RELATIVE WORK
2.1. Arnold's cat map

Arnold’s cat map [23] (ACM) is a chaotic map from the torus into itself proposed in the 1960s. With
Arnold’s cat map, the pixels have been scrambled and reassembled. The original image cannot be recognized
easily, because all the pixels have been repositioned. Arnold’s cat map is defined [23-25] as below:

rhl- 5% ®

It can be decomposed in the following steps.
Step 1: Shear in the x-direction

b= @
Step 2: Shear in the y-direction:
[;C/] - [x -Jic- y] ©)]

Step 3: Evaluate the modulo:

X X
[y] - [y] mod n 4
Where n is the size of an image (n x n).

2.2. Qi 3D four-wing chaotic system

When the pixels have been scrambled by the cat map, to introduce the complexity and
unpredictability of chaotic dynamics to the encryption, the Qi 3D four-wings chaotic system is used to
encrypt the pixels. The state-space variable equations of the Qi 3-D [26] system is described in (5).

x=aly—x)+eyz
y=cx+dy—=xz (5)
z=—bz+xy

where a,b,d,e € R* and ¢ € R (R* denote the set of all positive real numbers, R denote the set of
all real numbers) are constant parameters of the system, and a = 14,b =43,c=—-1,d = 16,e = 4.
It exhibits a chaotic phenomenon. This algorithm encrypted an image with a chaotic system. To make the
encrypted image more complicated and safer, another chaotic system is introduced to select keys.
The improved algorithm can be used for an RGB image. The R, G, B layers of an image is encrypted with
x,y,z respectively: Cp = A @ B,, C; = A ® B,, Cy = B @ B,. Where C is the encrypted image, A is
the plain image, @ is the bitwise XOR operator, B, c {x,y,z}, By € {x,y,z}, B, € {x,y,z} are the
keystream from set {x,y,z} according the function(Eq.5). The output of the Logistic system will be an
important parameter for the function.

2.3. Logistic system

The logistic system is a second-order polynomial mapping that explains the complex chaotic
behaviors of a very simple non-linear dynamical equation. It is proposed in 1976 [27], with the state space
variable equations shown in(6).

Pn+1 = Upn (1 —py) (6)

Where p,, is a number which is greater than 0 and less than 1, p in the interval [0,4], it also exhibits
chaotic phenomenon.
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2.4. The Proposed Method
This system will use to make the key stream as follow:
The output p of the logistic system determines the keystream of B,, B,,, B, shown in (7)

B, = { T Bix—pBix' Bix+1' }
_ y y y
By = { ’ B, B}, By }
B, ={-, B*,,B?, B%., -} (7
Where

round[mod(x; x 1000, 255)],p > 0.7
B} = { round[mod(y; X 1000, 255)],0.3 <p < 0.7

[
[
round[mod(z; x 1000,255)],p < 0.3
round[mod(y; X 1000, 255)],p > 0.7
[
[

BY =< round[mod(z; X 1000,255)],0.3 <p < 0.7

round[mod(x; x 1000, 255)],p < 0.3
round[mod(z; X 1000,255)],p > 0.7

[
B? =< round[mod(x; x 1000, 255)],0.3 <p < 0.7
round[mod(y; x 1000, 255)],p < 0.3

Here round(x) rounds the elements of x to the nearest integers. mod (x) means the remainder after
division. p is the output of (6), x, y, z are the output of (5).

3. METHODOLOGY

In this paper, we propose a combination scheme of Arnold’s cat map, Qi 3D four-wing chaos-
system and the Logistic system as shown in Figure 1. The key is expected to be more complex and robust by
introducing a higher level of confusion and diffusion.

Secret key Plain image

VRN l

Qi four wing Arnold’s
chaos system cat map

Key Space

logistic -
system Diffusion

Cipher image

» Confusion

Figurel. The flow of chaos image encryption

3.1. Arnold’s cat mapping process
According to Arnold cat map (ACM), let X = [;] be a n X n matrix of the image to be encrypted,
then the mapping transformations in eq. (1) and (5) can be presented in a matrix form shown in(8).
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X 1 111X
r [y] - [1 2] [y] mod n (8)
where the mod is the modulo operation.
G H 1
Considera3 x 3 image |D E F|the corresponding (x, y)-coordinates of the pixels are
A B C

(0,00 (1,00 (2,0
(0,1) (1,1) (2,1)|mod3 9
02 1,2) 22

Take the orbit of a pixel under the Arnold cat map (ACM) as the sequence in (9)
(1,1 - (20) - (2,2) » (1,0) - (1,1) (10)

one gets the orbit of the entire image as eq. (11).

G H 1 G C E G I H G E C G H 1
D E F|-|F H A|-»|A C B|—-»|B I D|—»|D E F (11)
A B C B D 1 D F E F A H A B C

Therefore, the 3 x 3 image has a period of T =4 to be presented once again by Arnold’s Cat
Mapping. Dyson and Falk [28] analyzed the relationships and bounds on the period and the size of an image
N:

(=3N for N =2(5%);seN
T{ =2N for N =5%0r6(5°);s €N (12)
\s@ for other N

Figure 2 is the original 256 x 256 image of an x-ray image. Figure 3 (a)-(d) show the outcome with
different iterations under the ACM transformations.
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Figure 2. The original image

After different times of ACM mapping transformation, the original image transformation will be
shown in Figures 3(a)-(d). It can be seen that the period of 192 for this transformation under ACM mapping.
Therefore, if the iteration of encryption is p, the output of the ACM mapping will be the original image after
the 192 — p iterations. So the decryption can be just encrypting the image several times. So based on the
outcome in this step, a stronger encryption key is needed to protect the image.
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Figure 3. (a)After the first iteration under ACM mapping. (b) The 10" iteration under ACM mapping. (c)
192" iteration under ACM mapping (d) 193" iteration under ACM mapping

3.2. Encryption by coupling 3D chaotic system and logistic system

First, the Qi 3D four-wing chaotic system and the Logistic system are recalled. When a = 14,b =
43,c=—1,d = 16,e = 4, the Qi 3D, As shown in (5) will show a complicated chaotic performance, as
shown in Figure 4 (a). The Logistic system will be a chaotic system when p € [3.4, 6], as shown in Figure 4
(b). For an N x N RGB image, there are three layers- red, blue, and green. Any layer can be a set A;; 5 =
{ARCB ARGE .. ARSEY The iterate Qi 3-D four-wing chaotic system times. x; y; z; can be got from each
iteration. They can be reprocessed three key streams B,, By, B, for every layer of an RGB image.
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(a) 3D Qi System (b) Logistic system

Figure 4. Chaotic performance of Qi system and logistic system

According to eq. (7) the key streams areB,, B, B,, and their elementary are BL-",Bl.y ,B?, Then
encrypt the keystream for every layer:

CR=AR@®BF, Cf =AY @B, CF =A% @ B? (13)

The symbol @ means exclusive or operation. Encrypt the red set Ap = {A}, A%, ---,A‘ﬁlxN}, to
cipher red set of Cy = {C{‘, ck, ~--,C1{}xN}. The one layer of cipher image can be obtained from this process.
As the same process, the other two layers of cipher image can be obtained: C; = {Cf,CG, ---,CﬁxN},
Cp = {CB,CB, ---,CﬁxN}. Figure 2 is the input image, Figure 5 (a), (b), (c) shows the data before and after
the encrypting and decrypting processes. The parameters are a = 14,b =43,c = —1,d = 16,e = 4,
u = 3.8. The initial condition of a 3D chaotic system, Logistic and the iteration T of Logistic are x(0) =
0.002; y(0) = —1; z(0) = 0.3; p(0) = 0.1; T = 10000. These parameters and initial values are important
elements of the keyspace.
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Figure 5. (2)The encrypted image (b) Decrypt image with correct keys (c) Decrypt image with wrong keys

3.3. Encryption process combine Arnold cat map, 3D Qi chaotic and logistic system

In this section, the plain image is firstly shuffled by ACM mapping. Then, the shuffled image is
encrypted by Qi 3D four-wing chaotic system. Figure 6 (a) shows the input image’s histogram. After the first
transformation under ACM mapping, the plain image change to Figure 6 (b), (c). The shuffled image is then
encrypted by Qi 3D four-wing chaos system as shown in Figure 7. From Figure 6, one finds that the ACM
mapping changes the position of the pixies, however, the values of the pixels are the same as the original
image, as demonstrated in the histogram. The 3D chaotic system makes the pixel values (shown in the
histogram in Figure 7 different from the original image, which makes it safer. For the decryption process,
first, decrypt the cipher image with 3D Qi chaotic system, then sort the pixies with Arnold cat map, as shown
in Figure 8. The decryption procedure uses the same parameter and the same process with encryption. Then
conversely execute the encryption process, anti-shuffled scrambled image. The original image can be
obtained. From the proposed method, the level of security is boosted. For instance, even a little bit of change
of initial condition x(0) = 0.002001; y(0) = —1; z(0) = 0.3; p(0) = 0.1; T = 10000. for the 3D Qi
chaotic system, the keys x(0) = 0.002001; y(0) = —1; z(0) = 0.3, are a little bit different to the correct
keys x(0) = 0.002; y(0) = —1; z(0) = 0.3.
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Figure 6. (a) input image’s histogram, (b) Shuffled image under Arnold cat map and (c) its histogram
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Figure 7. The final cipher image and its histogram
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Decrypted image with 3D Qi system histogram of decryptedimag  sorted image under Amold Cat map histogram of sorted image
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Figure 8. The decryption process image and its histogram

4. RESULTS AND ANALYSIS
4.1. The sensitivity of the keys

A good algorithm of image encryption should be sensitive to the keys. For the proposed method,
assume the keys= [0.001; —1; 0.3;0.1; 100], as the correct keys, the encrypted image and decrypted
images are shown in Figure 9 (a), (b). Given a little change to the keys, for example, new keys= [0.001001, -
1; 0.3;0.1;100], the encrypted image and decrypted images are shown in Figure 9(a), (c).

@ N ©

Figure 9. (a) the encrypted image (b) decrypted image with keys = [0.001; -1; 0.3;0.1;100] (c) decrypted
image with keys = [0.001001; -1; 0.3;0.1;100].

4.2. Evaluation of result

Attackers always try to find the difference between the plain image and the cipher image.
The number of pixels changes rate (NPCR) is the rate of the mount of the pixels has been changed. Unified
average changing intensity (UACI) is used to measure the different average intensities of the plain image and
the ciphered image [29]. To demonstrate the influence of the proposed method on encryption, this common
attack method is used. NPCR is considered to test the percentage of different pixels between the two images.
p,(i. j)and p, (i, j) are pixels of the two images with the same positions. NPCR can be defined as:

W2l D))

NPCR = 2 x 100% (14)

where W and H are the image width and height respectively. D(i, j) is defined as:

LIDEH i Pr(i)) % Pa(i)) (19

When p,(i,j) = p,(,j), D(i,j) = 0, which means the pixels of the same position are the same in the two
images, otherwise, D(i,j) = 1. The UACI is used to measure the average intensity of the differences
between the two images. It is defined as (16). When the NPCR and UACI values are more close to their
expected values, the scheme has a higher security level. For the proposed scheme, for one-pixel change in the
original image NPCR=0.996 and UACI=0.303, which means that the proposed scheme can survive in
differential attack comparing with average NPCR=0.9962 and UACI=0.334 in reference [30].

_ 1 wH P1@)-p2@0,))
UACI = s 3 0Dl 5 10094 (16)
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5. CONCLUSION

This paper proposed a chaos-based encryption algorithm, which is sensitive to the keys from the
analysis and evaluation. Besides, compared with ACM mapping, a very common technique to encrypt the
image, the proposed method outperformance in the aspects of decryption complexity and sensitivity to the
keys. The experimental evaluation validated that the novel encryption scheme boosted the security level of
encrypted images, by greatly reducing the redundancy of neighbor pixels and correlation between adjacent
pixels compared with the ACM method. Also, the telemedicine digital image encryption is considered to
solve the increasing security problems in the E-health system.
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