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1. INTRODUCTION

At present, with the quick progress of new innovation and the exchange of advanced information,
sensitive data should be able to confront criminal ambushes. With this point of view, numerous alternative
ways to deal with exchange of information have been proposed in the area of cryptography. Many of which
use mathematics and number theory in the first place [1].

Conventionally, there are two kinds of systems in Cryptography. System that use one key for both
encipher and decipher are referred as “Symmetric Cryptosystems”. The distinguishing factor in these
systems is the usage of a single key shared at the sender’s end for encryption and at the receiver’s end for
decryption. However, the evolution of communication technologies shown disadvantages of such an
arrangement. Since a single key is involved in encryption, decryption and key management is problematic.
“Public Key Cryptosystems” (PKC) were introduced to address the weaknesses of the existing system.
This arrangement is based on the usage of two different keys, one for enciphering and another for
deciphering at the receiver’s siide [2, 3]. Research carried out in the field of Private key cryptography and in
the field of image encryption is summarized in the following paragraph.

Alvarez et al. at paper [4] explored the effectiveness of medical image encryption and found that
the algorithm can be breakable using proposed attack procedure. In [5] Muhaya cryptanalyzed
the encryption scheme and found that image encryption is suffering from password guessing attack.
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Paper [6] suggested permutation key can be recovered using differential cryptanalysis which indicating
the insecurity nature of encriphering scheme. In view of the above said shortcomings highlighted in [4-6]
can be resolved using the proposed methodology, since it make use of public key infrastructure. This paper
concentrates on public key, especially using cubic Pell’s eaquation and quadratic equation which is
explained briefly in next section.

2. BASIC CONCEPTS TO PRELIMINARY
2.1. Pell’s equation

Pell’s equation was invented by John Pell. Euler [7], who titled the equation as ‘“Pell’s equation”
was oblivious to the way that this equation had been analyzed by an Indian mathematician named
Brahmagupta. In fact, several other mathematicians like Bhaskara Il produced solutions to the equation [8].
Pell’s equation is a significant topic of algebraic number theory that includes quadratic structures [9].
This equation has a prolonged historical backdrop, and included numerous methodologies before a
conclusive theory was developed [10, 11]. In this paper the polynomial arrangements of the Pell's equation
is defined as

X —dy’=1 (1)

where d is a non-negative, non-square integer and x and y can have infinite positive integral solutions.
We refer to this as the polynomial Pell equation. Cubic-degree version of the same can be written as,

X —dy=k 2

where d is a non-cubic number. Notably, the arrangements of such equations are not abundant, nor do they
display the pleasant structure witnessed in the quadratic case.This paper introduces a novel methodology
which concedes a hypothesis practically identical to the quadratic case adaptation which is discussed in next
section.

2.2. Quadratic equations

A 2" order polynomial equation used in a single variable x is typically termed as a “Quadratic”
equation. The 2" order polynomial feature of the equation implies that it can have two solutions- real or
complex. Mathematically, quadratic equation can be shown in (3).

ax®+bx+c=0, (3)

By completing the square, one can easily determine the roots of variable x using (4).

242, -_°¢
Xt Hox=—- )
by, ¢ b_2 b%-4ac
(x + Za) T a + 4a?2  4a? (5)
x4+ b _ +vb2—-4ac (6)
2a 2a
The formula obtained from (4) is called Quadratic formula” which is shown in (7)
_ —btVb2-4ac
X= ——— @)

Solutions for (7) were found in Egypt [12]. The Greeks approached this equation by using geometric
methods. Several Indian and Persian mathematicians have also tried to formulate rules to solve
the equation. The basic purpose of the quadratic equation is to formulate a design for any object that may
have curved surfaces, particularly spheres, parabolas, circles, ellipses etc. In the next section work carried out
in the area of cryptography are discussed.
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3. LITERATURE WORK

A considerable amount of literature was published in the field of Image encryption and Pell’s
equation. Following survey summarizes different researchers contributed in the field of cryptography.
Ajib Susanto et.al. was proposed an image encryption technique containing 3 layers of encryption,
which basically aims to secure images against statistical and differential attacks [13]. A. Rabie et.al. was
introduced a method for encryption/decryption data by using the nature of FRFT in signals analysis, based
on multi-order Fractional Fourier Transform has been introduced. The key is formed by combination of
order of Fractional Fourier Transform [14]. Israa Al Barazanchi et.al. developed an enhanced RSA approach
to make the encryption key more secure in the cryptographic applications [15].

Edward J Barbeau discusses the cubic analogue of Pell’s equation. As he analyses a greater-degree

form of the equation, it is obvious that the ideal choice is: x* —dy’=k. Barbeau’s work suggests
the equation: x3 + cy® + c?z2 — 3cxyz = k and analyses its compatibility with the quadratic case [16].
In paper [17], authors note that a Pell’s equation of degree 2 can have a fundamental solution and also
highlight that in a few scenarios where the equation is raised to the degree of 4 or 6, their solutions are
extensions of solutions obtained from a lower degree equation. Raghunandan, K. R. et al. showed cubic
power of pell’s equations used to generate the keys using public key infrastructure is given and the results
shown that the encryption system is secure from trial division, factorization attack [18]. A. Dubickas and
J. Steuding proposed a methodology based on simple logarithmic properties. The authors elaborate
the polynomial analogue of the pattern of a series of solutions of Pell’s equation in numbers using
generalization of Chebyshev polynomials and its corresponding trees [19]. T. Truong and
J. Hedberggymnasiet approached Pell’s equation as a concept in number theory that can be addressed as an
open problem. The methodology suggests that the solutions generated are similar to the Pell’s quadratic
equation with certain exceptions. Through reviews and computational researches, the paper demonstrates that
the equation serves its purpose in cryptography and approximation theory [20].
In paper [21] Raghunandan et.al. introduce the concept of fake modulus and fake public key exponent in
enhanced RSA which can be proved secure from integer factorization attack. Sattar B. Sadkhan et.al.
proposed variants of RSA which is based on the usage of quadratic equations. In this approach he used the
quadratic equation for generation of keys [22]. Farah, M.A.B et.al. proposed an optimization technique using
hybrid chaotic map to improve the performance of encryption function based on diffusion and confusion
properties [23]. Manish Kumar et.al. was proposed a new algorithm using Elliptic Curve Cryptography
(ECC) for image security, which makes use of DNA encoding [24].

4. RESEARCH METHOD

Key generation using Cubic Pell’s Quadratic case is explored and explained using Figure 1.
The entire process is subdivided into 3 sub sections. First sub section focuses on how the keys are generated
using Cubic Pell’s equation is explained. In the second sub section shows how the information at the sender
side will be encrypted. Third subsection explains how the decryption process taken place at beneficiary side
is explored.

P K . ) p
. . Decryption function
Encryption function —_—
3323 - = —-bty/bi-dac )
Sender - x'+py* +piz = 3pryz = k - pP=—— ﬂ Reciver
X, yandz a,band c
(Public Keys) Key generation using (Private Keys)
Pell’s Cubic Quadratic
Case

Figure 1. Key generation in public key cryptography using cubic pell’s quadratic case for image encryption
(P=Plain text, K=Cipher text)
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4.1. Key generation
Pell’s cubic equation written in Quadratic case using (8). Let p be the non perfect cube which is
used to encrypt the information and x, y and z be theinteger numberswhich is used as the public keys
x*+py’ +p?z® —3pxyz = 1 ®)
Generalized form of (8) can also be written as (9) which can be used for encryption function

x>+ py* +p’Z — 3pxyz =k )

By simplifying the quadratic case of (9) obtain the decryption keys a,b and c as follows

py + p?z® - 3pxyz =k — x° (10)
p(y® +pz® = 3xyz) = GEN
After rewriting (10) & (11) we obtain,

2 p*+(y° —3xyz)p+ (X k) =0 (12)

The (12) is in the form of quadratic Equation (3) notation, from this obtain private key parameter a
using (13), b obtained using (14) and ¢ using (15).

a=12° (13)
b=y® —3xyz (14)
c=x*—k (15)

The values x, y and z were the keys used in the sender side along with the plain text to generate the cipher
values. The keys a, b and ¢ is shared to receiver to decrypt the original information (plain text) back from the cipher.

4.2. Encryption (sender side)

By using the Public key values x,y and z encrypt the data or information p using (9) and send
the cipher or encrypted data k to the receiver through communication channel.

Example: Let x=2, y=3 and z=-1 which is used as Public keys, Let p=4 be the plaintext which is to
be encrypted. Computation of the cipher key k using (9) and obtained 172 as the cipher which is to be
transmitted in the unsecured channel.

4.3. Decryption (reciever side)

In the receiver side by substituting the private keys i.e. a,b and ¢ which is obtained from (13), (14) and
(15) decrypt the original information back from the cipher text using (7)

Example: By receiving the private key values a=-1,b=45 and c=-164 apply the values to (7) obtain
the plain text k =4 back.

In the following sections results are analysed and summarized and shows that Standard diviation and
Entropy analysis of proposed scheme gives immunity to guess the encryption key and also it is difficult to
break private keys using mathematical trics on public key using Diffrential analysis.

5. RESULTS AND DISCUSSION

In this section, explains different experimental results carried out to check the performance analysis
of the proposed algorithm along with the comprehensive discussion about the experiment, computational
difficulty and its analysis.

5.1. Experimental results

Experiment is carried out and tested by using 150 color images by taking different x,y and z key
pairs. One of the sample Original image and cipher image is exposed in Figure 2 and Figure 3. It is apparent
by the visual perception that no hint of plain image is accessible in the encrypted picture.
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Figure 2. Original image (penguin) Figure 3. Encrypted (cipher) image

Histogram analysis refers to the distribution of intensity of pixels of the image, where each pixels
have 256 intensity levels. The quantity of occurrences of pixels of plain image is plotted in y axis against the all
estimations of the plain image pixel value in x axis which is shown in Figure 4. In Figure 5 the encrypted
histogram obtained showcasing a flat histogram indicating almost all pixels are equiprobable and completely
different than plain image, hence by the observations the proposed system is proved that leaking information
to any intruder is not so easy through histogram-statistical attacks.

. Histogram of Number of Dccurrence of Cipher Text
Histogram of Number of Occurrence of Plain Taxt 3

Mumber of Occurrence of plain text
5 CR:
Mumber of Occurrence of plain text

A5C1 Valse of plain text ASCI Value of cipher bext

Figure 4. Histogram of plain image Figure 5. Histogram of encrypted image

5.2. Speed analysis

The conventional DES [25] and AES [26] encryption algorithms of Private Key framework work in
Electronic Codebook mode, they are ineffectual against statistical attacks and chosen plain text attacks.
Additionally, these two structures require no link between original and cipher images, and are defective even
with differential attacks. To support and report the idea of proposed work in an auspicious way, standard
"Penguin” image with different sizes are taken and the results are presented in the Table 1.

Table 1. Execution time in seconds

Image Aes Des Proposed method
Penguin(256x256) 5.687  0.6397 0.0964
Penguin (512x512) 0.3475  7.4490 0.2744

Penguin (1024x1024)  1.1529 29.1139 0.2015

By comparing the results of proposed method with two Private Key algorithms AES and DES, it is
observed that the time of execution used in the algorithm is justifiable with respect to speed.

5.3. Entropy analysis

Entropy is the measure of information involved by random source of information. Especially,
if the source of information is redundant, then less information it contains [27]. The articulation of entropy is
given by Shanon in (16). For an (PC) image of size (a,b), by posing (t=ab, image value) we get:

Image encryption scheme in public key cryptography based on cubic pells quadratic... (Raghunandan K R)
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Entropy = H(PC) Y. —p(Dlog,(p(D)) (16)

where PC=random image pixel values, t=occurance of pixel value.

The entropy values computed are graphically represented in Figure 6, where X axis represents
the different samples of pixels taken into consideration and Y axis represents the enropy values for
the same. The values of entropy of the proposed encrypted image 7.9898. It proves that the signal has got
immunity to attack and is protected from entropy attack [28]. Hence it can be shown that the proposed work
has achieved more strength with respect to its application in the field of cryptography.
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Figure 6. The entropy analysis of the proposed encrypted image

5.4. Asymmetry coefficient
The proportion of relationship between two binary factors is called as coefficient of skewness or
Yule or asymmetry coefficient [29]. It is explained by the condition

_ (@3-D-(@2-01)  _ (03-2Q2+Q1)
S ) CEREY (17)
Under these conditions S is the skewness and Q refers to Quartile, which defines the distribution of
values, Yule has demonstrated that

S=0 it has symmetry
S>0 Right Spreading or positive asymmetry
S<0 Left Spreading or negative asymmetry

By using proposed method, using (17) obtained skewnesss = 0.33which is parallel with the line of
equality is above the axis of symmetry. Hence from the results its indication that mean values and the median
values are too close, which makes difficult to judge individual values by intruders using different attack.

5.5. Correlation analysis

A system that performs comparision between two images to estimate the displacement of pixels in a
single mode by comparing with one another is refered as Correlation. To provide imunity from any statistical
attack, a standard cryptography image framework must remove correlations [30]. The expression used to find
the correlation can be expressed using (18),

cov(x,y)
a(y)o(x)

Correlation (Y) = (18)

where, Y be the correlation coefficient, cov(x,y) denotes covariance of variables x and y, o(x) will be
the standard deviation of x, and o(y) be the standard deviation of y. The results obtained in the Table 2
guarantees high protection from correlation attack.
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Table 2. Correlation coefficient analysis of original image and cipher image

R Original image Cipher image
Directions Red Green Blue Red Green Blue
Horizontal 0.9448 0.9403 0.8773 0.0093 0.0012 0.0053
Vertical 0.9656 0.9696 0.9554 0.0082 0.0021 0.0083
Diagonal 0.9134 0.9115 0.8513 0.0016 0.0172 0.0053

5.5.1. Horizontal and vertical correlation

In Horizontal correlation analysis sequences are analysed horizontally where in vertical correlation
sequences are analyzed vertically. Simulations performed on Plain image (Figure 1) and the obtained
correlated values are represented graphically using Figure 7.

e 0.000038
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0.000173 0.000032
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Figure 7. Correlation of cipher image, (a) Horizontal, (b) Vertical

5.5.2. Diagonal correlation

Simulation results for the image gave the diagonal correlation as depicted in Figure 8. Results in
the graph indicates that the enciphered results of the cipher images are correlates near to zero.
This guarantees high protection from correlation attack.
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Figure 8. Diagonal correlation of cipher image

5.6. Differential analysis

Differential analysis is a metric used to check the resistence of the cipher in differential attack
analysis. Generally, when intruder makes little changes on the original image (flipping one bit), observing
the difference in the cipher image might help to locate applicable association with original and cipher
image. Hence in such situation this differential attack is not an effective. Therefore, to evaluate the impact
of pixel change on the enciphered image, Number of Pixel change Rate (NPCR) is given in (19)

1 ..
NCPR = (E ;f'j’;‘lD(l,])) x 100

withD(i,j) = 1if ¢;(i,)) # ¢, (i,j) and D(i,j) = 0if ¢, (i,j) = c,(i,))
Image encryption scheme in public key cryptography based on cubic pells quadratic... (Raghunandan K R)
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In the Figure 9, Y axis shows the NPCR calculation and X axis shows different imageof varied
sizes. It clearly shows that every identified value is inside the confidence intermission [99.63 to 99.95].
This qualities of proposed method is significant enough to protect from known differential attacks [31].

Figure 9. Number of pixel change rate (NPCR) of cipher images

5.7. Avalanche effect

It is a essential metric used in all purposes of cryptographic algorithms. It causes dynamically
increasing significant changes as the information is spreading in the structure of the algorithm. Consequently,
a piece or bit of the original image, obtaining huge rate of change in the encrypted image [32-34]. It is
explained using (20)

Z‘bit change
Avalache Ef fect(AE) = . x 100 (20)

Z‘bit total
13

Figure 10 shows a small change in the original image leads to a tremendous change in the cipher text,
which in turn makes ithard to decrypt the image and obtain the original image back.

1300

1200 + > >

1000 T3 14 2+
800 -+ | d

———————

Figure 10. Avalanche effect of proposed scheme

6. CONCLUSION

By addressing security as primary objective, proposed method made an improvement in the field of
cryptography by introducing a novel technique. With strong evidences showcased in the results of proposed
method which is built on the strong foundations of quadratic equations and Pell’s equation proved that the
metgod is immune to the vulnerabilities of existing cipher systems. To measure the encryption quality and
robustness, rigorous analysis and experiments conducted on the system which includes entropy analysis,
correlational analysis, differential analysis and avalanche effect. Outcome of the experiments
ensures that this new security scheme has solid security, high robustness and can be constructed with ease
and be effectively used for light weight applications.
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