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ABSTRACT

Article history:

Steganography is a strategy for hiding secret information in a cover
document in order to avoid attacker from predict about hidden information.
Steganography exploit cover message, for instance text, audio, picture and
video to hide the secret message. Before this, linguistic text steganographic
techniques are implemented just for the English language. But nowadays
different languages are used to hide the data like Arabic language.
This language is still new in the steganography and still need practices for
empowerment. This paper will present the text steganographic method for
Arabic language, scholar paper within 5 year will be analyze and compared.
The main objective of this paper is to give the comparative analysis in the
Arabic steganography method that has been applied by previous researchers.
Finally, the disadvantage and advantage of the method also will be presented
in this paper.

Received May 10, 2019
Revised Aug 1, 2019
Accepted Aug 15, 2019
Keywords:
Arabic text
Hidden message
Steganography
Text steganography

Copyright © 2020 Institute of Advanced Engineering and Science.
All rights reserved.

Corresponding Author:
Aida Mustapha,
Faculty of Computer Science and Information Technology,
Universiti Tun Hussein Onn Malaysia,
86400 Parit Raja, Batu Pahat, Johor, Malaysia.
Email: aidam@uthm.edu.my

1.

INTRODUCTION
The issue of information security has acquired unique importance by developing computers and
expanding their use in distinct fields of life and work. The concept of the hidden exchange of information is
one of the concerns in the field of information security. Different techniques have been used for this purpose
including cryptography, steganography and coding. Steganography is one of the methods which have
attracted more attention during the recent years [1]. In steganography, the data is embedded in a cover media,
so the existence of the secret information will be difficult to see [2]. The steganography's primary objective is
to make the concealed information undetectable by humans or machines [3]. Steganography can be assumed
as fail if there is hidden data that can be detected, even the hidden data is not recovered.
The implementation of steganography can be divided to a number of mediums. Text, images [4],
audio [5] and even video [6] are all commonly used as carrier for secret messages. Text steganography has
received less attention in recent years, this is due to lower capacity to hide information that is associated with
it. Text steganography embed the secret message in the medium of the plain text files so that the third party is
unable to detect the existence of message [7]. However, steganography in the text domain is the hardest
techniques compared to image and audio file due to lack of redundant data in the text file [8].
Text steganography can be divided into three categories. The first is format-based steganography;
whereby this type of steganography hides the secret text by changing format of the carrier file such as word,
space [8], line [9], and any other characters in the sentence of the text. The second is random and statistical
generation steganography that will generate a cover text depending on the character or word sequence at
random and then a random sequence of word or character will be used to hide the data. The third is linguistic
steganography which covers the secret text by altering the data that have been encoded based on the
linguistic order [10]. Specifically on linguistic steganography as it deals at the level of semantic [11] which is
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beyond lexical level of the text. Substitution-based method is used to hide the secret message by embedding
them in the text based on the replacement of another text in the original text.
Initially linguistic text steganographic techniques are implemented just for the English language
such as technique in [12] that used English antonym to hiding the true intention behind the text format.
But now days different language are likewise used to hide the data like Arabic, which increase the security
level in order to get the secret information, since not everyone aware about all the language. The language
that have attention for text steganography such as Urdu, Chinese, Arabic and Persian since they have many
letters with the dot symbols [13]. Besides that Arabic language also language which became a common since
its the language of holy Quran and beautiful way to communicate. The Arabic language consists of 28
characters [14]. It has a few highlights for example, the Arabic text is written from right to left and has no
equivalent to capital letters as various English writings. The Arabic word could be comprising of completely
associated letters or a single word may contain more than one segments [15].
Our research is based on the reality that in distinct locations of words some letters in
Arabic languages have distinct forms [16]. This Arabic language function is endorsed in Unicode format and
is used to hide information in documents using Unicode standard. Some work on hiding data in English texts
has been performed by the previous researcher. The steganography in random character and word sequences
by [17], specific information may be concealed in this sequence by creating a random sequence of characters
or phrases. The sequence of characters or phrases is random in this technique, it is therefore irrelevant and
draws too much attention. This technique does not seem to be steganography, but it is some sort of
encryption. Next method is word shifting [18], information is concealed in the text by moving words
horizontally and altering the distance between words. This method is appropriate for documents where the
distance between words varies but the distance of the algorithm is easily to detected by the attacker and the
attacker will be use the difference to extract the hidden information.
This paper present the different types of Arabic steganography method that already done by past
researcher based on advantage and disadvantage of each method. This paper will be reviewed on which
method is suitable to use in Arabic text language.

2.

MATERIAL AND METHODS
In Arabic character there is no different between upper case or lower case and that is one of special
features of Arabic character for text steganography. The method of text Arabic steganography is related with
dots and connectivity between each character [19]. Table 1 shows review method in Arabic text
steganography.

Table 1. Review Methods
No.
1
2
3
4
5
6

Authors
Odeh,A. / (2012) [20]
Odeh, A., Elleithy, K. & Faezipour, M. / (2013) [21]
M. H. Shahreza, M. S. Shahreza / 2006 [22]
Gutub, A.A., Ghouti, L.M, Elarian, Y.S., Awaideh, S.M., Alvi, A.K / 2010 [23]
M.S. Shahreza, M. H. Shahreza / 2008 [24]
M.H.Shirali-Shahreza and M. Shirali-Shahreza / 2008 [25]

Methods
Multipoint Arabic letter
Kashida
Pointed letter
Arabic diacritics
La steganography
Pseudo-space and Pseudoconnection character

2.1. Multipoint Arabic Letter
Define Odeh [20] has suggested an Arabic multipoint letter algorithm that allows us to conceal more
than two bits per letter. In this research, a vertical shift point algorithm will combine to raise the size of the
hidden file. The carrier's size will be continuous without alteration. After adding the information, the file will
be converted to picture to prevent the issue of retyping. The primary problem with this strategy is to retype
process all the hidden information, as the hidden information depends on the format of the file. The coherent
format used in the scheme could increase an attacker's amount of suspicion [26].
2.2. Kashida
Existing research on Arabic language that using zero width and kashida letters by [21] which is new
steganography algorithm for Arabic text. The algorithm uses some letters that can be added to other letters
such as kashida and zero width character. If kashida expanded letter is added to other letters, the significance
of the phrase does not alter. Kashida only can be added between letters in words, at the beginning and at the
end of the word kashida can not be added, as shown in Figure 1. In other words, if a non-pointed letter with
an expansion to conceal zero, pointed letter will holds one. Not all characters will conceal a bit in Kashida.
A review of arabic text steganography: past and present (Suhaibah Jusoh)
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The embedded information may influence the type, size and format of the document. The possibility of being
found using stegoanalysis tools will therefore lead to the disclosure of the concealed information.

Figure 1. Example of Kashida method [27]

2.3. Pointed Letter
This method is propose by Shirali-Shahreza [22] to hide the secret text into dots of letters as shown
in Figure 2, the size of the secret text will be compress. The cover medium content is examined character by
character and line by line. Location of dots may be impacted by the hidden information bit if pointed letter is
discovered. This method has an advantage in secrecy and capacity of secret text. The unpointed character is
remain unchanged in order to create secrecy for this method.

Figure 2. Pointed letter

2.4. Arabic Diacritics
The next method presents the Arabic diacritic [23]. As shown in Figure 3, there are eight diacritics
in Arabic text. Figure 4 demonstrates some marked letters and their pronunciation. The cover text is
presumed to be a fully diacritical text in this technique. The bit „1‟ is held in the diacritics and in the nondiacritic for the bit „0‟ is retained and the other diacritics are not used. This technique has a large ability but
low invisibility because it draws the reader's attention.

Figure 3. Arabic diacritic marks [28]

Figure 4. Arabic diacritics pronunciation

2.5. La Steganography Method
The La Steganography method [24] using La word which is combination of Lam and Alef character
to hide the secret information. They will hide the secret information by embedded an Arabic extension
character between Alef and Lam. If they want to hide bit 0, the normal form of La will be used but if they
want to hide bit 1 then special word La will be used. This method can be used in printed and not only limited
to electronic document.
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2.6. Pseudo-space and Pseudo-connection Character Method
The pseudo-space and pseudo-connection character method [25] will conceal one bits in each
character. This technique has recognized whether or not the character is linked to the next letter. If the letter
is attached to the next letter, a ZWJ letter between two letters will be inserted to conceal part 1 without
changing the text structure.

3.

COMPARATIVE ANALYSIS
Most of the techniques in Arabic steganography is using kashida, diacritic and multipoint.
The scholarly papers that have researched in Arabic steganography in the last decade are presented in
Table 1. Table 2 identified the advantages and disadvantages of Arabic text steganography in the last decade.

Table 2. Comparative Analysis
No.
1

Authors
Odeh,A. [20]

Methods
Multipoint Arabic
letter

Advantages
The carrier's size will be
continuous without alteration.

2

Odeh, A., Elleithy, K. &
Faezipour, M. [21]

Kashida

Kashida method won't alter
the word's significance

3

M. H. Shahreza, M. S. Shahreza
[22]

Pointed letter

4

Gutub, A. A., Ghouti, L. M,
Elarian, Y.S., Awaideh, S.M.,
Alvi, A.K [23]

Arabic diacritics

This method has an advantage
in secrecy and capacity of
secret text. The unpointed
character is remain
unchanged in order to create
secrecy for this method.
This method has high
capacity

5

M.S. Shahreza, M. H. Shahreza
[24]

La steganography

This method can be used in
printed and not only limited
to electronic document.

6

M. H. Shirali-Shahreza and M.
Shirali-Shahreza [25]

Pseudo-space and
Pseudo-connection
character

Do not have any effect on the
sentence.

Disadvantages
The primary problem with
this technique is the process
of retyping removes all the
hidden information as the
hidden information depends
on the format of the file. The
coherent format used in the
scheme could increase an
attacker's amount of
suspicion.
At the beginning and at the
end of the phares, Kashida
cannot be added, it can only
be placed in phrases
between letters. The
information embedded may
influence the type, file size
and format of the document.
The risk of being found
using stegoanalysis tools
will therefore lead to the
disclosure of the concealed
information
The hidden data bit can
affect the location of dots if
a pointed letter is found. In
the event of retyping,
information will be lost.
This technique has a large
ability but low invisibility as
it draws the reader's
attention to attack.
The main issue for this
method is only suitable for
Arabic language and La
word is very limited in
Arabic sentence. This will
affect the capacity of hidden
data and raise suspicion.
The main issue with this
method is when removing
the Unicode of ZWJ its will
impact the secret data.

Based on Table 2 and Figure 5, the advantages of techniques are seen through the high capacity to
embed the secret message [22, 23] and also the effect on word that will not alter the sentence [21-25].
Besides that, the advantage of technique which introduced by [20] using method of multipoint Arabic letter is
the size of carrier file will not change after secret message is embedded. Lastly the technique used by [24]
can be used in printed and not only limited to the electronic document.

A review of arabic text steganography: past and present (Suhaibah Jusoh)
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Figure 5. Advantages of methods

Based on Table 2 and Figure 6, the disadvantage of each method has been discovered. Researcher
on [20] suggested an Arabic multipoint letter algorithm that allows us to conceal more than two bits per
letter. An algorithm will combine with a vertical moving point algorithm in this study to boost the size of the
hidden file. The main issue with this approach is retyping process removes all the hidden data [29], which is
the researcher on [22] and [25] also have the issue regarding to the retyping process. Arabic language
research using zero width and kashida letters by the latest steganography algorithm for Arabic text in [21].
In kashida, not all characters will hide a bit. At the beginning and at the end of the phares, Kashida can not be
added, it can only be placed in phrases between letters. The information embedded may influence the type,
file size and format of the document that will be attract the attacker like the technique in [23]. Therefore,
choosing the most appropriate evaluation metric for implementation performance is important in order to
enhance the application performance [30]. Lastly, low capacity of hidden data in technique [24] because of
the La word is very limited in the arabic language.
Figure 7 shows the number of research based on point is much lower than the letter itself.
Mostly the previous researcher prefer to use Arabic steganograpy on letter rather than point.

Figure 6. Disadvantages of methods

Figure 7. Previous research on pointed
letter and letter on Arabic steganography
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4.

CONCLUSION
In order to observe the growth of these methods beforehand, this paper presented the Arabic text
steganography method to reviewed. We have analyzed the list of existing technique for Arabic language text
steganography in order to hide secret data. The main issue and advantages of the existing technique have
been identified. Comprehensive research has been completed in the field of Arabic text steganography and
every method that has been proposed have their own uniqueness and proven to be useful to other researcher.
Each method will be recommended for the best secure protection, high capacity, does not affect the sentence
or can used in print and electronic document. However, each method also has certain problems that seem to
limit these methods such as low capacity, or will impact the size of data. The fundamental obstacle and issue
that remaining parts is that in linguistic steganography it is difficult to deal with syntax and sentence
structure. It will hide a small measure of information if we use other method than random character as a
medium carrier.
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