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There are few studies on factors influencing cloud computing adoption in
higher education institutions. However, there are lacks of understanding of
the cloud computing adoption issues in the university. The main objective of
this study is to investigate factors influencing cloud computing adoption in a
higher education institution. The research method involved using qualitative
interviewing with relevant stakeholders and case study at one public
university in Malaysia. The analysis was done by using Atlat.ti. There are
eighteen factors that have been coded into three main categories of
Technological, Organizational and Environmental. These are among factors
to influence the decision of cloud computing adoption for a public university.
The first category (Technological) consists of nine factors; (i) relative
advantage, (ii) cost reduction, (iii) ease of use, (iv) compatibility, (V)
operational requirement, (vi) security, (vii) sustainability, (viii) trialability

Malaysia and (ix) complexity, The second category (organizational) consists of four
factors; (i) infrastructure readiness, (ii) top management, (iii) knowledge and
IT skillset and (iv) financial. The third category (environmental) consists of
five factors; (i) Cloud Service Provider, (ii) Geographical, (iii) Data Privacy,
(iv) Guideline and Policy, (v) Service Level Agreement (SLA). The result
may provide a reference for the adoption of cloud computing in the area of
mobile learning or mobile computing. Future work involves conducting
similar studies at other case studies including public and private universities
in Malaysia.
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1. INTRODUCTION

Cloud computing is an innovative technology that introduces the idea of information sharing,
consolidation of hardware and software, as well as to standardize infrastructure resources in a centralized
facility [1]. This concept offers many advantages for economic, technology and society. Cloud computing
has been widely used in industries as well as government sectors. Information System success model
indicating that IT innovation offers many benefits to cloud computing adoption and offers many benefits to
an individual or even an organization. The adoption of the technology usually associated with a decision to
adopt or not to adopt. Researchers who conducted studies on cloud computing adoption has identified several
important factors that influence the decision-maker towards cloud computing adoption such as top
management, trialability, cost reduction, firm size, cloud service provider support, infrastructure readiness,
competitive pressure, security and others. Innovation factors that have the most consistently significant to
innovation adoption are compatibility, relative advantage and complexity [2]. The compatibility is perceived
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workable with the existing infrastructure and meet the adopter’s needs [3]. The relative advantage is viewed
as an advantage for an organization to perform the task in different ways and the complexity is perceived as
difficult to understand and use [3].

The advantages of cloud computing are reducing cost, scalability, flexibility, mobility, speed,
usefulness, quality, convenience, performance and shared resources [4-6]. Cloud computing has many
important characteristics to explain the usage of it. There are four characteristics describes by NIST [7]
which are on-demand self-service, broad network access, resource pooling, rapid elasticity and measured
services. On-demand self-services refers to capability provisioning infrastructure by the customer without the
intervention of service provider. Thus, they pay the usage based on their consumption [8]. Meanwhile, broad
network access defines compatibility to heterogeneous of the platform by using a standard mechanism.
Resource pooling describes the role of a service provider that handling a multi-tenant model for cloud
resources in servicing the customer requirement. Rapid elasticity means unlimited resources during
provisioning leads to any quantity at any time. Lastly, measured services is a metering capability that
providing transparency for customer and service provider. Cloud service categorized into three models which
are Software as a Service (SaaS) that provides the ability to run software on the cloud and customer can
access via the Internet to work on it. Platform as a Service (PaaS) meant for expanding the ideas and
cooperate when developing programs and software by the system developer. At this layer, the developer may
focus on the innovation rather than aware of infrastructure problems. Infrastructure as a Service (laaS)
considered as a foundation level for the cloud computing platforms that managed by customers [7, 9, 10].

There are four cloud computing deployment models for cloud architecture solutions according to
NIST and ISO/IEC which are private, public, hybrid and community. Private describes the organization’s
data centre or application operated on-premises. It is considered more secure than the public cloud. Whereas
public cloud meant for data centre or application operated outside the organizations’ premises. Hybrid can be
described as a mixture of two different deployment models. The community model is a public cloud that
suitable for certain targeted groups of organizations that share the same objectives [9, 10]. As one of
emerging technology, cloud computing has rapidly spread in academic institutions. Therefore, adopting cloud
computing technology as an educational service enabler is very significant to a dynamic learning style. The
technology offers democracy in learning delivery of IT services as well as availability at anytime, anywhere
and from any devices [11]. It also offers efficient collaboration and information sharing platform, obtains
fairness in educational services and simplifies the learning process, eliminates the spatial and temporal
boundaries [12].

Able to reduce capital expenditure by minimizing cost for the education environment including
provides free maintenance such as the usage of email by Google. The SaaS application is significance as
daily communication medium whether in the academic or non-academic area such as email, collaboration
services, and storage services [13]. Besides that, it offers an independent learning approach, for example,
using online meeting spaces, video conferencing and video chat are allowing the student to meet and attend
classes online [14]. Cloud location having the geographical advantage where it is located a thousand miles
away, enables customer data safe and recovery at anytime and anywhere. Thus meet the requirement for
disaster recovery plan [11]. It also can support a wide range of applications running on different hardware
devices like smartphones, tablets, and PDAs. The new generation of students empowered to involve in the
learning process and play an active role in sharing and collaborative learning and not only retrieve the
information [15].

There are few studies of cloud computing adoptions in the area of (i) Social Networking [16], (ii)
Telecommunication [17], and (iii) higher education institutions [18]. However, there are lacks of
understanding of the cloud computing adoption issues in the university. There are many other factors that
also explain the adoption rate in an organization. The existence of theory, framework, and model are proven
to help in understanding the factor and the process of adoption of technology innovations [19]. The
Technological-Organizational- Environmental (TOE) framework by Tornatzky and Fleischer, the Diffusion
of Innovation (Dol) theory by Rogers and the Theory Acceptance Model (TAM) are frequently used among
researchers to explain technology innovation in the ICT acceptance and adoption in the organization [20]. In
summary, cloud computing perceived many benefits to an organization. A decision to adopt the technology
would be influenced by many factors, opportunities, advantages offered as well as the challenges. The main
objective of this study is to investigate factors influencing cloud computing adoption in a higher education
institution. This theoretical basis of this study derived from the TOE framework and Diffusion of Innovation
theory.
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2. RESEARCH METHOD

Qualitative research is the research method used in this study. Qualitative research is important
when the phenomenon needs to be understood [21]. This research method allows to examine people’s
experience in detail through certain research methods like the in-depth interview, focus group discussion,
observation, content analysis, visual methods, and life histories or biographies [22]. In this study, a case
study research approach is employed by applying qualitative interviews towards cloud computing decision-
makers in a public university in Malaysia. The qualitative interview is usually intended to refer to in-depth,
semi-structured or loosely structured forms of interviewing [23].

A case study protocol was used throughout the data collection process. The protocol is important to
guide for reliable data collection [24]. Semi-structured interviews with ten IT experts and other IT
professionals from a public university in Malaysia were conducted from March 2017 until September 2017.
The key informants were involved in the cloud computing adoption decision process in the university. The
semi-structured interview becomes the primary method for the data collection method. The semi-structured is
where early questions have been set and it can be modified, omitted or added during the interview session
[25]. During the interview process interaction face to face with the informants is important to clarify and
ensure understanding of the interview statements [26]. The questionnaires were constructed hugely as open-
ended questions, where it has been verified by the academic expert. The interview was recorded using the
voice recorder as an instrument. As a backup, notes also taken during the interview [21].

3. RESULTS

The analysis was done by using Atlat.ti. Figure 1 illustrates the factors influencing cloud computing
adoption in higher education institution. There were eighteen factors that have been coded into three main
categories which were Technological, Organizational and Environmental. There are eighteen factors that
have been coded into three main categories of Technological, Organizational and Environmental. The
technological category describes the main features of the technology itself that can influence the adoption
process in the organization. The factors reflect technology use [1]. The organizational category refers to
factors that involve organizational involvement or process. Then, the environmental category refers to the
external factors that can influence the adoption of technologies [27].

Theme 1 : Influencing Factor of Cloud
Computing Adoption for University
Malaya

Figure 1. Factors Influencing Cloud Computing Adoption in Higher Education Institution
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3.1. Technological Category

The technological category describes the main features of the technology itself that can influence the
adoption process in the organization. The factors reflect technology use [1]. The first category
(Technological) consists of nine factors; (i) relative advantage, (ii) cost reduction, (iii) ease of use, (iv)
compatibility, (v) operational requirement, (vi) security, (vii) sustainability, (viii) trialability and (ix)
complexity. The following provides the description.

3.1.1. Coding Unit 1: Relative Advantage

The relative advantage becomes the highest influence factor among the university’s decision-makers
with frequent of 27 quotations from eight key informants. This factor was seen in terms of accessibility,
availability, speed and performance, fast server provisioning, flexibility and scalability. For example, fast
server provisioning became the main factor to drive the university consolidated one hundred physical servers
to three ESX hosts. The university also hosted the main website in the public cloud for fast website
development. The speed to provision a new server is important for the website development team to fulfil
user needs or meet the dateline. Hence, this factor looks significant in ensuring scalability for the
infrastructure, high availability for the customers, access at any time and from anywhere.

3.1.2. Coding Unit 2: Cost Reduction

The cost reduction factor also plays a significant role in influencing cloud computing adoption in
this organization. The cost reduction is perceived to be part of the relative advantage that can give economic-
benefit [26]. This factor also becomes a major driver for the rapid adoption of cloud computing [28] and
contribute to the sustainability of organization operating expenditure [29]. The cost reduction was highlighted
by six key informants with eleven quotations. The Acting IT Director of the university emphasized on the
cost-benefit and the organization must perform a cost-benefit analysis before deciding to adopt the
technology.

3.1.3. Coding Unit 3: Ease of Use

The ease of use can be explained by an encouraging element toward innovation due to the simplicity
of using the technology [30]. Cloud computing found less effort needed and optimize the work time [31].
Most of the key informants consider cloud computing is easy to be used. Whether from perspective Software
as a Service (SaaS) or Infrastructure as a Service (IaaS) model. There were eleven quotations form eight key
informants expressed about the ease of use when dealing with cloud computing technology.

3.1.4. Coding Unit 4: Compatibility

The compatibility is very important to ensure the application works smoothly whether on the same
cloud platform, inter-cloud or hybrid deployment. When moving to a cloud environment, the surrounding
issue like network must be aware by adopters [6]. There were nine quotations from six key informants. There
was one compatibility issue when a web server located at the public cloud platform whereas the database was
located in the local university’s data centre. The issue led to slowness when browsing the university’s
website. Thus, by moving the database to the same cloud environment was solved. There could be many
reasons when relating to the issue such as network bandwidth or network routing. This shows that resource
readiness is very important in cloud adoption.

3.1.5. Coding Unit 5: Operational Requirement

The operational requirement is important to achieve the objectives. To move to a new operational
environment, require firm justification. Thus, the operational requirement becomes an important element that
translated into needs. The university has the requirement to fulfil the nature of the system that requires to
develop and hosted in the cloud, the readiness of the cloud platform with tools and template aids in fast
server provision, and due to technical challenges.

3.1.6. Coding Unit 6: Security

The security is an important factor that can represent trust toward cloud computing services [32].
Research indicates that a private cloud is known to be more secure than the public cloud. Thus, the cloud
service provider requires a cloud security standard in ensuring the secure platform that can be perceived
secure and safe by the customer [33] There are concerns about the security of cloud computing services
among the key informants. They are also aware of the mechanisms to ensure security compliance at the
highest levels. The security-compliance will increase the customer’s confidence level towards cloud
computing adoption. There were five quotations with four key informants raised about this element.
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3.1.7. Coding Unit 7: Sustainability

The sustainability means able to maintain technology for a longer time. Choosing the right cloud
computing business model is important [34]. The essential element to sustain the technology is in terms of
cost. Therefore, sustainability has a strong linkage towards budget allocation of cloud computing in the
university. According to the Acting IT Director, the organization may not have considered if the technology
is not able to be sustained.

3.1.8. Coding Unit 8: Trialability

The trialability is the capability of the technology to be try-out in certain scopes [3]. Based on the
theory of diffusion of innovation, there will be adoption rate increment when the adopters able to test the
technology [26]. The importance of the factor has been stressed by the Acting Director of the IT Centre
during gathering information about cloud computing. The factor supports understanding of the technology
before a decision to adopt. This approach works very well especially on Infrastructure as a Service model,
when they want to adopt any technology for the organization. However, SaaS adoption like Google’s email
and Microsoft Office, have not experimented with it as an organizational level because of the similarity with
the technology as individual usage.

3.1.9. Coding Unit 9: Complexity

The complexity can be linkage with the negative perspective of the adoption of technology. Most
practitioners perceived cloud computing as complicated [26]. The complexity hardly influences this
organization in the decision to adopt cloud computing. Overall informants’ feedbacks showed the easiness of
the use of technology. The university has implemented Software as a Service (SaaS) model, which offers a
friendly interface without the requirement of handling the technical configuration. Whereas Infrastructure as
a Service (laaS), require them to have understanding and skill on the technical configuration. However, with
the experience of managing private cloud VMWare the IT staff able to learn new skills in the public cloud
environment. Nevertheless, the complexity factor has been concerned by the Data Centre team to decide
which public cloud in the market suit the environment. According to the Project Manager from the Data
Centre Management Division, the Microsoft Azure Platform is easy to use rather than Amazon (AWS).

3.2. Organizational Category

The organizational category refers to factors that involve organizational involvement or process.
This category describes the manager’s readiness in terms of finances to initiate and sustain the cloud usage,
as well as resource readiness that consists of human and infrastructure to ensure knowledge development and
stability [4, 35]. The second category (organizational) consists of four factors; (i) infrastructure readiness, (ii)
top management, (iii) knowledge and IT skillset and (iv) financial.

3.2.1. Coding Unit 1: Infrastructure Readiness

The infrastructure readiness consists of technological infrastructures such as hardware and software
to support the usage of cloud computing. The other important element in infrastructure readiness is IT
expertise that has knowledge and skill to implement cloud computing [36]. Knowledge and IT skillset is part
of infrastructure readiness. The majority of the informants highlighted the importance of infrastructure
readiness related to technological infrastructure.

3.2.2. Coding Unit 2: Top Management

The top management plays an important role in any department. They govern vision, mission,
creating values, resources commitment to align with organization business goals [31]. The IT Centre has
stated the department’s direction towards cloud computing implementation in IT Strategic Planning 2015-
2017. The top management support in terms of financial allocation, infrastructure readiness, knowledge
development and training are important to align with the organization’s aims. Hence, the support will ensure
the resource readiness to adapt and innovate the technology.

3.2.3. Coding Unit 3: Knowledge and IT skillset

The learning curve in cloud computing is part of management readiness in ensuring the adoption of
technology success [6]. The management should see the technology able to give the opportunity to develop
and experience new skills that can contribute to a new paradigm of the working environment and job
satisfaction [29].
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3.2.4. Coding Unit 4: Financial

The financial become part of top management support towards technology innovation in the
organization. The financial factor influenced the decision to operate IT services in the university in many
ways. Today, the economic turbulent that give impact to many industries including the Malaysia government.
The reduction budget from the government becomes a challenge to the higher education institutions to
remain competitive [37]. Thus, the top management of the IT department very concerns about to use the
budget allocation wisely. One approach from top management was moving some of the suitable applications
towards cloud computing technology. Cloud computing offers pay per use billing model and lower cost
initial setup helps the university to fulfil budget allocation. There were five quotations from two key
informants’ responses to this factor.

3.3. Environmental Category

The environmental category refers to the external factors that can influence the adoption of
technologies [27]. The environmental category explains external element characteristics that may influence
the adoption of cloud computing in a certain organization [1]. The environmental context is determined as the
industry, competitors and governmental policy [36]. The third category (environmental) consists of five
factors; (i) Cloud Service Provider, (ii) Geographical, (iii) Data Privacy, (iv) Guideline and Policy, (v)
Service Level Agreement (SLA).

3.3.1. Coding Unit 1: Cloud Service Provider

The cloud service provider (CSP) is one of the stakeholders in a cloud computing environment.
Undoubtedly, CSP supports the organization IT business such as collaborate with network players to ensure
high availability architecture, storage technology partner to ensure fast and transparently unlimited usage to
the customer, backup operation, development and test the platform [31].

3.3.2. Coding Unit 2: Geographical

The geographical can be described as a location where the data being stored and operated. This
factor becomes important criteria in selecting the cloud service provider because the data stored may be
influenced by legal and act as well as the political environment at the hosted country [33]. This factor also
associated with the data privacy factor which concerns about the unauthorised party can use the data without
permission from the customer. The university was concerned about the geographical location and has the
intention to consider this factor as one of the criteria in choosing the cloud service provider.

3.3.3. Coding Unit 3: Data Privacy

The data privacy becomes a part of the security factor. The data on the cloud tends to be used
purposely or not purposely by the cloud service provider. The customer may have less control and do not
know who can access their data and leads to reluctant to host their data on the cloud [31]. This situation also
concerns by the university. Hosted the university email on Google cloud platform leads to privacy issues by
the U.S.A. government under the Patriot Act. There were two quotations with one key informant were
highlight this factor.

3.3.4. Coding Unit 4: Guideline and Policy

The guidelines and policies are important to drive cloud computing adoption. The policy governed
must compatible with the organization’s needs. The policy is significant in ensuring customer business
policies that concentrated on quality and security measures to ensure the integrity of their services [26].
There were two key informants with two quotations stressed about the guideline and policies in the interview
sessions. As a government institution, the organization must apply to any relevant guidelines or policies.

3.3.5. Coding Unit 5: Service Level Agreement (SLA)

The SLA is an agreement between the client and the provider to minimize the risk of cloud
computing service. SLA is important for the customer gaining confident, secure and safe when dealing with
the cloud environment [32]. Unclear SLA will hinder from adopting the technology [26]. This factor has been
linked to the cloud service provider factor because it involves customer and cloud service providers as the
stakeholders in the public cloud environment. The factor has been stressed by the Acting IT Director during
the interview session. SLA will ensure the service on cloud getting support as agreed between customer and
cloud service provider.
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4.  CONCLUSION

The cloud computing adoption issues in the university may be reduced by knowing and
understanding the influencing factors during the adoption process. For example, proper planning and
conducting cloud adoption analysis based on the identified factors would help the organization to choose
suitable deployment and service models as well as the cloud provider. Besides, unsustainability operational
cost and data privacy issues may also be reduced by understanding the resource’s capability such as
knowledge and IT skillset, budget and financial level by performing a cost-benefit analysis and developing
internal cloud governance. The cloud governance can be initiated by creating guidelines and policies,
negotiating and having clear cloud SLA, investigating legal and act, data geographical and level of data
privacy impact. The cloud computing investigation based on the experience of the university will be more
meaningful if future studies can measure the validity of these factors among other institutions of higher
learning. The result of this study may provide a reference for the adoption of cloud computing in the area of
mobile learning or mobile computing. Future work involves conducting similar studies at other case studies
including public and private universities in Malaysia.
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