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Encryption and hiding images are becoming a hot research area and a broad
prospect for application. This article uses a secure algorithm with Low
Significant Bit method to hide an encrypted high-resolution color bitmap
image in two selectively color images (i.e., two cover images). The paper
introduces a two-level hiding encrypted image using MATLAB-GUI
programming language. In the beginning, with a key image using XOR bit
operation, the original RGB image is encrypted. After that, the encrypted
image is hidden into the first cover image. The cover image is then hidden
into another cover to make the secret image safer without changing the
perceptual quality for both covers. Then, the algorithm is tested on many
bitmap images, which can be an important image, fingerprint image, samples
of secret medicine, or bank account pattern. The correlation histograms
demonstrate a high correlation for all encrypted images. The PSNR is used to
find steganography quality for the two cover images after hiding the secret
image showing a high quality for the two levels of hiding operation

Copyright © 2020 Institute of Advanced Engineering and Science.
All rights reserved.

Corresponding Author:

Faten H. MohammedSediq Al-Kadei,
Computer Department,

Northern Technical University,
Kirkuk, Irag.

Email: faten.algadhi@ntu.edu.iq

1. INTRODUCTION

Security became an important issue in image storage and communication, and one of the important
ways the security can be ensured is encryption. In many applications, data hiding is essential; the basic
methods for hobbyists are steganography and cryptography, secretive data transmission, user privacy, and so
on.

The main aim of image encryption techniques via hiding image is converting the original image to
another one to be difficult to understand. In other words, its primary goal is keeping image confidentiality
between users. Therefore, no one knows its content without a key for decryption. Reliable security is crucial
in sending and receiving digital images in different applications such as online personal photo album,
medical system images, image communications in military and videos of confidential conferences, etc.

The basic methods for hobbyists are as follows: steganography and cryptography, secretive data
transmission, user privacy, etc. It has been proven that steganography is the best method of safety.
Furthermore, three different methods of hiding information are generally used: steganography, cryptography
and watermarking. There are different types of steganography [1, 2]:

a) Steganography of Text.
b) Steganography Image.

c) Steganography Audio.

d) Steganography of Videos.

The basic principle of steganography in all of these methods is that any secret message can be
embedded in another cover object that may have no meaning in such a way that encrypted. Lastly, the
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displayed data is only the cover data. Therefore, containing hidden information cannot be easily detected
unless proper decryption is used. Each steganography has three components:

a) Secret Object.

b) Cover Object of the message.

c) Steganographic objects results.

Using specific techniques, the information that has to be hidden is encoded in cryptography; this
information is generally understood as coded data that appears nonsensical. Basically, steganography is
information hiding, which cannot be identified as the coded information seems to be abnormal in its presence
by sight and undetectable. Furthermore, steganography detection is named steganalysis. Moreover,
steganography is one of the powerful techniques used to hide a secret image, audio files, and videos so that
no one can find a secret hidden image in another one. Besides, steganography image refers to hiding in
another image or video file information (i.e., text messages, images, or audio files) and by proper decoding
technique, this hidden information can be retrieved. Therefore, steganography is defined as “the art of hiding
data media files”, which means the way of hiding any message (e.g., text, image, audio, etc.) in any file (e.g.,
.mp3, wav or .png) [3, 4]. In the literature, there are several methods of steganography performance;
however, the Least Significant Bit (LSB) is considered as the most famous one. This is mainly because there
are three components in each color image; this pixel data is saved in one byte in an encoded format. It is
possible to modify the low bits that contain little information for each pixel to store the hidden text. The
precondition for the stored text that it must be smaller or equal to the image that is used to hide the text.
There are two different image steganography methods:

a) Methods of space.
b) Transform methods: LSB method is the most common method used in the spatial substitution method.
c) Retrieve the message images from recombining the lower four-bit planes.

The image pixels are assigned to be stored in the form of bits. The intensity of pixels is stored in an
8-hit (i.e., 1 byte) image on a grayscale. Similarly, each pixel requires 24 bits (8 bits for each layer) for color
(red, green, and blue (RGB)) images. When the LSB bit is modified, the Human Visual System (HVS) is
unable to detect these changes in pixels’ intensity or color. This is obscure visual redundancy, which can be
used to hide information in these bits with no significant difference is observed in the image. Accordingly, it
is possible to modify the first bits to carry the information to store a hidden text in each pixel or a picture (see
Figure 1). By replacing the LSB in a BMP type picture, it embeds data into the photo [1].

mputdata: | 1]0/1]0[1/1/00! [1]1]1]olol1]e]1 lo]1]0/1]1l0/1]1] 0l1]1]0l0l1]1]2 Secret data
Hicen data 11/0j1j1{1/0/0/0 1j0j1]1|1]0{0/0 C‘“’;i‘m“;‘;’g"
output data- | 1]0/1/0/1]1]0]1] '1]1/1]0]ol1]0fo] o/1]o]1/1o]1t1] (0]1]1 0/0]2T1T2 Steganography

. Image pixels

Figure 1. Hiding information in the LSB

Since it has the smallest effect on the amount of color, the smallest possible impact on the picture
will replace this bit with a bit of the hidden data. Using this method, the image steganography embeds the
secret in each pixel of the cover image in the LSBs. It is well known that the LSB based steganography is one
of the simplest techniques to hide pixel values without perceptible distortions from a secret message in the
LSBs. The changes in LSB value are invisible to a human eye.

In the literature, cryptography is considered as an effective way to securely transfer information. It
scrambles the image information before transmitting it to change its structure. Therefore, the attacker cannot
be hacked because it is hard to get back the original image. So, it provides an image’s modified shape, but it
does not hide the image even if it is a good security method. The main objective is to provide the original
image with better protection [5, 6].

Image encryption is a process of information transformation (known as a plain image) by using an
algorithm (referred to as a cipher), making it incomprehensible to any person except those with special
knowledge (known as a key). This process results in an encrypted image (called a cipher image). The process
of converting the cipher-image back to its original shape so that it can be perceived is called Decryption.
Furthermore, image encryption is usually used to protect images (computer and storage devices images)
when personal records are exposed to loss or theft of laptops or backup drives. It helps to guard against
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uncovering and sharing. Moreover, encryption is also applied to protect the transit data, such as data
transmitted through networks (e.g., e-commerce and internet), wireless systems, mobile phones, Bluetooth
devices, etc. Besides, the cryptography technique is further classified into two major types: symmetric and
asymmetric key cryptography. For purposes of both encryption and decryption, symmetric-key cryptography
requires a single private key. On the other hand, the asymmetric key uses two keys first for encryption and
the other for decryption purposes [7, 8].

The fractal image can be efficiently used as a key in the encryption methods because of its difficulty
to break against attacks. The generation of the fractal image can be changed significantly when a small
change occurred in any of its parameters. Therefore, it is suitable to implement a secure encryption key.
In the literature, several papers have been proposed on image encryption using a fractal key for image
encryption [9-12]. On the other hand, steganography is a data hiding technique internet. For example,
CAPTCHA codes are generated and later send them in an encrypted version. These codes are embedded
ASCII into a cover image with an encrypted form resulting stego image. Thus, using image steganography,
attackers cannot fetch the actual CAPTCHA resulting in a secured transmission of confidential data via the
internet [13].

A modification of the pixel value Differencing (PVD) algorithm is used for Image Steganography in
the spatial domain. It is normalizing secret data value by encoding method to make the new pixel edge
difference. Consequently, it is less among three neighbors (horizontal, vertical and diagonal) and embedding
data only to less intensity pixel difference areas or regions. The strength of this scheme is that any random
hidden secret data do not make any shuttle differences to Steg-image compared to the original image.
Furthermore, the bit plane slicing is used to analyze the maximum payload that has been embedded into the
cover image security [14].

Since the last four decades, many efforts have on developing been paid to develop several Public
Key Crptography (PKC) algorithms, where comparative trends of these algorithms were based on each
algorithm. The roadmap of PKC algorithms with the most chosen algorithms among previous researchers has
very recently been presented in [15]. In this respect, the stegSVM model as an embedding technique in
steganography that has exploited the human visual system through Shifted LSB has shown an expected
performance. The performance evaluation of stegSVM based on imperceptibility and robustness and
compared to the other previous models in the image steganography domain is best described in [16]. It is
worth mentioning that the steganography is the art or technique of hiding message date inside a carrier file. It
can be performed in such a way the unauthorized (or unsolicited) personal is not capable of detecting the
presence of data inside the carrier file. The method provides improved security and improved high
embedding capacity image steganography through the usage of Integer Wavelet Transform (IWT) and
Chaotic Logistic map. LSB technique is used to replace the bits in the coefficient of a detail band [17].

The secure algorithm to encrypt images after compressing using fractal image compression (FIC)
is a good compression and encryption properties. The decoding process is composed of iterated contract
transforms. The initial image range block is transformed by the iterated fractal transform, which makes the
initial image contracted to the original image. The uses of FIC offer the advantage of increased security
because of the use of the fractal codes instead of the original image. Finally, when some of the fractal
coefficients changed using the encryption process, the image cannot be transformed correctly to the original
image [18-25].

2.  PROPOSED METHOD

Image encryption techniques attempt to convert the original image to another image that is hard to
understand. Accordingly, it keeps the image to be confidential among users to ensure information security
when much sensitive information is stored on computers and sent over the internet. Therefore, our method is
proposed used to hide a bitmap color image (original) in another bitmap color image (cover image) to make
the hidden image (secret image) more secure. As shown in Figure 2, in the first stage, the generated key
image is used to encrypt the original image creating the secret image. The second stage of security works is
to hide the secret image after encrypting it into two cover images. The first image is used as cover images to
the secret image, while the second one is used as the cover image to hide the first cover; in consequence,
providing two-level hiding systems.

The encryption is then achieved by first generating of the encryption key image using different
computation methods and the XOR operation. Then, encrypted image pixels are hidden in another image
(i.e., coverl) in the LSB to create the level-1 image. This image is then hidden in another image (i.e., cover
2) to generate the level-2 image to add an extra layer of security (see Figure 3). Since each pixel needs 8
bytes to be hidden in the cover image, the secret image should be less than the cover image (Coverl) at least
by 1/8. Additionally, Coverl must be less than the Cover2 by 1/8; in consequence, these covers are stretched
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to be of the proper size. As illustrated in Figure 2, the main encryption and hiding algorithm are summarized

in the following steps:

step-1: Load the color bitmap image (Original image).
step-2: Generate a key image.
step-3: Encrypt the original image with the generated key to get the Secret one.
step-4: Load the cover image (Coverl).
step-5: Hide the encrypted Secret image in Coverl and generating a level-1 stego image.

step-6: Load the second cover image (Cover2).

step-7: Hide the level-1 stego image in Cover2 and generating a level-2 stego image.

step-8: Output Stego image.

step-9: End.

Original
Image

Key Gen.

!

—

Encryption of
Original Image
using Key & fractal

image

Encrypted

=

Imaze

Two Level
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¥

4
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t
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Figure 2. Encryption and hiding steps diagram

The key generation Algorithm mentioned in step-2 in the above algorithm is applied using the

following steps (Figure 3):

step-1: Load the color bitmap image (Original image).
step-2: Apply the function (Reshape) on the Secret image; this function changes the size and the position
of the image pixels to obtain the Final Secret image.
step-3: Find the mean factor by using Mean function.
step-4: Input two External Keys to be used in key image generation.
step-5: Apply calculations using the above-selected keys and mean factor on the Original image to
create a key image by taking the mod of each pixel.
step-6: Rotated the key image (180) degree using rotation function (imrotate).
step-7: Combine the images from step-1 and step-5 using bitwise XOR function to obtain the Secret

image.

step-8: Output Secret image.

step-9: End.
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Figure 3. Key image generation diagram
To get back the original image, the Decryption and Un-hiding steps are applied in reverse sequence

as shown in the following algorithm (see Figure 4):

3.

step-1: Input level-1 Stego image (Coverl).

step-2: Get level-1 stego image from the Level-2 stego image (hidden in Cover2).

step-3: Get the secret encrypted image from the level-1stego image.

step-4: Input secret keys

step-5: Generate the Key image using the above generation algorithm.

step-6: Decrypt the secret image using the key image in reverse steps of the Encryption to get the
Original image.

step-7: Output the original image.

step-8: End

Two Level
Enc-Stego-lnnage

4

Extract Encrypted Image
Extract Coverld Coverl ‘ Fronn Coverld

From {Level-2) Image Image {Level-1)
Enc-lmage
Original Decryption of BEnc-
Inmage Innage
Key

Figure 4. Decryption and un-hiding steps diagram

THE GUI SYSTEM FOR PROPOSED METHOD
All operations of the system are performed through a designed system using Matlab Graphic User

Interface (GUI) tools to make all systems operations easier. Several examples are illustrated in Figures Al to
A6 in Appendix A. The system operations that the designed GUI system can perform are listed below:

Selecting, loading, and displaying the original image.

Encrypting the original image with input keys and display the encrypted image.
Displaying the histograms of both the original and encrypted images.

Selecting and load Coverl.

Hiding the encrypted image in cover-1(level-1 stego image) and display it.
Selecting and loading Cover2.

Hiding the encrypted Coverl (level-1 stego image) in Cover-2 (level- stego image).
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h) Displaying the final stego image.

i)  Unhiding the Coverl from level-2 stego image.

J)  Unhiding the secret image from (level-1 stego image).

k) Decrypting the secret image using the generated key image.

I) Lastly, calculate the PSNR for cover images.

4. RESULTS AND ANALYSIS

The proposed method has been tested with different secure images (Fprint, Medim, GISim, Codeim

and Eyeim) and different cover images (Nature, Bird, fruit, Baboon, Car, etc.). The resulted images are tested
using histograms in Matlab application and human vision as follows:

a)

b)

c)
d)

The first security stage is Encryption operation. Using two random secret keys to create secret image
encryption gave the system a random key image. The system has tested several times with different keys,
and each time it provided a different key image (Figure 5).

As shown in Figure 6, the encrypted secret images are not intelligible in vision because of using different
methods on the secure image before encrypting it with the generated key image.

Comparing histograms of the original images and the encrypted image showed a high correlation for the
encrypted image pixels (Figure 6).

The second security stage is hiding operation has done on two levels. The first level is hiding the secret
image in the first cover, while the second level is hiding this cover again in another cover. The PSNR has
then calculated to find the quality of each cover image (cover image level-1 & level -2). All tested results
showed a high quality for all covers in both levels of hiding operation, and it was more than 50 Db
(Figure 7).

(©

Figure 5. Secret image encryption steps (a) Original image (b)Reshape image (first image)
(c) Generated secret image using keyl&2 (d) Combine first & secret images (e) Encrypted image
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(b) (© (d)

Figure 6. Histograms of original secret images and encrypted images (a) Secret image
(b) Secret image histo m (c) Encrypt image (d) Encrypt image histogram

52.9833 51.6642
52.1794 51.6655
51.1399 53.0003
51.1353 51.6529
52.3869 51.6538
@ @ ©

Figure 7. The PSNR of the cover images (Coverland Cover2) after hiding operation (a) Secure image
(b) Cover image level-1 (c) PSNR of coverl (d) Cover image level-2 (¢) PSNR of cover2
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5. CONCLUSION

In this article, we used new symmetric cryptography algorithms to encrypt and hide a secure color
image in another color image. The findings showed that the proposed encryption technique had provided the
system with a high secured image. This approved by the high correlation shown in the resulted histograms
that prevent attacks on the secret image.

Using two-level hiding to hide a color image provided efficient security for the secret image. Both
used cover images were at high-quality PSNR after hiding the secret image information, because of using the
LSB technique. The broad range of cipher key ensures the secret image’s integrity and authenticity.
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APPENDIX (A)
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