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Abstract 
In space networks, the long time delay, large scale and maintainability of difficultly nature makes 

key management more difficult than ground wireless networks. The main challenge is how to handle 1-
affects-n problem that become more serious as entities spread over a wide geographic area. To solve it, 
this paper proposes a one-to-many mapping shared key agreement, which is based on one-to-many 
encryption mechanism model. In the proposed key agreement, each entity has different decryption key and 
shares an encryption key. When an entity joins or leaves network, updated keys only are public encryption 
key and its decryption key. However, the other entities’ secret key remains unchanged, so as to each 
member has the ability to update key autonomously. Consequently the performance of the proposed key 
management scheme is unrelated to the network scale, node mobility and topology structure. It is shown 
that our proposed key management scheme not only improves the efficiency and flexibility for space 
networks, but also achieves good security properties, including forward security and backward security and 
many more by theoretical analyses. 
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1. Introduction 

Similar to the ground wireless networks, space networks [1] also need key management 
technologies to protect the network with the quick development of space technologies and 
wireless network [2], key management is a pressing issue for space network security. 
Therefore, it is very necessary to adopt appropriate key management schemes to guarantee 
network security [3]. However, space entities spread over a wide geographic area, so it is 
difficult to build the powerful on-line key manage center to implement key management. 
Contrary to ground wireless networks, space networks have some distinguishing features. 
Firstly, the space network environment is more complex than ground, such as the channel is 
easily interfered so as to the bit error rates of space channel is high, so the communication load 
and time delay is strictly restricted in designing security protocol, in other words reducing the 
round complexity and improving rekeying efficiency are important targets in designing key 
management scheme for space network. Secondly, in view of wireless and mobility, similar to 
ground wireless entities space hardware level is also limited including hardware size, hardware 
weight, energy, computational capability and memory and so on. However, space entities have 
stronger performance on above capabilities than ground wireless entities. For instance, many 
space entities’ size and weight are bigger than ground wireless entities, which also allow space 
entity to equip with big memory and powerful processor [4, 5]. And most of space entities have 
solar batteries, so entities in space networks not only have longer life-time, but also support 
more complex operation than ground wireless networks. At last, like ground wireless network all 
entities organizes into a dynamitic group in space network, so space entities have the ability of 
joining in or leaving space network. However, space entities movement trend can be forecast 
reasonably, such as many satellites and aircrafts run in orbit under the law of celestial 
mechanics. According to the regularity, space entities periodic time is an advantage for 
designing key management scheme. Therefore, traditional key management solutions cannot 
be directly applied in space networks.  
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2. Related Work 
In the literature, the existing key distribution and key establishment can be divided into 

four classes as follows: (1) Centralized key management. There is an entity having powerful 
capability and covering with the whole network, so it can support the key management in time 
and efficiency including generating and distributing keys, Such as GKMP [6] and Secure Lock 
[7] The powerful entities is responsible for key management as a whole and rekey happens 
between update member and key manage server, so 1-affects-n problem is not exist; (2) 
Contributory key management. In public channel, all legitimate members contribute their shares 
in a round of message exchanges to generate a common key, those schemes target is to 
reduce the complexity of round and calculation, such as Ingemarson’s scheme [8], GDH [9], 
Octopus [10] and BD [11]. When a member leaves or joins, all members need to update their 
shared key, which results in 1-affects-n problem [12], so the schemes are suitable to the small-
scale network; (3) Key management based on some especially topology structure. Those 
schemes deal with the efficiency question in large scale network with especially topology 
structures [13]. For instance, in the literature, [14,15,16] suggested key management schemes 
based on tree structure, such as STR [17], DH-LKH [18] and LKH [17]; and [20] suggested key 
management schemes based on cluster. These schemes alleviate 1-affects-n problem, but the 
shortage of these schemes include limited mobility and the cluster head and root are the 
bottleneck of these protocols; (4) Pre-configuration key management, member can get a key or 
some keys in advance. Such as, kronos [21] is put forwards to distribute single common secret 
key for members in advances, the next periodic time key is generated by the last periodic time 
key. However, in scheme [22] network members select part of keys into alternative key set from 
key pool which is built by the off-line key management center (KMC). To correctly establish a 
secure channel, communication entities share a common key in alternative key set. Members 
can move freely at random and spend less time in agreeing a shared key. But alternative key 
set should have enough keys to share a common key with a high probability. Therefore, 
rekeying becomes a difficult question as the updated key is shared by a lot of members and 
those members locations are unknown to the KMC, thus in the pre-configuration key 
management scheme, it is difficult to guarantee forward security and backward security, and 1-
affects-n problem is an pressing issue in these schemes for space networks. Because currently 
space key management schemes is based on above ground key management, such as [23] is 
based on LKH protocol, [24] is the combine of LKH and GDH. These limiting factors motivate 
the need for designing autonomous and secure key management schemes without 1-affects-n 
problem for space networks. 
 
 
3. Autonomous Shared Key Management in Space Networks (AKMSN) 

In AKMSN, there are three kinds of entities: legitimate entity iu  {1,2,..., }i n , bulletin 

board B  and key management server C . Each legitimate entity has a common encryption key 

and a different decryption key, bulletin board B  has enough memory to publish information on 

encryption key from legitimate members and the C , all information written in B  is public for any 
entity in space networks, the C ’s capability is limited, it can not cover the whole network, its 

management range is only overlap Bulletin board B , meanwhile it is absolute security to any 
legitimate member.  

 

 
 

Figure 1. An Example of Space Networks 
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For example, as shown in Figure 1, the legitimate entities are satellites, they are 
composed into satellite network around mars, the key management server is built on earth 
whose control area is limited and difficult to overlap mars, the bulletin board is space station. 
Assume that the proposed protocol is based on the Diffie-Hellman (DH) protocol  and all 

legitimate members select *
pF  as finite group and g  is a the generator of *

pF . The AKMSN 

scheme includes key agreement phase, key use phase and rekey phase. 
 

3.1 Key Agreement Phase  

In this phase, member iu  {1,2,..., }i n  agrees the public encryption key and secret 

decryption key with the C , and each member tell C the periodic motion that member comes 
into the C control area next time.  

Step1: member iu  {1,2,..., }i n  selects the random value ix  {1,2,..., }i n  as the 

decryption key from the domain[1, 2]p  , and send it to C with a security channel, the C  

keeps it secretly; 

Step2: After the C  gathers all legitimate members decryption key as the key set{ }ix , it 

selects the random value 0t p  from [1, 2]p   , it computes 0 modtP g p  and iP  

{1,2,..., }i n , which is shown as follows: 
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  

     

  
  


  

                               (1) 

Step3: The C issues the public encryption key { }ieKey P  {1,2,..., }i n  in the 

bulletin board B , each encryption key has a launch time; 

Step4: The C  uses the value belonging to set { }ix  to compute 0 modix tiP g p , 

and publishes the value of 0
iP  {1,2,..., }i n  in the bulletin board B . 

 
3.2 Key Use Phase  
3.2.1 Encryption Phase 

In the encryption phase, from the bulletin board B  member ku  {1, 2,..., }k n  gets up-

to-date { }iP  {1,2,..., }i n  and 0
kP . When ku  needs communicate with members ju  

{1,2,..., 1, 1,..., }j k k n   , it selects two random values s and r  from [1, 2]p  , and 

computes modnp sg p
to replace the parameter nP  which is the last item in encryption key 

{ }iP . Member ku  computes the set { mod }irpg p  {1,2,..., 1}i n   with { }iP

{1,2,..., 1}i n   and r . At last, ku  encrypts the plaintext m  into cixphertext modrsmg p  

and sends modrsmg p  and { mod | 0 }irpg p i n   to ju . So the process is shown as 

follows: 

, ,{ }
( ) mod ,{ mod }i

pi

rprs

r s g
E m mg p g p   {1,2,..., }i n                   (2) 

 
3.2.2 Decryption Phase  

In the decryption phase, the member ju {1,2,..., }j n  uses the secret key jx  

{1,2,..., }j n  to decrypt the cixphertext. 
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Member ju  computes set { mod }
n i

i jrp xg p


  and 
( 1)

0
mod

i n i
i j

n rp x

i
g p



  {1,2,..., }i n
. We have that 
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                                                      
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j ii
r t x x rs
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Because { }j ix x , so 1 ( )
n

n
j iir x x rs rs    . We have that 

 

1
( )

mod mod
n

j ii
r t x x rs rsg p g p

                                          (4) 
 

Member ju  decrypts the cixphertext as follows:  

 

 

( 1)

0
/ mod

i n i
i j

n rp xrs

i
mg g p



                                                  

1
( )

/ mod
n

j ii
rt x x rsrsmg g p

                                                (5) 
m  

 
So the process of decryption is represented as follows: 
 

{ },{ } , ,{ }
( ( ))rp pi i

j ix x g r s g
D E m m


  {1,2,..., }i n                                       (6) 

 
3.3 Rekey Phase 

A rekeying is triggered when membership changes in space networks. 
 

3.3.1 Member Joining 

When a new member 1nu   joins in space network, 1nu   selects a new decryption key to 

encryption key { }iP  {1,2,..., }i n  and tells the C  its periodic time. 

Step 1: The member 1nu   selects a random value 1nx   as decryption key from 

[1, 2]p  , and it sends the secret value 1nx   to the C  via a secure channel (e.g., face-to-face 

manner). 

Step 2: The C  receives the value 1nx   and keep it secretly, afterwards the C  does the 

following: 

(1) The C  selects a random value 't  from [1, 2]p   to compute
''

0 modtP g p , 

updates 
1 '

(( ) )t t
i iP P



 {1,2,..., }i n  and 
1 '

0 0( )j j t tP P


  {1,2,..., }j n  with 't  and { }ix  

{1,2,..., }i n , so ' 1 '
i ip p t t   ; 

(2) The C  updates the public encryption key by computing
'

1'
1 1 modnt xP P g p  ，

1'
1 ( ) nx

n nP P 
  and 1'

1 1 ( ) modi n
p x

i iP P g p
   , {1,2,..., }i n . The up-to-date public encryption 

key is changed from { }iP  to '{ }iP  {1,2,..., 1}i n  , the C  also computes the value 
'

11
0 modnx tnP g p  ; 
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(3) The C  writes the encryption key '{ }iP  and 0{ }iP  {1,2,..., 1}i n  in the B ; 

Step 3: The B  issues the public encryption key '{ }iP  and 0{ }iP . The issue time of 

encryption key is also given. The form of '{ }iP  is shown as follows; 
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Step4: The member 1nu   gets the updated public encryption key '{ }iP  

{1,2,..., 1}i n   and 1
0
nP   from the B . 

 
3.3.2 Member Leaving  

When a member nu  leaves space networks, the C updates the public encryption key. 

The other members keep decryption key unchanged. The procedure is shown as follows. 

Step1 : The member nu  sends the leaving messages to the C  when nu  comes into 

the range of  the C ’s control area; 

Step2 : If C  accepts the requisition of leaving, the C  does the following: 

(1) The C  selects random value 't  from [1, 2]p  , computes 
1 ''' (( ) )t t

i iP P


  and 
'

0 modtP g p , {1,2,..., 1}i n  , so '' 1 '
i ip p t t   ; 

(2) The C  computes 
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''' ''
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''
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(3) The C  computes 
'

0 modix tiP g p  with 0P , {1,2,..., 1}i n  ; 

(4) The C  writes the encryption key ''{ }iP  {1,2,..., 1}i n  and 0{ }iP  

{1,2,3,..., 1}i n   in the B ; 

Step 3: The B  issues the public encryption key ''{ }iP  and 0{ }iP  {1,2,..., 1}i n  . 

The issue time of encryption key is also given. ''{ }iP  is shown as follows; 
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3.3.3 Key Replacing 

When a member nu  needs to update the decryption key from nx  to '
nx , the '

nx  is  a 

legitimate element in set { }ix  {1,2,..., }i n . The procedure is shown as follows. 
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Step1: The member nu  selects a secret value '
nx  from [1, 2]p   at random and sends 

it to the C  via a secure channel, it tells the C  to replace nx  with '
nx ; 

Step2: If the request is allowed, the C  does the following: 

(1) The C  computes '{ }iP  {1,2,..., }i n  with { }iP {1,2,..., }i n  and '
n nx x x  ; 

'
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






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                              (9) 

(2) The C  selects a random value 't  from [1, 2]p  , computes 
' 1 '' modip t t

iP g p
  , 

'

modtg p  and 
'

0 modix tiP g p  with { }ix ; 

(3) The C  writes updated decryption key '{ }iP  {1,2,..., }i n  and 0{ }iP {1,2,..., }i n  

in the B . 

Step 3: The B  issues the public encryption key '{ }iP  and 0{ }iP . The issue time of 

encryption key is also given again. ' {1, 2,..., }iP i n  is shown as following; 
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                             (10) 

 
3.3.4 Maintenance Phase 

When a member iu  {1,2,..., }i n  comes into the range of the C  after a time period, 

the iu ’s decryption key remains unchanged since the iu  does not implement the process of 

rekeying. Meanwhile, the iu  gets the up-to-date public encryption { }iP  and 0
iP  from the B  in 

time. But if an existing member’s periodic time in next meeting with the C  is more than the pre-

configuration time, the C would implement rekeying with member leaving’s rekey method to 
revoke the overtime member’s legitimate identity. 
 
 
4. Security Proof 
Theorem 1 The AKMSN key management scheme meets key independence. 

Proof Key independence is noted that an PPT attacker who compromising some key 

can not computes other keys. Firstly any element ix  belonging to set { }ix  is selected as 

decryption key at random by member iu , so it is difficultly to guess successfully the secret 

value ix  for member ( )ju i j without any information. Secondly, whether compromised the 

ju  has capability to crack the value ix  according to { }iP  in public channel or not. We supposed 

that ju  has known any element value in set { }ix  except ix , so each iP  represents as

modi i ia x b
iP g p . Thus the question of resolving value ix  with  known value { }iP ，{ }ia  and 

{ }ib is reduce to the question of resolving value ix  with known value modixg p , obviously this 
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is a DH problem [25],  which is negligible to crack for the ju .  Above all It is negligible that a 

disclosure of a decryption key compromise other decryption keys, so the AKMSN scheme 
meets key independence.  
Theorem 2 The AKMSN scheme guarantees backward security against any PPT attacker. 

Proof It is sure that a new joining member 1nu   has capability of decrypting a secret 

which is generated with the updated encryption key '{ }iP , because it’s decryption key !nx   is 

the root of equation 
1' '

1
( ) ( )

n

ii
f x t x x




   {1,2,..., 1}i n  . However, since the value !nx   

is not the root of equation 
1

( ) ( )
n

ii
f x t x x


  , a secret with onbeforeupdate encryption key 

{ }iP  {1,2,..., }i n  is not be decrypted by the !nu  . At time, the value 0P  is encrypted with the 

secret set { }ix  {1,2,..., }i n , it is negligibly that member 1nu   crack the 0{ }iP  due to !nx   is 

not belong to set { }ix  {1,2,..., }i n . In a word, the AKMSN scheme guarantees backward 

security when a new member joins in network.                                         
Theorem 3 The AKMSN scheme guarantees forward security against any PPT attacker. 

Proof Without loss of generality, the exited member is nu . it has revoked the capability 

of decrypt secret, which include two aspects, one is it’s secret key nx  is not decryption key for 

encryption key { }iP ; the other one is the nu  can not revise the encryption key { }iP  to reset the 

value nx  as decryption key. Point to the first one, after member nu  leaves space network, the 

value nx  is not belong to the set { }ix , so the nx  is not the root of equation 
1' '

1
( ) ( )

n

ii
f x t x x




  . If the member nu  uses nx  to decrypt a ciphertext, which is shown as 

follows: 
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n
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 






  





 
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
                                                    (11) 

 

As the equation 
1

1
( )

mod mod
n

n ii
r t x x rs rsg p g p




    is not true, so nu  can not get 

plaintext m  with nx . Point to the second one, after the nu  leaves space network, the C  re-

selects the random value 't , and computes 0{ }iP , so the nu  can not reset nx  as a decryption 

key again because the probability of getting the value 0P  is negligible based on DH problem. 

Above all, the AKMSN scheme guarantees forward security when a member leaves.   
 
 
5. Performance Analyses 
5.1 Storage Cost 

Each member has a decryption key and a encryption key, their storage cost are a unit 
and 1n  units as encryption key is composed of 1n   parts. So storage cost of decryption key 

is (1)O  and storage cost of encryption key is ( )O n , so the relationship between storage cost of 

our proposed encryption key and space network scale is a linear correlation.  
 

5.2 Round Complexity 
The space network time delay is shorten efficiently if round complexity is reduced. In 

agreeing the shared encryption key, the round number between member and C  is two, in first 
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round member submits a random secret as a decryption key to C , the second round, the C
sends the encryption key to members and bulletin board. In rekeying phase, if a new member 
joins network, firstly the new member sends the decryption key to C , secondly the C  updates 
the public encryption key on bulletin board, finally the new member saves the updated shared 
encryption key from bulletin board. If a member leaves the network, the exiting member only 
sent a leaving message to the C , and the C  updates the encryption key in bulletin board. So 
the round complexity of rekeying is constant value when membership changes. 

 
5.3 Computation Complexity  

In consulting shared encryption key phase, each member selects random value as 

decryption key and the C  implements 
1

1
n i

ni
C


  exponential modular computations for 

encryption key.  
In encryption phase, encrypter selects two random value and implements 2n   

exponential modular computations, decrypter implements ( 1) / 2n n   exponential modular 

computations for decrypting. In order to reduce the burden of computation, a few same 
exponential modular computation could be implemented by theC in the initial phase for 
decrypter, the number of exponential modular computations is reduce to n  for decrypter, but 

the number of exponential modular computations is increased to 2

1
( 3 ) / 2 1

n i
ni

C n n


   . 

In member joining phase, the C  selects a random value and implement 4 7n   
exponential modular computations, joining member select a random value.  

In member exiting phase, the C  selects a random value and implements 4 1n   
exponential modular computations, if member replaces its decryption key with new secret value, 
it needs to select a random value, C  implements 4 3n   exponential modular computations. 

From above analysis, the relationship between the member’s computation complexity 
and space network scale is a linear correlation.  

 
5.4 Scalability 

Due to the range of rekeying is limited to single member, so it is easily to new member 
join in network without other members agree, in other word, the performance of the proposed 
scheme is not deteriorated significantly when the scale of network becomes more bigger. And 
the procedure of extending network size is simple, new members select one random number as 
decryption key and agree public encryption key with the server C.  

 
5.5 Communication Overload  

As the 1-affects-n problem is solved in our proposed AKMSN scheme, the scheme’s 
communication overload is minimal, only the updated member participates in rekey process. 
The legitimate members’ communication overload includes sending a secret value to C  and 
getting encryption key that has 1n   parts. So the legitimate members’ communication 

overload is 2n  . 
 

5.6 Comparison 
Currently space network key management schemes are the combine of several ground 

key management schemes, so the comparison result is only between our proposed scheme and 
exiting key management schemes. In Table 1, we compare some of the currently protocols with 
the proposed scheme against the following criteria, including key independence, computation, 
round, storage and sever capability. In comparison to other schemes, the round cost of the 
AKMSN scheme is constant value, so it is unrelated to space network scale. The complexity of 
computation and storage is has a linear correlation with network scale. However, the 
computation complexity is more than the schemes based on some topology structure, such as 
Octopus and DH-LKH. 
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Table 1. Comparison of Some Ground Key Management Protocols in Agreeing Key Phase 
Scheme Key Independence Computation  round storage Key Manager  

Server 
capability  

AKMSN Yes n  2 2n   Limited 

Ingemarson et al. Yes n  1n   1 NO 

GDH Yes 1n   n  n  NO 

Octopus Yes 3 4n   4
2 2

4

n     
 

1 NO 

STR Yes n  n  n  NO 
DH-LKH Yes 

2log n  
2log n  

2log 1n   NO 

BD Yes 3 2 1 NO 
GKMP Yes null 1 2 Powerful  
Secure Lock Yes Chinese 

Remainder 
Theorem 

2 1 Powerful 

LKH Yes hash 
2log n  

2log n  Powerful 

SAKM NULL 0 1 1 Limited 
Kronos NULL hash  0 1 No online 
Probabilistic key 
sharing 

Yes 0 0 Part of keys Off-line and key 
pool 

 
 

6. Conclusions and Future Work 
In this paper, the AKMSN scheme is proposed, each member has a different decryption 

key and has a common public encryption key for secure communication. When a member 
leaves or joins the network, the range of rekeying is limited to single member. And non-updated 
members’ decryption key still keeps its validity to public encryption key. As the 1-affects-n 
problem is deal with successfully, the performance of the purposed scheme is not related to the 
mobility, topology structure and network scale. Meanwhile the good scalability of the proposed 
scheme is advantage of extending the network scale. In the future, we plan to study more 
efficient key management schemes for space networks.  
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