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Not all Internet Service Providers provide a sufficient amount of bandwidth
to their users. Although the amount of local bandwidth is reasonable, global
bandwidth is not satisfactory at all. Based on bandwidth allocation, location
and price; service providers capped their users’ global bandwidth i.e.,
reducing global internet speed. As a consequence, we observe severe global
bandwidth limitation among Internet users. In this article, we implement a
flexible and pragmatic solution for Internet users to bypass global bandwidth
restriction. To achieve robust global bandwidth, we utilize a combination of
communication technologies and devices namely, Internet Exchange Point,
Virtual Private Network, chain VPN technology etc. In this project, we show
that internet speed of international route i.e., global bandwidth can enhance
significantly if there are multiple ISPs use a common IXP and at least one of
those ISPs provides pleasant global bandwidth. Usually, regional ISPs use a
common IXP to route their local traffic using local bandwidth within the
region without wasting global bandwidth. We show that using our proposed
method global internet speed of a user can raise several times effectively

utilizing assigned local bandwidth. In addition, we also implement a geo-
restriction bypassing technique integrating an offshore ISP with local ISP
using VPN. Thus, we enjoy tremendous Internet speed along with
unrestricted access to the websites.
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1. INTRODUCTION

IT is undeniable that the Internet is a ground-breaking technology in this century. We hardly think of
a day without using the internet. There's hardly any sphere in human life left where the internet hasn’t
brought any change yet. From the outer space to the deepest trench of the world, the internet has brought the
world to our finger's end. For the greater welfare of mankind, the Internet should reach every people's hand at
their greatest conveniences. But there are too many deficiencies in our system that has been a hindrance to
spreading the internet at a convenient cost. Pointing out all of the deficiencies of the internet is not the main
focus of this paper. In this paper, we have come up with a solution to make the Internet handy. In many
developing countries like Bangladesh, Internet bandwidth is not well distributed with a well-maintained
pricing list. Pricing of packages varies from one ISP to another which is making conundrum to the users.
Peoples are not getting proper bandwidth by paying money which they yearn. Somewhere they are getting
fair service for internet packages by paying a decent amount of money and somewhere they cannot think of
getting the same service with the same amount of money. So, focusing on the pricing variations, here we find
a convenient solution to get superior global speed by using the Internet Exchange Point (IXP).
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A direct connection between two devices is naturally the most efficient way to exchange data. If two
networks in the same area need to exchange data but they are not directly connected or not connected to a
local exchange point, they will pass their data through their upstream Internet providers [15]. This incurs
added costs and delays, as upstream providers charge by bandwidth capacity or utilization, and the traffic
often pass through other cities before reaching its destination. Internet exchange point is invented to affect
the speed of the internet and give a whole new infrastructure of communication.

To implement this project, we have studied several promising articles such as [1, 6, 7, 27, 28] based
on Internet Exchange Point. Here in Bangladesh year by year internet users are increasing [30] and several
loT base systems are developing [31]. These articles focus on the opportunities and challenges of setting up
the IXPs in the developing countries in Asia and Africa. The details outcome of the above papers and other
notable resources are explained in section 4. We thoroughly investigate seven ISPs i.e., [20-26] to complete
the project successfully. Out of the seven ISPs, six are located in the capital city Dhaka and one ISP named
‘Digital Ocean’ [26] which employed for chain VPN technology located in the New York City of the USA.
We have also gathered important statistics from several official websites [3, 4, 8, 18, 19] regarding the
telecommunication growth, prospects and future challenges in Bangladesh.

The rest of the paper is organized as follows. We first describe the role and structure of IXP in
section 2 and then discuss the background of the project in section 3. We elaborate related works and
motivation in section 4. Section 5 implements the core objective of this project i.e., enhancement of users’
global bandwidth. Section 4 contains performance evaluation and cost-benefit analysis. In section 7 we add a
firewall bypassing technique with our proposed bandwidth enhancement mechanism. This firewall bypassing
technique satisfy our second objective of this project i.e., unrestricted access to the Internet. Constraints and
recommendations are discussed in section 8. Finally, section 9 concludes the paper.

2. ROLE AND STRUCTURE OF IXP

An Internet exchange point (IXP) is a physical location through which Internet infrastructure
companies such as Internet Service Providers (ISPs) and CDNs (Content Distribution Networks) connect
with each other [16]. These locations exist on the “edge” of different networks and allow network providers
to share transit outside their own network. Without IXP we face the following problems:

a) The data have to travel a long distance

b) The ISPs have to pay a huge amount of money to the upstream provider

c) The internal traffic has to go outside the country thereby increases the risk of security
d) Higher latency

e) Complex route peering policy

Normally, an ISP peers with another ISP which establish the upstream route. Some peering route
may be too long to travel. However, ISP could reduce that long distance by agreeing with the shortest
possible peered ISP. IXP can provide shortest route information to its connected ISPs and thereby reduces the
latency.

A typical IXP schematic diagram is shown in Figure 1. Here IXP servers as a common exchange
point of the internet where Internet Service Providers (ISPs) are interconnected via IXP. ISPs are also
connected to each other through the global internet cloud [1]. An IXP interconnects ISPs in a region or
country, allowing them to exchange domestic Internet traffic locally without having to send those data across
multiple international gateways to reach their final destination [13, 14].

Global Internet

IXpP

— S =D
ISP A ISP B
End User j

Figure 1. Basic schematic diagram of an IXP
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As IXP ensured us better local traffic, our goal is to use local bandwidth to get over with global
bandwidth syndication and ensure a thorough distribution with maximized speed of global traffic for a decent
amount of money. The details of the protocol are explained in the ‘System Design and Implementation’
section i.e. Section 5.

3. BACKGROUND

Starting in the early 1990s, Bangladesh had dialup access to e-mail using the Bulletin Board
Systems (BBSs) of a few local providers, but the number of users was not more than 500. Users were
charged by the kilobyte and email was transferred from the BBS service providers to the rest of the world by
international dialup using UUCP (Unix-to-Unix Copy).

Bangladesh is passing through some massive technological changes. From nineties’ VSAT
communication system to today's Internet accessibility through the submarine cables, our country's
communication pattern faced many challenges and successfully overcame those obstacles by adopting 3G,
Wi-Max and LTE technologies. After introducing the submarine cable system, the number of local ISPs grew
up drastically. Before the introduction of IXP, local traffic had to travel to other countries to reach its final
destination. Therefore, prior infrastructure was not able to provide a cost-effective service. The internet
penetration of Bangladesh is one of the lowest in the world, only greater than North Korea, Myanmar and
Sierra Leon which are exceptional cases [12]. In one of the press releases, the CEO of Grameenphone
enlighten us with impressive information. He forecasts that by the year 2020, the total number of internet
user in Bangladesh will be nearly 20 million. An estimate of internet users and their growth is shown in
Table 1 [3, 4, 19]. We see in the year 2010, only 3.68% of the total population was using the Internet. By the
year 2018, the number of Internet users increases to 54.9% which is around 15 times of the year 2010. The
BTCL, WiMAX operators, mobile operators and numerous ISPs are trying to reach every corner of the
country to expand their services to make the internet a daily useful companion. According to BTRC
(Bangladesh Telecommunication Regulatory Commission), the total number of Internet Subscribers has
reached 91.348 Million at the end of December 2018 [19]. Table 2 shows statistics of Internet subscribers
in Bangladesh.

As Internet Exchange Point has a profound impact over local traffic, we propose a method where
local traffic can be used for elevated global traffic by creating a third wheel [2]. The third wheel uses Virtual
Private Network (VPN) or proxy server. If a user has higher local bandwidth than global bandwidth,
our method can establish an elevated global traffic route by counting little extra money to VPN providers.

Table 1. An Estimate of Internet Users and Their Growth Table 2. Internet Subscriber in Bangladesh

Year Number of users Population % Penetration Operator Subscriber (Million)
2000 93,261 131,280,739 0.07 % Mobile Internet 85.552

2005 345,372 142,929,979 0.24 % WiMAX 0.061

2010 5,609,821 151,616,777 3.68 % Broadband 5.735

2015 54,120000 161,200,886 33.58 % Total 91.348

2016 66,623000 162,951,560 40.89 %

2017 80,483 000 164,669,751 48.88 %

2018 91,348000 166,368,149 54.9 %

For example, one internet provider is serving their customer with 1 Mbps Global bandwidth along
with 20 Mbps of local bandwidth for 500 BDT (Bangladesh Taka). On the other hand, another provider is
providing his customer with 5 Mbps of global bandwidth and 30 Mbps of local bandwidth for the same
amount of money. In this case, we observe both ISPs are providing sufficient bandwidth for local traffic,
but their global bandwidth is not satisfactory yet. Again, there is a huge difference in global bandwidth
between two ISPs. Now the first customer who is currently getting 1 Mbps global bandwidth from his ISP
can get up to 5 Mbps global bandwidth from the second ISP using their VPN server.

4. RELATED WORKS AND MOTIVATION

Bangladesh Telecommunication Regulatory Commission (BTRC) has been working deliberately for
making internet handy to everyone. BTRC took a quintessential step to make a revolutionary change in
existing infrastructure since the day Bangladesh was connected to the international submarine cable
‘SeaMeWe-4’ in 2005. With existing internet bandwidth likely to be exhausted next year, the government is
in talks with a consortium for a third undersea cable connection. The demand for internet bandwidth almost
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doubled in the last one year, to 1,000 gigabits per second (Gbps) from 550 Gbps of late 2017. And experts
fear the country could run out of bandwidth even sooner. Industry insiders said the introduction of 4G mobile
services in Bangladesh helped push the bandwidth demand into 1,000 gigabits per second (Gbps) from 550
Gbps of late 2017 [18]. Demand from users of wired broadband internet had been increasing as well.
As carriers are now prepping for 5G in the developed world [17], it will not be too long before the fifth-
generation mobile internet service is made available in Bangladesh.

Bangladeshi ISPs were connected to its own IXP known as Bangladesh Internet Exchange (BDIX),
thereby Bangladeshi users enjoying tremendous internet speed for local traffic. Without IXP local traffic has
to travel to other countries to reach its final destination. So IXP has been a revolutionary technology in the
world of communication as it changed the whole communication pattern of the Internet. Several notable
researches and projects have been conducted for the deployment of IXP which are outlined below.

“Internet Exchange Point: A Context of Bangladesh” is one of the finest research papers based on
IXP. In this paper, the authors described the role of IXP and also explained how the whole infrastructure of a
county could be changed through the setup of IXP [1]. The authors also enlightened us how a cost-effective
model could be achieved by the deployment of Internet Exchange Point. In 2004, Russell Southwood
published an outstanding article upon the request of the International Telecommunication Union (ITU) and
the International Development Research Centre (IDRC) that addresses two issues of direct relevance to most
developing countries [5]. One of the factors inhibiting the growth of Internet usage in these countries is the
high cost of bandwidth and the usage of this international bandwidth to exchange data at a local and national
level. The other being: the need to setup an IXP to accelerate the growth of local traffic and save incurring
international bandwidth cost.

The author of [6], [29] focuses on the problems and opportunities for IXP deployment in Africa.
The paper includes two distinct case studies for Kenya and Bangladesh focusing on their local Internet
traffic, cost of bandwidth and IXP deployment issues. Another paper titled "Economics of Internet Exchange
Points" by Mouhamet Diop published in 2009 gives an in-depth analysis of Internet transit, internet peering
ecosystem and the economic impact of an IXP in a country. The paper also discusses various issues
concerning the creation and operation of an Internet Exchange and tries to come up with an appropriate
business model for it [7].

Although IXPs have been shown to contribute a significant role in the evolution of the modern
Internet topology, there have been only a few works in determining their effect on packet routing across the
Internet. Ahmad et al. [27] put forward a way in this context investigating how IXPs affect routes to the most
popular websites across the globe. The main outcome of the study is finding the bandwidth availability of
links along a route traversing an IXP and the corresponding effect on end-to-end latencies. Lv et al. in [28]
statistically show that the transmission speed of peer-to-peer networks in IXP is constantly increasing which
is very promising in future generation communications.

5. SYSTEM DESIGN AND IMPLEMENTATION

In this section, at first, we delineate a general IXP system and its requirements. Then we describe
and implement our proposed method of enhancing global bandwidth which is the core objective of this
article.

5.1. Apparatus and Mechanism of Internet Exchange Point

Internet Exchange Point acts as a switch that routes traffic among its associated ISPs. It saves the
bandwidth cost and time of the large intermediate portion of internet flow from source to destination. It is
mandatory that all intended ISPs must be connected through a common IXP. In Figure 2 Tier 1 providers are
the backbone of international traffic. Tier 2 is a thorough distributor of international traffic to Tier 3 by
peering agreements. Tier 3 buys internet bandwidth from Tier 2 and provides internet connectivity to
corporate and residences. Throughout the whole journey of traffic, IXP reduces the usage of global
bandwidth by filtering out local traffic which previously uses the global route. Thus, the usage of
international bandwidth reduces dramatically. If we investigate the top 20 websites searched by Bangladeshi
users, we can see our Bangladeshi websites such as Prothom Alo, Kalerkantha, Jugantor, Bdjobs etc. are
ruling in the top 20. Table 3 shows the top 20 websites which are surfed most of the time by Bangladeshi
users [7]. The traffic of local websites need not travel through Tier 1 as this traffic will consume only local
bandwidth using IXP. Thus, the Internet system using IXP could provide a faster connection in our country
which could be implemented by any other country in the world.

For the establishment of an IXP, we require some elements such as root server, route server, NTP
server, looking glass etc. [9]. These are illustrated in Figure. 3.
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Figure 2. A typical network with an IXP in the middle
Table 3. Top 20 Website Browsers by Bangladeshi Users
1.  google.com 6. yahoo.com 11. bd24live.com 16. banglanews24.com
2. youtube.com 7.  kalerkantho.com 12. teletalk.com.bd 17. 24livenewspaper.com
3. facebook.com 8.  google.com.bd 13. bdjobs.com 18. crickbuzz.com
4.  prothomalo.com 9.  wikipedia.org 14. blogspot.com 19. bdnews24.com
5.  jugantor.com 10. bd-pratidin.com 15. jagonews24.com 20. daraz.com.hd
Looking Glass @ @
Administrator IX Router ISP'Router
TLD Server @ @
@ IX Router ISP Router
Route Server _i ‘
Layer-2 Switch
l IX Switch Connected ISP Router
NTP Server
I .\_I«.nAlIIAnring
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Figure 3. Schematic diagram of an IXP
5.2. Implementation Requirement

The first and foremost requirement is both ISPs must be connected to the common IXP. For the third
wheel that helps us to accelerate the global bandwidth, we need a VPN or proxy server. For our project,
we rent a Linux VPS (Virtual Private Server) from the company ‘Xeon BD’ where we installed a VPN
server. We have determined the result using our method after connecting to VPN server. Speedtest.net [11] is
the website that we use to measure the acceleration of bandwidth with a Singaporean server named ‘Singtel’.

5.3. Procedures of Implementation

Our aim is to maximize the global bandwidth leveraging VPN technology utilizing local bandwidth.
A user who is getting poor global bandwidth from his current ISP can be benefitted by an IXP to boost up his
global bandwidth. For that, the user must be subscribed to another ISP that is providing higher global
bandwidth from his current ISP and both ISPs must be connected to each other through the common IXP.
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Thus, a user getting a higher global bandwidth provided by his new ISP sitting in the network of his old ISP’s
and ISP to ISP traffic through IXP utilizes local bandwidth. The user has to take the services of a VPN or
proxy server from the new ISP. If new ISP does not provide these services, then the user has to setup the
VPN server by himself. When a user access the internet via a VPN server, he acts as a DHCP client to the
VPN server. After connecting the VPN server, traffic between the current ISP to VPN server (new ISP) will
use the user’s local bandwidth portion. Now user’s global traffic will be routed through the VPN server.
Figure 4 illustrated the scenario.

3>

[ 50Mbps SMbps |

Global Internet

100Mbps 50Mbps

* Xeon BD BDIX Match Net
AS133938 AS138149 "
B
VPN Server VPN Client

Figure 4. A typical network of the proposed method with an IXP in the middle

Initially, we have taken internet services from an ISP named ‘Match Net’ [20] located at Kolabagan,
Dhaka that providing global bandwidth 5 Mbps along with 50 Mbps local bandwidth. To implement our
technique, we rent a Linux VPS from another data centre named ‘Xeon BD’ [25] located at Mohammadpur,
Dhaka. Xeon BD provides us 50 Mbps global bandwidth along with 100 Mbps local bandwidth.

In VPS we have installed the SoftEther VPN server which supports multiple types of VPN. In the
server, we enabled L2TP, IPSec, SSTP, and OpenVPN. As VPS does not contain a built-in DHCP server,
we utilize virtual NAT function where we enable SecureNAT. Whenever a client connects the VPN server,
the server will provide a private IP address from SecureNAT pool. In client end, we use the SoftEther VPN
Client application which uses SSTP (Secure Socket Tunneling Protocol) by default to connect the
VPN server.

6. PERFORMANCE EVALUATION AND COST-BENEFIT ANALYSIS

In this section, at first, we measure the efficiency of our developed method illustrated in the
Section 5. Then we show the tremendous benefits of the project through comprehensive cost-benefit analysis
and user ratings.

6.1. Performance Evaluation and Comparison

In this sub-section, we evaluate the performance of our proposed method and numerically determine
the improvement of global bandwidth sitting at different locations of different ISP’s in Dhaka City. Table 4
shows different internet package information provided by some renowned ISP of the capital city Dhaka.
The data of the last column i.e., Obtained Global Internet Speed of Table 4 is measured by us using
Speedtest.net website with the help of a Singaporean server ‘Singtel’.

We have gathered information about five ISPs’ namely Match Net [20], ICC Communication [21],
Explore Online [22], Stargate Communication [23] and Mazeda Network [24]. Their global bandwidth
ranges from 2-10 Mbps, local bandwidth ranges from 30-100 Mbps, package cost ranges from 500-700 BDT
and our measured global speed ranges from 2.00-9.68 Mbps.

Table 5 shows the improvement of global bandwidth after using our method. To acquire higher
global bandwidth, we connected our VPN server which hosted on Xeon BD from primary ISPs’ user end.
Again, we have tested global bandwidth by using Speedtest.net. It is noted that Xeon BD is providing a
pleasing global bandwidth of 50 Mbps which is substantially larger than other ISPs’.

Examining Table 5, we can easily realize the differences in global speed using and without using an
IXP and can perceive the effects of our proposed method. Now sitting at each of the primary ISP’s network
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we are getting an enlarged global bandwidth which is around 4 to 8 times higher than the allocated
bandwidth. Figure 5 summarizes the output of the system graphically. The blue bars represent the global
bandwidth which is given by the ISPs and the orange bars represent the results after employing our method.

Table 4. Data Collected from Different ISP

No ISP Name Package Specification Package Cost Obtained Global Internet Speed
01 Match Net 5 Mbps (Global Bandwidth) 500 BDT 3.94 Mbps

50 Mbps (BDIX Bandwidth)
02 ICC Communication 4 Mbps (Global Bandwidth) 700 BDT 3.96 Mbps

30 Mbps (BDIX Bandwidth
03 Explore Online 10 Mbps (Global Bandwidth) 500 BDT 9.68 Mbps

100 Mbps (BDIX Bandwidth)
04 Stargate 2 Mbps (Global Bandwidth) 500 BDT 2 Mbps

Communication 70 Mbps (BDIX Bandwidth)

05 Mazeda Network 8 Mbps (Global Bandwidth) 700 BDT 7.8 Mbps

50 Mbps (BDIX Bandwidth)

Table 5. Data Comparison Before and After Using Proposed Method
Obtained Global Internet Obtained Global Internet Speed

No Source ISP Speed (Previous data) (Applying VPN over I1XP) Improvement
01 Match Net 3.94 Mbps 30.55 Mbps 7.75 times faster
02 ICC Communication 3.96 Mbps 27.48 Mbps 6.94 times faster
03 Explore Online 9.68 Mbps 41.43 Mbps 4.27 times faster
04 Stargate Communication 2 Mbps 16.14 Mbps 8.07 times faster
05 Mazeda Network 7.8 Mbps 31.25 Mbps 4.00 times faster
g 50 4143
§ 40
c 30.55 31.25
= 30 27.48
5
= 20 16.14
el
& 10 3% 3.96 _ )
0 ; é ____ _— !
Match Net ICC Communication Explore Online Stargate Mazeda Network
Communication
® |nitial Speed = Improved Speed

Figure 5. Enhancement of global bandwidth

6.2. Cost-Benefit Analysis

Analyzing cost benefit, we can show that the bandwidth price will be significantly reduced after
implementing VPN technology. According to Table 4 and Table 5, we roughly estimate that after employing
VPN, on an average our cost increases around 1.7 times while speed increases 6.2 times. Thus, we must
acknowledge the tremendous benefit of employing IXP leveraging VPN technology.

In Table 6 we have shown the details of cost-benefit analysis. Column 3 of the table is showing the
cost and obtained global speed (measured by us) of basic/primary packages of our experimenting 5 ISPs’.
Column 4 is showing the cost and obtained enhanced global speed of the basic packages employing our
proposed method (utilizing IXP using VPN). The cost in column 4 is the summation basic package cost of
the corresponding ISP and VPN cost. We already mentioned that we have rented VVPS server from ‘Xeon
BD’ for 400 BDT. It is noted that ISPs also provide high-speed packages other than the basic/initial package.
These high-speed packages have low cost (considering taka per megabyte) than basic package. Thus, to get
exact cost savings (shown in column 6) we consider high speed package which is equivalent (in terms of
speed) to our enhanced bandwidth rather than considering the basic package.

For example, Match Net provides a basic package having a speed of 3.94 Mbps for 500 BDT.
Implementing VPN over IXP on this connection we got a global speed of 30.55 Mbps for 900 BDT
(Basic package cost of Match Net 500 BDT + VPS cost of Xeon BD 400 BDT). If we take a high-speed
package having a speed of 30.55 Mbps from Match Net, it will cost 2000 BDT. Thus, we save (2000 — 900) =
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1100 BDT which is 122 % of 900 BDT. Similarly, we can save 355 %, 344%, 344 % and 155 % on ICC
Communication, Explore Online, Stargate Communication and Mazeda Network packages respectively.

Table 6. Data Derived from Cost-Benefit Analysis

Column 1 Column 2 Column 3 Column 4 Column 5 Column 6
Cost & Obtained Cost & Enhanced To Acquire Same Cost Savings
No Source ISP Speed (Basic Speed (Utilizing IXP Enhanced Speed in Col 4 Comparing Col 4
Package) using VPN) ISP will Charge and 5
01 Match Net 500 BDT 900 BDT 2000 BDT 122 %
3.94 Mbps 30.55 Mbps
02 ICC 700 BDT 1100 BDT 5000 BDT 355 %
Communication 3.96 Mbps 27.48 Mbps
03 Explore Online 500 BDT 900 BDT 4000 BDT 344 %
9.68 Mbps 41.43 Mbps
04 Stargate 500 BDT 900 BDT 4000 BDT 344 %
Communication 2 Mbps 16.14 Mbps
05 Mazeda Network 700 BDT 1100 BDT 2800 BDT 155 %
7.8 Mbps 31.25 Mbps

6.3. User Ratings

To perceive the users’ acceptability or satisfaction of our proposed VPN method, it is urged to
conduct a survey on the selected population of Dhaka City. Hence, we conduct a survey to get feedback of
the Internet users. This survey reflects their experiences on browsing the network using different packages
provided by different ISPs with and without using our method.

There are three 3 types of services/options/packages available to the users. As mentioned in Table 6
the packages are:
a) Basic Package (mentioned in Column 3)
b) Basic Package with VPN (mentioned in Column 4)
c) High-speed Package (mentioned in Column 5)

We collected feedbacks from 113 samples (Internet users) from the Internet users living in different
areas in the City of Dhaka. Among 113 samples, 20 using Match Net, 23 using ICC Communication, 27
using Explore Online, 18 using Stargate Communication and 25 using Mazeda Network services. The users
could rate each of the services/options/packages on a scale of 0 to 5 (worst to best). Then we calculate the
average of the ratings provided by the users. The selected dwellers of the Dhaka City have rated different
packages of different ISPs which are summarized in the bar chart shown in Figure 6.

5 I

User Rating
N w N

[N

Cost in BDT ->500 2000 700 1100 5000 4000 4000 = 700 1100 2800
Match Net ICC communication Explore Online Stargate Mazeda Network
Communication
m Basic Package m Basic Package with VPN High-speed Package

Figure 6. User ratings for 3 types of packages for different ISPs

Examining the chart, we see the users first choice is ‘Basic Package with VPN’ which got the
highest rating i.e., 4.7 for Match Net, 4.8 for ICC Communication, 4.9 for Explore Online, 4.7 for Stargate
Communication and 4.8 for Mazeda Network. Thus, our method is the most attractive to the users due to the
tremendous speed at low cost. The second choice is ‘High-speed Package’ which has an average rating
between 2.7 to 3.1 for different ISPs. Among the three packages/options ‘Basic Package’ has the lowest
rating ranging from 1.6 to 2.8 due to its high cost and low speed.

Achieving robust global bandwidth along with bypassing... (Gazi Zahirul Islam)



120 a ISSN: 2502-4752

7. BYPASSING FIREWALL RESTRICTION

Our primary objective of this project is to provide high-speed Internet to the browsers which is
already implemented in Section 5. Our second objective is to facilitate the user’s unrestricted access to the
Internet ocean along with robust bandwidth. Thus, in this section, we incorporate the idea of bypassing geo-
restriction to the proposed bandwidth enhancement mechanism.

Primary VPN usually routes all internet traffic through an encrypted tunnel to protect data from
hackers or any third parties. When we have different bandwidth allocation for local and global routes i.e. ISP
might allocate us 100 Mbps local traffic and 10 Mbps global traffic, we are able to bypass that global
bandwidth cap following our previous method explained in Section 5. In this connection, we are also going to
implement a firewall bypassing technique using a secondary VPN along with our existing primary VPN.
This firewall bypassing method is a smart solution when the authority in a region (Government, ISP etc.)
blocked some websites or IPs. It is noted, we can bypass firewall restriction independently (i.e. not merging
with our proposed global bandwidth enhancement technique) just connecting a VPN that is hosted outside
our region. But that method is not promising as global bandwidth is inherently low. To access restricted
websites along with achieving higher global bandwidth, we establish a secondary VPN (Digital Ocean)
connection through our primary VPN (Xeon BD). Thus, primary VPN allows us enhanced global bandwidth
while secondary VPN allows us bypassing firewall restriction. A typical network for firewall bypassing with
our proposed bandwidth enhancement model is shown in Figure 7.

Qutside Region End User
VPN Server

:
DC- ISP

f Digital Ocean

RES - ISP

Singtel

1Gbps Global Link

yba NTer — .
Global Internet ) o e Global Link

Shbps Global Link
RES - ISP 50Mbps Global Link
MatchMNet -
50Mbps IX Link 15 Switch DC-IsP
_ 100Mbps 1X Link XeonBD
Direct Link __ B
Router e VPN Link
in
— Router |
IX Router
Regional VPN
= = Server -1
L]
End User End User

Figure 7. A typical network for firewall bypassing with our proposed bandwidth enhancement model

Previously we installed SoftEther VPN server on our datacenter-based secondary ISP ‘Xeon BD’.
Since ‘Xeon BD’ cannot bypass firewall restriction, we rented a VPS subscription from a datacenter-based
ISP named ‘Digital Ocean’ located in Singapore [26] which is not firewall restricted. In Digital Ocean,
we setup a VPN server as we have done before in Xeon BD. To create a chain VPN and route to one single
connection, we followed the easiest possible technique. In our home network, we use a Raspberry Pi 3 Model
B where we setup it as a client of our primary VPN server (Xeon BD). Then we configure Raspberry Pi to act
a Wi-Fi hotspot of primary VPN connection. From another device, we connect to that Wi-Fi hotspot and
initiate VPN connection with the secondary VPN server. Thus, we can enjoy tremendous global bandwidth
with unrestricted access to the Internet.
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8. CONSTRAINTS AND RECOMMENDATIONS

There are some constraints and limitations to implementing the project using our intended method.
Our method will work if and only if the ISPs belong to a common IXP. For example, if one ISP only belongs
to BDIX and another one only belongs to “NOVOCOM NIX” then the method will be void. Another thing is
that local bandwidth of all ISPs must be good enough otherwise a bottleneck would occur. Lastly, users who
want to experience an elevated global bandwidth must have to buy a VPN server from the ISP that providing
a robust global bandwidth.

Another important thing is that while we implement firewall bypassing as well as bandwidth
enhancement, we are employing multi-tunneling (i.e. chain VPN) procedure to route the traffic. In the multi-
tunneling procedure, internet speed drops significantly due to double encryption. By the way, this double
tunneling ensures the highest level of security.

9. CONCLUSION

The Internet has been a tremendous gateway for acquiring knowledge as well as a constant
companion for entertainment. Every user desires a high-speed internet connection at a lower price as well as
access to all sites around the world. However, most of the citizen especially from developing countries are
not getting these benefits adequately. To resolve the problems, we have undertaken this project concerning
the residents of Dhaka City. Thus, our main goal is to implement a method that can overcome bandwidth
syndication, capping of bandwidth and provide every user a pleasant experience of using Internet with a
maximized global bandwidth without paying large amount money. Our secondary goal is to provide the users
access to the politically or ill-fully motivated blocked sites.

In this article, we effectively illustrate a project that boosts global bandwidth using IXP leveraging
VPN technology. We also integrate a firewall bypassing technique along with the enhancement of bandwidth.
Therefore, our method can be used to resolve the syndication problem, deficiencies of internet speed and give
comfort to the users for the next generation communications.
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