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1. INTRODUCTION

Among all information medium available, text-based document is considerably an important one
until the present time. Indeed, text-based documents are used primarily in both domain applications: business
and academic. It is because a lot of important documentation information such as appointment letter,
certification, report, confidential document and any other document are available in text. These documents
carry valuable information, and therefore considerably prone to intruders’ attack when disseminating through
any communication channel. Essentially, intruders may temper the information for their own interests. The
ultimate goal of any steganography technique is to embed secret messages into a chosen media, such as
images [1, 2], text-based documents [3, 4], audio [5-7], and video [5, 7] files without easily noticed by any
unintended third party. Essentially, the steganography strategy successfully hides the message in innocuous
looking media in a camouflage manner. Therefore, the hidden message will arrive safely to intended
recipients with less risk of any illegal attempts.

Figure 1 shows two categories of text steganography: format-based and linguistic-based
steganography [8, 9]. The former usually apply either word rule-based or feature-based technique. The word
rule-based technique embeds the hidden message based on word pattern by implementing line-shift coding or
word-shift coding [10]. While the line-shift coding hides the message with vertically shifting hidden message
in text lines, word-shift coding hides the message with horizontally shifting the hidden message in length
between words [11]. On the other hand, the feature-based technique can alter unique feature characteristic in
text based on code words. The feature based technique hides the message based on pattern letter or length of
the word [12]. The existing implementation of linguistic steganography is prone to attack as the existing
substitution-based approach emphasize on the use of synonyms. Indeed, the literature has shown that
unintended recipients can easily guess the hidden message in the synonym based application of substitution-
based approach [13]. The recipients can easily notice the existence of hidden messages during text analysis
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procedure [14]. In brief, the existing linguistic steganography approach especially in synonym-based
substitution is prone to attack [15, 16].

Different from the existing substitution-based approaches which emphasize on synonym usage, this
paper presents the use of antonyms to mask the meaning of the original message. The proposed approach will
be evaluated using verification test and validation test. The remaining of this paper is as follows. Section 2
presents related works in linguistic steganography. Section 3 presents the methodology for developing the
proposed tool for antonym-based linguistic steganography. Section 4 describes the evaluation results. Finally,
Section 5 concludes with future plans.
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Figure 1. Classification of text steganography

2. RELATED WORK

At present, communication between people highly depends on technology. The dependency of
communication technology has put privacy level in communication at risk. One of the potential risks is the
existence of intruders in various communication channels. If there is no precaution, the intruders can easily
retrieve and misuse the disseminated information sent throughout the communication channel. In fact, such
intruders or attackers may disclose and abuse secret information to irresponsible parties [17]. Since the access
to Internet is getting easier day after day, the probability of exposing of secret information to intruders and
attackers is getting higher too. Therefore, we are taking additional measures to ensure the information right is
well guarded or protected. One of the protection measures is to improve the existing linguistic
steganography.

2.1. Linguistic Steganography

Linguistic steganography hides secret information by focusing on words usage and linguistic
modification in encoding procedure. In linguistic steganography, the use of synonyms in substitution-based
approach is one of the popular techniques. Synonym substitution-based suits any language as long as the text
concerned has its corresponding synonym word. Table 1 briefly presents some scholarly papers on linguistic
steganography within the last decade.
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Table 1. Scholarly papers in linguistic steganography

Methods Advantages Disadvantages

Chinese text [18] Simple and effective variants Limited portion capacity

English text [15] Printing electronic text only Low security

Chinese text using WSD [19] Has watermarking ability and highly robust ~ Rely of the WSD tool

Malay text [20] High invisibility Time-consuming

Synonym paraphrasing in Spanish [16] Obvious use in Spanish language Prone to attack and low volume number
English text using lexical [21] High match for word replacement High preservation of the grammar text
Synonym substitution [22] Large volume Complex algorithm

English text using context-based [23] Low syntax error Lack of vocabulary and narrow dictionaries

Apparently, previous studies have explored both, format-based steganography and linguistic
steganography. In particular, the substitution-based approach in linguistic steganography really focus on the
use of synonyms. However, synonym substitution is considerably prone to attack as the generated text carries
the same meaning as plain text. Therefore, in this paper we explore the use of antonyms in the substitution-
based approach to overcome the limitation of the synonym-based approach.

2.2. Linguistic semantic of antonyms

The study of meaning in language to express oneself is also known as linguistic semantic [24, 25].
Linguistic semantic solves a problem in language understanding that eventually leads to word selection
process. For example, the synonym of the word “presence” is “attend, but its antonym is “absence. One
can indicate both, the synonym and antonym for the given text. Focusing on the antonym approach, an
opposite word will replace the given text. Table 2 shows some words with their respective antonyms.

Table 2. Substitution-based Steganography model using antonyms

Word Antonym
minor major
success losses
war peace
arrest discharge
fight truce
presence absence
accept decline
heal ail
agony pleasure
arrive bail
cover offence
chaos peace

3.  MATERIALS AND METHODS

This paper proposes a new method of hiding secret or encrypted message within a cover text
medium by using antonyms of selected words in the cover text. This antonym-based method is then
implemented as a tool called the Antonym Substitution-based (ASb) Steganographic Tool. based on
linguistic steganography. In the proposed antonym-based method, the syntactic and semantic structure of the
cover text are maintained so it appears to be normal when seen by the unknowing readers or recipients.
Figure 2 illustrates the flow design process of embedding stego message using antonym word. The process
started by inserting plain text, then the dictionary will be checked in database to match with its antonym.
Then, the antonym text will replace the matched plain text to generating stego message.

Next, Figure 3 shows the proposed substitution-based steganography model using antonyms. The
proposed model is implemented into a tool called the Antonym Substitution-based Steganographic Tool
(ASb), where the algorithm of the proposed approach is coded into.

Meanwhile, Figure 4 shows the interface of ASb, which allows user to insert secret text within the
cover texts. The button ‘Generate to Stego Text’ is used for converting the secret text entered into stego texts.
The button ‘Generate to Secret Text’ is used for converting the stego text back to the original text. For
validation purposes, ASb will later be tested with two different word types as the input; past tenses and
present tenses. 100 set of input using both tenses were taken from newspaper article and fed into the ASh
tool. Next, the experiment recorded the stego text generated.
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Figure 3. Substitution-based steganography model using antonyms

1.0 Load the sending requirement

Insert plain
message
—g_4

2.0 Select antonym word

Y

Check
ficti

——

3.0 Replace antonym word in text

Which
Word?

4
Find the
Antonym text

| TSN

4.0 Obtain the stego message -

(-

Figure 2. Flowchart of ASb
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4. RESULTS AND DISCUSSIONS

The Antonym Substitution-based Steganographic Tool (ASb) developed was evaluated using the
verification and validation methodology. The evaluation process involved the performance profiler tool from
Microsoft Visual Studio.

4.1. Verification test

Figure 5 shows the wall clock time (seconds) that is running based on the CPU Usage that has been
identified. It shows at the beginning of 1 second, the percentage for CPU Usage is 20%. The CPU usage was
dropping and gradually increased back at second 6.5 and 9. The pattern of this graph shows that this ASb tool
is running smoothly. This analysis result indicates the ASb steganographic tool can load the antonym
database without slowing down the CPU usage.

Figure 6 shows the report of the functions doing most of the individual works. It listed the functions
and its percentage of exclusive sample being used. Also, it listed the percentage of exclusive samples from
the highest to the lowest. The following are the list of exclusive samples; 73.19%, 5.58%, 5.03%, 3.50%, and
2.19%. The functions that are doing most individual works as stated in Figure 5 is the
WindowsFormsApplicationBase.Run that contains 73.19% of exclusive samples. The lowest percentage
contains 2.19% of exclusive sample that is from the System.Windows.Forms.Control.setFont.

100 —— CPU (% Usage)
80 Y Filter by selection

Y Zoom by selection
60 Y Zoom reset

Y Zoom out
40

20

0 1 2 3 4 5 6 7 3 9
Wall Clack Time (Seconds)

Figure 5. Diagnostic session of CPU usage
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Figure 6. Functions doing most individual works

Figure 7 shows the process time from begin time, end time, and life time. It is stated that
ntoskrnl.exe at begin time of 0.00, end time 9.293.54, LifeTime 9.293.54. Then, 1Dof6528 begin time at
29.33, end time 9.328.85, Life Time 9.299.53. Lastly, ID of 6716, named StegoTest02.exe, begin time at
40.03, end time at 9.225.12 and life time 9.185.08.

Figure 8 shows the memory profiling report of performance. The wall clock time was been running
at 16 seconds. The performance was at 0.5 second, when it reached 60%, it started to decrease at 1(s). It
decreased until 3.5 at 20% and increases back at 4 and decreases back at 4.5. The performance is not
consistent until end. Next, Figure 9 shows the functions that (a) allocate the most memory, (b) types with the
most memory allocated, and (c) types with most instances.

Figure 10 shows that the percentage of bytes for each function, whereby the highest percentage of
bytes is from System.String.Split(char[]) at 42.08. As for the most memory allocated, the highest bytes was
generated at 48.34%, followed by 22.49%, 14.38%, 5.35 and lastly 1.68%. System.String is the type that has
the most memory allocated. Finally, the highest type that has most instances is 54.15%, followed by 10.76%,
10.02%, 9.96%, and lastly 3.43%. System.String is the type that has the highest percentage of instances.
Figure 10 shows the process memory usage that happens when the ASb tool is running the diagnostic session
at 28.848 seconds. At this time, the tool uses 19 MB of memory. The memory is consistent when the ASb
was running.
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UniquelD - ID Name Begin Time End Time Life Time

0 ntoskrnlexe 0.00 9,293.54 9,293.54
b 1 6528 Unknown 29.33 9,328.85 9,299.53
b 2 6716 StegoTest02.exe 40.03 9,225.12 9,185.08

Figure 7. Processing time
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Figure 8. Memory profiling report
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Figure 10. Processing memory usage

4.2. Validation test

The evaluation of performance will validate two types of stego text that were extracted from the
dataset selection via past tense and present tense. 100 sets of first paragraph newspaper articles were taken,
whereby 100 sets of past tenses and 100 sets of present tenses. Each set of datasets was measured and the
outputs were listed. Table 3 shows there are four types of different outcome that are generated from the past
tense dataset; true positive, true negative, false positive and false negative. In this case, 100 sets of data were
analyzed from the past tense type of sentence and the result was 63/100 were true positive, 6/100 were true
negative, 8/100 were false positive. Lastly; 23/100 were false negative.
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Table 3. Percentage of outcome value for past tenses

Outcome Value
True Positive (TP) 63
True Negative (TN) 6
False Positive (FP) 8
False Negative (FN) 23
Total 100

Next is the process of measurement, whereby the evaluation on validation will proceed into
precision calculation to get the value that it will produce. In this calculation, 63 plain sets of True Positive
from a group of Past Tenses were identified, and divided into a total of True Positive and False Positive (63 +
8 = 71). The result from this calculation is 88.7%. This means it implies a high imperceptibility in
steganography terms. This can be proven that the past tense type of sentence is applied and implemented
successfully using antonyms. Table 4 shows testing of past tense sentences that were carried to form the
measurement of precision, recall, f-measure and accuracy. The precision was rated at 88.7% for this past
tense type of sentence, while recall had been rated at 73.3%. For F-measure, it was rated at 80.0% whereas
the accuracy was rated at 69%.

Table 4. Validation results for past tenses
Type of Sentence Precision Recall F-Measure Accuracy
Past Tense 88.7% 73.3% 80.0% 69.0%

The overall result on all the testing of past tense type of sentences showed that this kind of sentence
can adapt well in antonym substitution. Precision, recall and accuracy scored more than 70% of each test that
has proven that it has achieved steganography measurement. The results are shown in Figure 11.

90
85 1

80 1

70

65
Precision Recall F-Measure Accuracy

Figure 11. Percentage of validation results for past tenses

Table 5 shows four types of different outcomes that are generated from the present tense dataset.
The outcome is true positive, true negative, false positive and false negative. Based on Table 5, 100 sets of
data were analysed from present tense type of sentence and the results were 72/100 were true positive, 4/100
were true negative, 18/100 were false positive. Lastly, 6/100 were false negative. Since the dataset was
chosen from present tense type of sentence, the result of TP (72/100) was the total of the overall result that
shows most of the stego generated from present tense were correctly classified correctly as stego. Meanwhile,
the minority value on the table, TN (4/100) shows that the cover medium was classified as cover but not
correctly as stego. Then, the rest of the value of FP (18/100), shows that this type of dataset, sometimes
generate the cover medium wrongly as stego. Lastly, FN (6/100) shows the cover medium was wrongly
classified as cover.

Table 6 shows that the present tense type of sentences had been used to evaluate the few types of
measurement like precision, recall, f-measure and accuracy using their equation. The equation had been
applied and generated results that can be used for this study to evaluate the value of each measurement. For
the present tense, the rate of the precision score is at 80% appears to be quite high, compared to the recall
which also scored a high value at 92.0%. Meanwhile, the F-measure value on the present tense scored a value
at 92.0% while accuracy scored at 72.0%.
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Table 5. Percentage of outcome value for present tenses

Outcome Value
True Positive (TP) 72
True Negative (TN) 4
False Positive (FP) 18
False Negative (FN) 6
Total 100

Table 6. Validation results for present tenses
Type of Sentence Precision Recall F-Measure Accuracy
Present Tense 80.0% 92.0% 83.0% 72.0%

The overall result on all the testing of the present tense sentences shows that this kind of sentence
can adapt well in antonym substitution. Precision, recall and accuracy scored more than 70% on each test
proved that it has achieved steganography measurement. The validation results are shown in Figure 12.

Precision Recall F-Measure Accuracy

Figure 12. Percentage of validation results for present tenses

Overall, for precision, sentences in both past and present tense scored more than 80%. The rate of
precision in input using past tenses is 88.7%, which is higher than the present tense, which is 80%. The
difference in this type is very close that is only 8.7%. This implies a high imperceptibility in terms of
steganography. This proves that both types of dataset can be used to apply antonym substitution. Note that
results from both precision p and recall r generated can be interpreted as a weighted average of the precision
and recall where the best value is high. As for F-measure, sentences in past tense sentences resulted in value
of 3% lower than the present tense. Both scored high that proves the performance of generating stego text is
very good. Finally, past tense scored 69% on accuracy value that is high for accuracy, meanwhile, the present
tense scored higher than past tense that is valued at 72%. Both results are high in accuracy which shows that
the dataset of the present tense adapted better in the antonym substitution scheme.

In summary, the verification performance was obtained using the performance profiling tool from
the algorithm that was implemented in the proposed ASb steganographic tool. It is then followed by the
validation performance that consists of output dataset measured using the rates of precision, recall, F-measure
and accuracy. The overall results of antonym substitution show positive outcome. The value of each result
was high and achieved the measurement and requirement on steganography specification. It is very optimistic
to see the proposed scheme of antonym substitution to further investigated in the future.

5. CONCLUSION

This paper presented a new linguistic steganography tool based on antonym substitution called the
ASb. The strength and the effectiveness of linguistic steganography is depending on how immune the
algorithm is to detection. Antonym-based substitution approach is more robust as compared to simple
synonym-based substitution due to the inverse relationship of the word similarity. ASb is hoped to provide a
platform for communicating innocuous text as well as to promote utilization of cover texts.
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