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Data security in a computing dynamic infrastructure without explicit user
intervention is tough to achieve. A robust authenticated encryption scheme
with multiple keys for ad hoc networks has been proposed. Real time attacks
has been monitored and coped up using re-encryption algorithm. The
effectiveness of the work has been validated by extensive simulations on
various combination in terms of S-Boxes, key and data length. The proposed
work is a collaboration of optimal selection of S-Boxes, key and data lengths
with evaluation of heat dissipation. The work has been carried out to develop
an optimized efficient key management technique to reduce the time
available for hackers. To verify the effectiveness of proposed algorithm, the
results have been compared with K. Xue et al., Li X. et al. and S. K. Sood et

Hacking time al.’s protocol.
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1. INTRODUCTION

Everyone needs privacy and wants online secured transmission. As the information is frequently
shared over the web; therefore, there is an urgent need to meet the security and privacy issues of an
individual/organizations [1-2]. The existing schemes are either vulnerable to random attackes or suuffered
from siginficiant overheads. The main objective of this work is to improve the safety of data and to preserve
the information it contain with minimum overheads. Data encryption with multiple keys have the potential to
provide effective and secured transmission [3-5]. The multiple keys with variable lengths have always been
preferred over fixed key lengths. Hence, real time adaptively for reliable keys with the focus to provide
secured data communication to users is possible. The use of a heavy cryptographic software in itself is a
biggest challenge due to the heat dissipated by the algorithm. Therefore, in the ad hoc networks the reduction
in bit length and nodes always advisable [6-7]. It improves the performance of cryptographic model, and
reduce computational complexity while fulfilling security necessities of a cryptographic technique [8].To
prevent illicit access of data and increase the system performance, the concept of re-encryption can be used
[9-10]. The work has been segregated in two parts; a) Pre-estimation of processing time (ns) and hacking
time (minutes) for ad hoc network, and b) heat dissipation due to algorithm has also been reported. This
paper presents a path to the researchers that explore state-of-the-art elaboration associated
with the encryption.

The analysis of key length in the encryption process was carried out by M. Naor et al. (1999) [11],
H. Chien (2004) [12], J. Cao et al. (2006) [13], Y. Tseng (2007) [14] and A. Kakkar et. al. (2010, 2011)
[15-16]. It has been observed that many security schemes designed for homogeneous sensor networks suffer
from high communication and computation overhead, and these are not suitable for ad hoc networks.
Therefore, the selection of keys and S-Boxes has to be done in accordance with the data sequence to reduce
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the hacking time. R. Amin et. al. (2016) [17], M. AlSabah et. al. (2017) [18], K. Xue et. al. (2013) [19] and
A. Kakkar et. al. (2012) [20] worked on secured time bound hierarchical key assignment schemes in order to
assign time dependent encryption keys. For efficient and reliable model, the keys are generated from the
available data. Key recovery mechanisms is used to cope up the key failure problem. Secured data
transmission involved encryption, re-encryption, transmission and routing of data across various nodes. The
issue of key distribution and efficient group key management in such networks were also analyzed. A secure
data collection scheme based on compressive sensing in ad hoc networks was also analyzed. Florian Skopik
et. al. (2016) and J. Li et. al. (2018) [21-22] worked on certificateless cryptography and key transparency
techniques to avoid key escrow problem. The group key agreement protocols were utilized to provide data
security in ad hoc networks. The main flaw of their scheme was that for each independent resource the
unique key was required for encrypting the data. Z. Ali et. al. (2013) proposed a new computation of
encryption that was based upon symmetric cipher and had a very weak key design method; therefore, security
level of the algorithm was very poor as compared to other encryption algorithms. The key used was time
bounded which decreased the security level and did not provide the flexibility to the users to upgrade the
private key [23]. The various security aspects of threats, vulnerabilities and encryption, and information
attack side concerned with encryption algorithm was also considered.

2. RESEARCH METHOD

Keys are generated from the available data to avoid key transportation. It improves the bandwidth
and performance of the model which enhances the data rate. Risk and security level against random attacks
has been shown in Tablel. Based on the attacks/minute the re-encryption is done. If the attacks in a given slot
are further increased, the key shifting time should be reduced to achieve secured model. The analysis shows
that the failure rate plays a vital role in reducing the time available to the hackers. The security level of a
cryptographic model was evaluated from the key strength. When the failure rate of key increased from a
fixed value, then it was treated as faulty key and was discarded from the system. The fresh keys are generated
from the new data sequence. Therefore, these are independent from the previous keys. The process of
generation, modification and transportation of keys is carried out by algorithm. The use of reliable keys in the
algorithm makes it impossible for a hacker to get access of node which is being protected by multiple keys. It
allows user to select and replace their keys without affecting the other keys. The removal of key from the
faulty node, removal of key, when users enter/leave the group and key updating mechanism are also
addressed. The keys were withdrawn from the users by the system when they leave the network. It is a trade-
off between security and overheads. It also help in achieving confidentiality, authentication and integrity of
data. Various security levels are proposed for attacks and the recovery mechanism is selected on the basis of
these security levels.

Table 1. Evaluation of Risk and Security Level

S.No Risk Level Attacks/Minute Security Level Remarks
1 Low 0-20 Very Good Used for long sequences
2 Medium 21-100 Good Used for short sequences
3 Average 101-200 Average Use multiple keys of variable length.
4 High 201-500 Weak Re-encryption of at least single key is required
5 Very High > 500 Very weak Re-encryption both the keys is required.

The re-encryption has been done using 2nd key for weak nodes. The 2nd key is required whenever
there is a node failure due to random attacks. Both the keys have been generated from different pools
enhance the security level. The probability of hacking an alphanumeric keys if generated from the
same pool is:

P, :i(M —1/36)°
= @

When both keys are generated from same pool and have at least one similar character, the (1) is
written as:

S MY =1

i=0
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hence the probability of hacking is

P = 3 (M) —0.084
ZO" )

It is evident that the security level falls whenever same pool is used for multiple keys. The keys are
based upon the mathematical functions; for " number of bits (0/1) key length the possible

. . n
combinations are 2 .

3. RESULTS AND ANALYSIS

Eight S-Boxes have been used for encryption with multiple keys of fixed length 8 and 16 bits. The
scheme has been applied on the ad hoc network where 10 nodes are considered. The algorithm has been run
for 16, 32, 64, 128 and 512 bit data bits separately. Initially, first key is selected which has short key length in
comparison to second key.

3.1. Multiple Keys of Fixed Length

It has been observed that when the encryption of short data sequence 16 is done using two keys
having key length 8 and 16 bits respectively, the processing time of 17.15ns and 14.32 minute of hacking
time is resulted. 2677uW heat will be dissipated. The overall response of the system remains good for a
period of 14.32 minutes. It means the security level of the model will degrade after 14.32 minutes. The
security level also tends to fall if the data length increase 16 to 32 bits. For the same configuration of data
length is increased from 16 to 32 bits, the hacking time will increase from 14.32 to 21.52 minutes which is
marginally acceptable. The processing time and heat dissipation also increases which will further ruin the
cryptographic model. The system response in terms of processing, hacking time and heat dissipation for
various data and key lengths have been shown in Table 2. Evaluation of risk and security level against attacks
when 1%t key is larger compared to 2" key as shown in Figure 3.

Table 2. Evaluation of Risk and Security Level Against Attacks when 1% Key is Small Compared to 2™ Key

Data Length (Bits) 1st key = 8 bits, 2nd key = 16 bits
Processing time (ns) Hacking Time (min) Heat Dissipation (UW) Remarks
16 17.15 14.32 2677 Accept
32 21.18 21.52 2704 Marginally Acceptable
64 49.57 24.65 2757 Reject
128 57.64 35.80 2792 Reject
512 87.15 39.63 2801 Reject

Table 3. Evaluation of Risk and Security Level Against Attacks when 1% Key is Larger Compared to 2" Key

Data Length (Bits) 1st key = 16 bits, 2nd key = 8 bits
Processing time (ns) Hacking Time (min) Heat Dissipation (UW) Remarks
16 24.19 12.41 2705 Accept
32 47.25 15.14 2761 Accept
64 54.95 19.12 2794 Marginally Acceptable
128 64.56 24.06 2816 Reject
512 95.02 36.12 2886 Reject

It has been observed from the Table 2 that whenever the bit length of first key is small in
comparison to second key, the hacker has more time to generate the attacks. As the data bits are increased the
heat dissipation and hacking time increases. Therefore, it is always worthy to have first key of higher length
in comparison to second key. Using this combination the hacking time is reduced but the a small increase in
heat dissipation has been observed.

3.2. Multiple Keys of Variable Length

Multiple keys are the effective solution for key replacement in case of faulty key. Table 3 shows that
the single key of variable length does not offer a secured cryptographic model. Therefore, multiple keys of
variable length are used to achieve data security. If multiple keys of variable length are used to encrypt the 64
bit data sequence, the hacking time has been reduced 10.84 minutes from 24.65 minutes which is observed
encryption is done using two fixed key length 8 and 16 bits respectively. If the key lengths are interchanged

Robust authenticated encryption scheme with multiple keys for ad hoc networks (Ajay Kakkar)



424 a ISSN: 2502-4752

i.e. 16 and 8 bits respectively for first and second key, the hacking time 19.12 minutes has been observed.
Evaluation of heat dissipation, processing and hacking time for two keys of variable length as shown
in Table 4.

Table 4. Evaluation of Heat Dissipation, Processing and Hacking Time for Two Keys of Variable Length

Keys Data Length  Processing time Hacking Time Heat Dissipation Remarks
(Bits) (ns) (min) (LW)
Single Key Length 16 11.21 64.02 2216 Reject
(8-16 Bits) 32 14.47 72.26 2329 Reject
64 19.44 84.49 2344 Reject
128 21.56 89.09 2359 Reject
512 28.68 96.54 2963 Reject
Two Keys of 16 34.16 09.09 3023 Accept
Length (8-16 Bits) 32 38.19 09.23 3125 Accept
64 42.08 10.84 3227 Accept
128 47.92 10.96 3256 Accept
512 50.02 11.01 3275 Accept

The comparison for the processing, hacking time, heat dissipation and data lengths for fixed and
variable key lengths have been shown in Figures 1, 2 and 3. It has been found that the heat dissipation and
hacking time increases as the input data stream increases.
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Figure 1. Evaluation of hacking time (minutes) for fixed and variable key lengths
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To keep the model secured from hacker the higher data length sequences have to be encrypted using
multiple keys of variable length (8-16), otherwise the hacker gets ample time to hack the crucial information.
This exercise will affect the heat other parameters such as heat dissipation and cost, but the increase in heat
dissipation is not so much high thus can be ignored. However, the correct combination of data and key length
can be selected based on the impact of application using Table 1 to 4. The aim is to encrypt the data with
minimum number of overheads and provide high security level. It improves the computational performance
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and reduced the implementation cost of the cryptographic model.

The proposed model has been compared with K. Xue et al. (2013) [9], Li et al. (2011) [24] and S. K.
Sood et al.’s protocol (2011) [25] on the basis of different parameters and shown in Table 5. It offers low
computational complexity and is more robust to random attacks.

Table 5. Comparison of Proposed Model with Existing Models

Parameters Proposed K. Xue et al. Lietal.’s Sood et al.’s
Key type/length (bits) Variable (8-16) Fixed (56) Fixed (56) Fixed (56)
Re-encryption Yes No No No
Resistance to attacks Yes Yes No No

4.  CONCLUSION

A comparison of fixed and variable key length has been done by considering S-Boxes, nodes and
heat dissipation. It has been found that the use of single key of fixed/variable length (8-16 bits) is not worthy
for encryption of data (16-512 bits). The multiple keys of variable length are used to improve the security
level but the heat dissipation is slightly increased. The number of attacks will increase with time; therefore,
more hacking time degrades the security level. The large and variable length keys can prolong node's security
level but have to confront the added cost. The work could be extended whenever there is resizing of group.
It can be done using the concept of sub-keys.
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