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1. INTRODUCTION
1.1. Physically Unclonable Function

The Physically Unclonable Function (PUF) is a circuit that has been regarded as an alternative to
current for security measures [1-3]. PUFs are said to have its own unique and inherent property, analogous to
humans having a unique set of fingerprints, from which security keys can be extracted and used for security
purposes, such as the identification and authentication of an electronic device. This so-called unique and
inherent property of the PUF is due to random and uncontrollable variations in the manufacturing
process [4, 5]. Often, these variations are unwanted, particularly in the fabrication of chips, but the PUFs
exploit these variations to have a circuit property that is unique from other circuits of the same type. With the
security key being unique to and inherent within the PUF, the PUF can be used as an alternative to the storing
of these keys in nonvolatile memory that can be easily attacked [6]. Also, tampering the PUF will very likely
damage the circuit and its security key [7], rendering invasive attacks futile.

The input and output of a PUF are respectively termed as ‘challenge’ and ‘response’. A challenge
sent to a PUF results in a response from the PUF, which is termed as challenge-response pair (CRP). The set
of CRPs is considered as the unique property that distinguishes itself from other PUFs [1-3]. To date, there
are a several PUF types being researched like the bistable ring PUF [8], the arbiter PUF [1-3], the SRAM
PUF [9-11], crossbar array PUF [12-15], and the ring oscillator PUF (ROPUF) [5, 16-19], which is the type
of PUF taken into discussion for this research.
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1.2. Memory Resistor

Meanwhile, the memristor, short for “memory resistor”, is said to be the fourth fundamental passive
circuit element; the first three being the resistor, capacitor, and inductor. The idea of the memristor falls on
one of the six possible pairwise relationships among four fundamental circuit variables, namely current i,
voltage v, charge g, and flux linkage ®. Chua, in 1971, claimed that the relationship between charge and flux
linkage to be memristance [20-22]. Chua made this postulation for the sake of completeness because, at the
time, the relationship between charge and flux linkage was the only pairwise relationship left that was not yet
firmly understood. These pairwise relationships are visualized in Figure 1.
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Figure 1. Mapping of the pairwise relationship of circuit variables

However, the actual physical memristor was only discovered in 2008 by a team of researchers in HP
Labs [23, 24]. Their memristor structure simply consists of only two titanium dioxide, TiO layers: undoped
and doped with oxygen vacancies, denoted as TiO,x which are sandwiched between platinum electrodes.
The structure of the memristor is shown in Figure 2, in which the length of the doped layer is labelled w,
whereas the length of the memristor is labelled D. As a schematic, the memristor is represented as two series-
connected variable resistors, as shown in Figure 3. The expression for the equivalent memristance,
M is shown in (1), whereby memristance is simply resistance but only specifically for memristors. Mon and
Morr are the memristance at ON state or low resistance state (LRS) and OFF state or high resistance state
(LRS), respectively. Simply put, Mon and Mogr are the maximum and minimum resistances, respectively.

(w/D)Mox (1-w/D)Morr
Doped TiO2x Undoped Ti0;

A

D >

Figure 2. Structure of the HP memristor Figure 3. Circuit equivalent of the HP memristor

The memristance changes over time with respect to the polarity of the excitation signal, until it
approaches Mon or Mogr. Furthermore, the memristance in retained once the excitation signal it is removed.
This memory-like characteristic is where the name memory resistor comes from, and it is the most prominent
characteristic that distinguishes itself from other circuit components.

The memory and varying memristance are due to the movement of the oxygen vacancies that are
found in the doped titanium dioxide layer, TiO..x. The oxygen vacancies move, depending on the polarity of
the excitation signal, and change the thickness of the doped titanium dioxide layer, w, which consequently
change the overall memristance as expressed in (1) earlier. When the excitation is removed, w is no longer
affected and is unchanged, and hence, the memristance is retained [23-27].

The change in memristance with respect to the excitation is nonlinear. In fact, the I-V plot of the
memristor exhibits a hysteresis loop pinched at the origin when excited by a bipolar periodic signal, like a
sinusoid, as shown in Figure 4. The pinched hysteresis loop reduces in area with increasing excitation
frequency, until it reduces into a straight line [23-27].
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Figure 4. I-V plot of the memristor at various frequencies

The reasons for incorporating the memristor in the ROPUF are the memory-like property and
variable memresistance. Also, the memristor manufacturing technology is said to be relatively compatible
with the modern CMOS fabrication standards [28]. In addition, the memristor-based PUFs are said to be
more resistant to modelling attacks than purely CMOS-based PUFs because memristors are bidirectional
devices as compared to MOSFETs which are unidirectional [29]. Furthermore, the memristor length is
typically in the tens of nanometers, which is much smaller than most CMOS components and can reduce
ROPUF circuit area. For these reasons, research efforts have been made to include the memristor into
different types of PUFs to enhance its performance as a hardware security device [28-34].

1.3. Ring Oscillator Physically Unclonable Function

The classical ring oscillator Physically Unclonable Function (ROPUF) was introduced by Suh and
Devadas [5], as shown in Figure 5. The idea of the ROPUF is the comparison of the frequency between a
selected pair of identical ROs to generate a response bit. Due to random and uncontrollable manufacturing
process variations, there is a discrepancy in the delays of each inverting unit in the RO, consequently causing
discrepancy in the oscillating frequency among identical ROs.

Generally, the ROPUF consists of k ROs, two k-to-1 multiplexers, two counters, and one
comparator. The operation of the ROPUF can be simplified as follows. The challenge to the PUF is taken as
the select inputs to both k-to-1 multiplexers, which selects a pair of ROs to be directed to the respective
counters. The counters count the pulses within a certain duration, and finally the comparator compares both
counter values with one another to generate a response bit. If one count value is higher than the other,
then the response bit is logic-0, and vice versa.

There are C, possible pairs of ROs to generate “C, single-bit responses. However, due to the
occurrence of correlated response bits, the 1-out-of-p masking scheme was proposed. In this scheme,
only one response bit is generated from a group of p ROs, where the two ROs that has the largest difference
in oscillation frequency are compared [5]. Thus, the actual number of response bits is then calculated by k/p.
While this scheme addresses the issue of correlated bits, it reduces the number of CRPs at the cost of
increased hardware overhead.

Much research effort has been made to improve the ROPUF in terms of performance metrics,
namely uniqueness, uniformity, bit-aliasing, and reliability; to increase the number of CRPs; or to simply
reduce the size of the circuit. One example is the configurable ROPUF [16, 36-38] whereby the ROs can be
configured by selecting the desired inverters in them. This method is done to improve performance metrics,
particularly uniqueness and reliability, as well as to avoid using the 1-out-of-p masking scheme. The main
drawback, however, is the increased overhead as a 2-to-1 multiplexer is required in every stage, or in other
words, after every inverter in each RO.

Another ROPUF example is the design that has ROs with configurable duty cycles [17]. The duty
cycle of the RO is configured by controlling the transistor width ratio and the number of stages.
The comparison between two ROs can then be made from different nodes within the RO since the resultant
oscillation frequency is now different due to altered duty cycles. The purpose of this design is to increase the
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number of CRPs. However, this design increases hardware overhead as it requires two more m-to-1
multiplexers, where m is the number of stages in each RO.

The waveform ROPUF [18] uses another RO to sample the PUF’s RO, because it has higher
frequency (and sampling rate) than conventional clocks. Thus, response generation is sped up and power
consumption is reduced. Meanwhile the random telegraphic noise (RTN) induced ROPUF improves
reliability [19]. However, both ROPUFs have uniqueness values that are relatively low.
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Figure 5. ROPUF by Suh and Devadas [5]

In this paper, the memristor is introduced in the inverting units of the ring oscillators (ROs) as it
causes a more random oscillating frequency [35]. Furthermore, a different method in generating a response is
proposed that significantly expands the CRP set with only a small number of ROs. It is also shown that the
proposed method has good performance metrics and strong resistance to modelling attacks by support vector
machine (SVM), which is one of the widely used machine learning algorithms today.

2. RESEARCH METHOD
2.1. Memristor in Ring Oscillator

The basic ring oscillator (RO) consists of an odd number of inverters or NOT gates that are looped
in a ring, as its name suggests. In this paper, rather than using inverters (usually static CMOS) are replaced
with common-source amplifiers with memristive load, as shown in Figure 6. The reasons for using this
configuration are its relatively small size compared to CMOS components and more random oscillation

frequency [35].
: X
= Jout out

[
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Figure 6. MOSFET common-source amplifier with resistive load (left) and memristive load (right)

2.2. Sequential Ring Oscillator Pairs

The generation of on response bit is made from the comparison of one pair of ROs. In addition,
to overcome the issue of correlated bits, several methods have been proposed but at the cost of increased
hardware overhead, while others do not significantly improve the performance metrics values.

In this research, it is proposed that the generation of the response is done by a sequence of selection
of RO pair. In other words, the output bit from every RO pair, is arranged to form one ROPUF response.
In this research, the number of ROs used in the simulation is eight i.e. k = 8 ROs. There are then 8C, = 28 RO
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pairs and thus, 28 output bits. These 28 output bits can be arranged in 28! ways, or roughly 3x10?° responses,
which is an extremely large number. The challenge is then [log2(28!)] = 98 bits. An interfacing circuitry
receives the challenge and then sequentially selects pairs of ROs for the generation of a 28-bit response.
Therefore, with a small number of ROs, the number of CRPs is significantly large. Also, with a multiple-bit
response as compared to a single-bit response, the difficulty in predicting a response is increased
exponentially from 2 to 2".

2.3. Simulation Setup

The proposed memristor-based ROPUF, as shown in Figure 7, uses k = 8 ROs, where each RO
consists of five stages, and each stage is the common-source amplifier with memristive load as described in
Section I11-A. The ROs are sent to a pair of 8-to-1 multiplexers. Each multiplexer output is sent to a counter.
Both counter outputs are then sent to the comparator for the response bit generation.
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Figure 7. Proposed memristor-based ROPUF

Circuit simulations were performed on two SPICE simulators, namely LTspice IV by Linear
Technology Corporation and Design Architect-1C (DA-IC) by Mentor Graphics Incorporated. For LTspice
IV, SilTerra 180nm CMOS process with 1.8V supply voltage was used. As for DA-IC, SilTerra 130nm
CMOS process with 1.2V supply voltage was used.

The memristor model used in the simulation is prepared by Biolek et al. as a SPICE subcircuit for
transient analysis [39]. The memristor SPICE subcircuit was adapted where the memristor device parameters
are shown in Table 1. To simulate the random and uncontrollable variations in the manufacturing process,
20% Monte Carlo variation was injected into the initial memresistance, Minit, and length of memiristor, D.

Table 1. Memristor Parameters

Memristor parameter Value
Resistance at ON state Mon 100 kQ
Resistance at OFF state More 16 kQ
Initial resistance Minr 11kQ (£20%)
Length of memristor D 10nm (£20%)
Migration coefficient 1} 10fm?/(V-s)
Boundary control parameter p 10

2.4. ROPUF Evaluation Criteria

Detection of bias: There are a few aspects used to detect bias [40-42], but three commonly used
metrics are taken into discussion, namely uniqueness, uniformity, and bit-aliasing, which have been derived
by Maiti et al. [42]. The computation of these performance metrics was performed using MATLAB.
To calculate these metrics, the following parameters are needed.
a) x-—the number of PUF circuits in the set|
b) n—the number of bits in the PUF response
¢) HD(RiR;) — the Hamming distance between two responses, R; and R;, which are of the same length

In general, Hamming distance between two strings is the number of positions that have different
symbols or characters. It can only be applied between two strings that are of the same length. In the context
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of this research, Hamming distance between two response stings is specifically the number of bit-positions
that do not have the same bit.

Uniqueness estimates the ability of a PUF type to uniquely distinguish one circuit from another.
In other research literature, uniqueness is termed as inter-chip variation or inter-chip Hamming Distance
(inter-HD). Uniqueness is calculated by averaging all Hamming distances of all possible pairs of responses
for the same applied challenge. The expression for calculating uniqueness is shown in (2). The ideal
value is 50%.

Uniqueness = C%Zf;f Toiv HD(ii’Rj ) x 100% 2

Uniformity measures the proportion of logic-0s and logic-1s in a response of each PUF. This metric
indicates whether there is bias within the response. For the same applied challenge, let rij be the j™ bit of the
i response (Rj) that is n bits long, then the mathematical expression for calculating uniformity of the i" PUF
circuit is given by (3). The ideal value is also 50%; a result that is less than 50% indicates a higher proportion
of logic-0s whereas a result that is more than 50% indicates a higher proportion of logic-1s for that response.
The overall uniformity of the PUF type can be obtained by simply averaging each uniformity value over the
number of responses, x.

Uniformity = %Z?:lri, i X 100% ©)

Bit-aliasing estimates the tendency of the PUFs to generate identical responses, which is an
unwanted effect. In other words, bit-aliasing measures the affinity of a bit position in a response towards
either logic-0 or logic-1. By letting rij be the j™ bit of the i response (R;) that is n bits long, the mathematical
expression for calculating the bit-aliasing at the j™ bit position is shown in (4). Like uniformity, the ideal
value is 50% where a result that is less than 50% indicates a higher proportion of logic-0s and a result that is
greater than 50% indicates a higher proportion on logic-1s for that bit position. The overall bit-aliasing of the
PUF type can be obtained by simply averaging each bit-aliasing value over the number of response bits, n.

Bit-aliasing = % i1 X 100% 4)

Resistance to SVM: Another criterion to evaluate the PUF is regarding its ability to resist modelling
attacks, particularly by machine learning algorithms. In this research, the machine learning algorithm that
was taken into consideration is SVM. The training and testing of the CRPs were performed using the
LIBSVM package in MATLAB, which is made available online [43]. Although the CRP set of the proposed
ROPUF is significantly large, training and testing the whole set would take a considerably long time.
Hence, due to this computational constraint, only 1024 CRPs are used, which were taken from the first ten
challenge bits. The training set sizes used are 20% and 50% of the CRP subset. Then, the rest of the CRP
subset is used for testing. Similarly, the CRP pairs to be trained are chosen at random. The expected
modelling accuracy is 50%, which is the probability of obtaining one out of two equally possible outcomes,
like a fair coin toss. In the context of this research, the two outcomes are simply logic-0 and logic-1.

3. RESULTS AND ANALYSIS
3.1. Detection of Bias

Table 2 shows the results of the proposed memristor-based ROPUF in terms of uniqueness,
uniformity, and bit-aliasing, in comparison with a few other ROPUF design in the literature. Take note that
some information, particularly on performance metric values are not applicable or not available in the
respective literature, and thus are labelled ‘N/A’. This is because their primary aspect of evaluation of their
ROPUFs is on uniqueness or inter-HD.

The results for both 180nm at 1.8 V and 130nm at 1.2V show performance metric values that are
very close to one another, indicating consistency regardless of the circuit simulator, CMOS process,
and supply voltage used. More importantly, the performance metric values for both circuit simulators are
very close to the ideal 50% value. Thus, the proposed memristor-based ROPUF show good performance,
implying that it is a well-functioning PUF.

In contrast to most of the other ROPUF designs, the proposed memristor-based ROPUF show better
performance metric results than [5, 16, 18, 19] especially in terms of uniqueness. In contrast to [17],
the results are comparable to another. Most of the other research efforts improve certain aspects but forgo
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others, such as improving performance speed and reliability against voltage changes but at the expense of
reducing unigueness [18, 19].

The primary advantage of this design is that it only uses very few ROs to produce a very large
number of CRPs. The idea is that a sequence of all the possible pairs of ROs is used to generate a multiple-bit
response, rather than using one pair of ROs for a single-bit response. Nevertheless, it is also possible to use
only a subset of the possible pairs of ROs, especially when the number of ROs used is large. While there are
other methods that have been proposed to increase the CRP set and improve uniqueness, it is not as effective
as the method proposed in this paper.

Table 2. Performance Metric Results

ROPUF Number of Number of Performance metric (%)
ROs CRPs Unigueness Uniformity Bit-aliasing

Classical [5] 1024 128 46.15 N/A N/A
Gao et al. [16] 32 16 46.79 N/A N/A
Agustin et al. [17] 128 2048 49.41 48.13 52.10
Tanamoto [18] 24 N/A 42.20 46.74 N/A
Yoshinaga et al. [19] 256 128 48 N/A N/A
Proposed (180nm, 1.8V) 8 3x10%° 48.57 51.43 51.43
Proposed (130nm, 1.2V) 8 3x10%° 51.36 49.49 48.81

3.2. Resistance to SVM

Table 3 shows the modelling accuracy by SVM on the proposed memristor-based ROPUF.
Although the modelling accuracy is not very close to the ideal 50%, the values are acceptable as the SVM is
still unable to accurately predict the responses for both 20% and 50% training sizes. In addition, this result is
comparable to a previous research effort on the ROPUF that was also tested with SVM, whereby the highest
prediction accuracy obtained was only 60.9% [44]. In fact, the results are much better in contrast to the
classical arbiter PUF, a different type of PUF, which showed up to 99% modeling accuracy [45-48], and thus
indicate high vulnerability to modelling attacks. Therefore, the results indicate that the proposed memristor-
based ROPUF is resistant to attacks by SVM.

Table 3. SVM Modelling Accuracy
Training size (%) 20 50
Modelling accuracy (%) 61.95 58.59

4. CONCLUSION

In short, two main changes on the ROPUF are proposed. The first change is the inclusion of the
memristor in the inverting units of the RO. This is because the memristor is smaller than most CMOS
components, thereby reducing circuit size and power consumption. Furthermore, it is claimed that the
memristor is relatively compatible with CMOS fabrication standards. The second change is the method of
generating the response of the PUF. In other ROPUF designs, one pair of RO generates one response bit;
but in the proposed memristor-based ROPUF, one sequence of RO pairs generates one multibit response.
This method significantly expands the CRP set list without extensive circuit overhead. The results in terms of
uniqueness, uniformity, and bit-aliasing show that the proposed memristor-based ROPUF have little bias in
the response. Also, SVM is unable to accurately model the behavior of the proposed memristor-based
ROPUF, thereby the ROPUF is resistant to attacks by SVM. In conclusion, the proposed memristor-based
ROPUF is a simple yet robust PUF design.

As for future research plans, the proposed memristor-based ROPUF is to undergo further testing and
validation, such as voltage and temperature reliability, randomness test like the NIST test suite, and modeling
attacks using other machine learning algorithms. Eventually, the ROPUF is to be fabricated and implemented
as an actual physical hardware device for security purposes.
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