Indonesian Journal of Electrical Engineering and Computer Science
Vol. 13, No. 2, February 2019, pp. 677~682
ISSN: 2502-4752, DOI: 10.11591/ijeecs.v13.i2.pp677-682 a 677

Black hole attack behavioral analysis general network
scalability

Layth A. Khalil Al Dulaimi' R.Badlishah Ahmad?, Naimah Yaakob?, Mohd Hafiz Yusoff*,
Mohamed Elshaikh®
135Embedded Networking and Advance Computing Cluster, School of Computer & Communication Engineering,
Universiti Malaysia Perlis (UniMAP) Tingkat 1, Kampus Tetap Pauh, Perlis, Malaysia
24Faculty of Informatics and Computing, Universiti Sultan Zainal Abidin, 21300 Kuala Terengganu, Malaysia

Avrticle Info ABSTRACT

Article history: A mobile ad hoc network (MANET) is a frameworkless system of different
. mobile devices known for its self-arranging conduct. MANETS can convey

Received Sep 22, 2018 over moderately data transfer capacity compelled routing connections. In a

Revised Nov 10, 2018 blackhole assault, a malicious node falsely advertises the shortest path to the

Accepted Nov 25, 2018 destination node, intending to disrupt communication. Our objective was to

review the impact of a blackhole assault on networks. To accomplish this, we

simulated MANET situations, which include the blackhole node, using the
Keywords: OMNET++ simulator to demonstrate the effects of a single blackhole attack
AODV and multiple blackhole attacks on MANET performance have examined for

networks. We analysed MANET performance under blackhole assaults
BlackHole Attack

) through the use of performance grids.
Mobile ad hoc network
(MANET)

Copyright © 2019 Institute of Advanced Engineering and Science.
All rights reserved.

Corresponding Author:

Layth A. Khalil Al Dulaimi,

School of Computer & Communication Engineering,
Universiti Malaysia Perlis (UniMAP) Tingkat 1,
Kampus Tetap Pauh, Putra 02600 Arau, Perlis.
Email: Layth.a.khalil@gmail.com

1. INTRODUCTION

The The wireless network is an innovation that enables clients to access services and data
electronically, regardless of their environmental position. The mobile ad hoc network (MANET) is an
independent wireless network containing autonomous nodes that transfer and dynamically modify network
connectivity [1, 2]. In MANETSs, nodes are allowed to move randomly; therefore, the network’s wireless
topology may change quickly and unpredictably. MANETS eradicate the restraints of infrastructure and allow
gadgets to make and join networks anywhere and anytime for almost any application since an ad hoc wireless
network is self configuring, self organising and adaptive [3, 4]. A node in an ad hoc network can be the
destination, source or intermediate node among any destination and source [1, 5]. The arbitrariness of specially
appointed portability with no settled foundation, as well as the transmission nature of wireless channels and
cooperative multi-hop communications among mobile nodes of mobile ad hoc networks, increases weaknesses
[6, 7]. Penetrations can be classified as passive or active based on attacker behaviour. Passive penetration is in
acquiring significant information regardless of cutting the routing process by spying on traffic. Active
penetration is a more serious attack, as it attempts to gain illegitimate access to the network by intersecting the
routing process to reduce network performance. Examples of possible active security penetrations in MANETS
include rushing attacks, wormhole threats and blackhole attacks [8, 9]. A Byzantine attack [10] includes attacks
on routing table access, as well as poisoning route caches, gray hole attacks [11-13] and the distributed denial
of service threats [14, 15]. Blackhole assault is a serious security assault as it attempts to redirect the flow of
information away from the proposed destination, as an aggressive node acts to possess the ideal path to the
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destination node and adapts denial-of-service behaviour by killing data packets [16, 12] or forwards data
packets to undesired destinations [16, 11, 17].

The main objective of this paper is to audit the impact of blackhole assaults on networks.
To accomplish this, we simulated MANET scenarios, include blackhole nodes, using the OMNET++ simulator
[3]. To simulate the blackhole node in MANETS, we simulated a blackhole attack assault to demonstrate its
properties. We then assessed the impact of a blackhole assault on MANET.

The main contributions of this paper are to demonstrate the impact of single blackhole assaults and
multiple blackhole assaults on MANET performance. We examined networks with 10 diverse numbers of
nodes.

2. BLACKHOLE ATTACK

One of the most critical attacks on MANETS that affects network security is a blackhole attack. The
classification of a blackhole attack is based on whether an attack is simple or cooperative. Normally a simple
or ordinary blackhole attack likely occurs in MANETSs when a bad-intentioned node (malicious node) tampers
with the packet stream [9] and exploits routing protocol to answer the request from source node RREQ with a
fake reply packet RREP pretending to own the ideal path to the goal node supported by highest sequence value
as evidence the highest sequence value as evidence [19]. Consequently, a bad-intentioned node (blackhole
node) blocks data packets from being delivered to the goal node or from even being forwarded to neighbouring
nodes [20]. Figure 1 depicts simple blackhole behaviour.
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Figure 1. Simple black hole attack

On the other hand, in a cooperative blackhole attack, a group of nodes—at least two adjoining bad-
intentioned nodes—aggressively collaborate to stop data packets from reaching their legitimate destination.
This attack is more threatening than a simple blackhole attack due to the effortless nature of the attack execution
and the difficulty for other participating nodes in the network to reveal this attack [6]. A cooperative attack is
accomplished when a blackhole-intentioned node is the first among other neighbours of the source node. This
node receives a RREQ packet from the source node to answer with a fake RREP packet offering the best route
to the destination. Consequently, the source node begins to push data to the blackhole-intentioned node, which
in turn passes data packets to the next blackhole teammate that either imprisons the data packets or participates
with the blackhole teammate to swallow the data rather than pass it to the legitimate destination. Figure 2 shows
a simple cooperative blackhole attack in which S and D denote source node and destination node sequentially,
while B1 and B2 denote cooperative blackhole attack nodes.

Based on the ability of simple and cooperative blackhole attacking nodes to tamper routing
information, it is obvious that blackhole attacks impact network layers [21] and this is considered a sort of
denial-of-service threat that damages transmission of the network layer [22]. Successful schemes have been
suggested in an attempt to reveal and block simple blackhole threats. However, the efficient detection of
cooperative blackhole attacks is still unfeasible to schemes used for detecting simple blackhole attacks, and
this motivates researchers to suggest more schemes to target such attacks. It is worth mentioning that blackhole
attacks not only pose a threat to communication security in MANETS but also to vehicular ad hoc networks
(VANET) [27] and wireless mesh networks (WMNs) [28].
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Figure 2. Cooperative blackhole attack

3. INVESTIGATING BLACKHOLE ASSAULTS IN AODV PROTOCOLS
The implementation of the blackhole attack is attempted on the ad hoc network. To be sure the execution
worked effectively, we used OMNET++, one of the most common simulation tools in the networking field.
Additionally, the NETAttack framework is based on the same idea as OMNET++ [23]. To test the
implementation, we performed three simulations. In the first one, we did not use any blackhole node. In the
second one, we added a single blackhole attack. In the third one, we added a cooperative blackhole attack
nodes. We compared the outcomes of the simulations.
Simulation parameters and measured metrics. We utilised the following metrics in our review:
1) Packet delivery ratio (PDR): calculated by dividing the number of packets received by the destination by
the number of packets originated from the source;
2) Average throughput: the average of successful message delivery over a communication channel; and
3) Average end-to-end delay: defined as the time taken for a data packet to be transmitted across MANETS
from source to destination [18].
To take exact outcomes from the simulations the common parameters to all situations (scenarios) are
reported in the Table 1.

Table 1. Simulations Parameters

Parameter Value
Number of Mobile Nodes 20, 40, 60, 80 and 100
Simulation area 1000m x 1000m
Communication range 250m
Simulation time 600s
Simulation runs 50
Generated networks 10
Routing protocol AODV
MAC layer protocols 802.11g
Number of attackers 15
Constant Bitrate (CBR) connection 4 packets/s
Packet size 512 bytes
Movements randomly start between 0.5 and 1.5 s and they end amongst 290 and 295 s
Speed 1 m/s and the maximum differs from 5 to 20 m/s with a pause time of 15 s

4. PPRAISAL OF RESULTS

The (3) diverse simulations were tested. In the one, the nodes worked in collaboration among
themselves save the network in communication. The two had one malicious node and the (3) had three
malicious nodes performing by a blackhole attack.The results of these(3) simulations were compared to
comprehend the network and node practices.To start, we assessed the PDR: Total number of data packets
delivered divided by total number of data packets sent [30].

Table 2 shows that PDR was almost 1 before a blackhole attack, This means that almost all packets
sent by the sender's node are received by the future node. But for the network with the Blackhole node, |
lowered the PDR to 0, which means that all packets sent by the sender's node were dropped by the Blackhole
contract.
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Table 2. PDR Comparison
No. of nodes No. of blackhole attacks Single blackhole attack Cooperative attack

20 93.67762 95.14093 90.03275
40 92.71282 92.22668 91.34945
60 97.36575 98.78501 98.04665
80 85.58254 90.9558 79.20676
100 69.67809 70.11424 65.1216

Figure 3 uses the data from Table 2, which compares the PDR before a blackhole attack and after one
and two blackhole attacks.
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Figure 3. PDR

Table 3 shows the end-to-end delay (The average time used by a data packet to be sent to the
destination). It is computed as the average of the specific end-to-end delay of every packet, thus extracting the
average end-to-end delay for the entire network). There were end-to-end delay increases in situations with
blackhole attacks as a result of dropping packets when receive packets by blackhole nodes.

Figure 4 which is drawn from above table’s information compares end-to-end delay before
blackhole attack and after one and three cooperative attacks:

Table 3.End-to-End Delay Comparison
No. of nodes No. of blackhole attacks Single blackhole attacks Cooperative attacks

20 0.003601 0.002206 0.022125
40 0.008627 0.008805 0.010446
60 0.007723 0.006791 0.00929
80 0.010548 0.016151 0.014682
100 0.014768 0.014717 0.017243
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Figure 4. Delay
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Table 4 shows throughput (defined as the ratio of the number of bits received over the time difference
between the first and the last received packets). For diverse situations. When entering the blackhole, nodes in
the network route request throughput increase. This implies that, after a blackhole attack, the number of data
packets that communicate are fewer than the number of control packets generated.

Table 4.Throughput Comparison

No. of nodes No.of blackhole attacks Single blackhole attacks Cooperative attacks

20 134357 136460.3 129131.2
40 308778.3 307389.1 304871.4
60 418781.9 424887 421710.5
80 490644.1 424347.6 454090.8
100 499438.3 353802.2 466776.1

Figure 5 uses data from Table 4, which compares throughput before a blackhole attack and after single
and cooperative blackhole attacks.
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Figure 5. Throughput

5. CONCLUSION

In MANETS, nodes depend on each other to keep the network associated. In this manner, unlike
customary wireless arrangements, such networks do not require any previous (settled) foundation, which limits
their cost and sending time. Hence, security in MANETS is the greatest concern when considering the
fundamental usefulness of such networks. MANETS regularly experience the ill effects of security assaults
because of elements such as open medium, dynamic changes to their topology, the absence of focal observation
and administration, helpful algorithms and no reasonable defence mechanisms. Blackhole attacks are an
interesting topic for many researchers.

Hence, in this work, we analysed the effects of blackholes in an AODV network. For this reason, we
applied an AODV protocol that behaves like a blackhole in the OMNET++ simulator (4.2.2). We simulated
three scenarios on 20, 40, 60, 80 and 100 nodes, where the simulation was completed using UDP packets. In
each situation, we assessed network performance before and after single and cooperative blackhole attacks.
We investigated the effects of blackhole attacks on network performance, noting that attacks increased the
number of dropped packets and decreased the PDR. Even when increasing the number of blackhole nodes,
dropped packets increased and PDR dropped off. Blackhole attacks increased the number of dropped packets
and decreased PDR in MANET performance.
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