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 This paper presents several Public Key Cryptography (PKC) algorithms 

based on the perspective of researchers‟ effort since it was invented in the 

last four decades. The categories of the algorithms had been analyzed which 

are Discrete Logarithm, Integer Factorization, Coding Theory, Elliptic 

Curve, Lattices, Digital Signature and Hybrid algorithms. This paper 

reviewed the previous schemes in different PKC algorithms. The aim of this 

paper is to present the comparative trends of PKC algorithms based on 

number of research for each algorithm in last four decades, the roadmap of 

PKC algorithms since they were invented and the most chosen algorithms 

among previous researchers. Finally, the strength and drawback of proposed 

schemes and algorithms also presented in this paper. 
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1. INTRODUCTION 

Cryptography is a technique defined in data security to ensure there is no unauthorized person to get 

the original message[1-2]. Generally, cryptography is divided to two categories which are private key 

cryptography and public key cryptography. Actually, in public key cryptography (PKC), the public key‟s 

recipient is used to encrypt the plain text to the ciphertext while the private key‟s recipient is used to decrypt 

the ciphertext to the original plain text [3]. In fact, the literature has shown a significant contribution to 

different PKC algorithm since the first scheme was invented since the last four decades. The PKC algorithms 

are analysed to see the trends of preferred algorithms in the previous studies. This paper is established to 

review the different public key cryptography algorithms to see research patterns for the last 40 years since 

they were invented. Thus, the main aim of this paper is to identify the significant PKC algorithm based on 

ranking or portion of research done in the last decade. The remaining sections of this paper is organized as 

follows. Section 2 presents the overview of public key cryptography algorithms based on different schemes. 

Then, Section 3 shows the findings obtained from the previous studies, and discussion about the trends, 

roadmap and the most chosen PKC algorithms among previous researchers. Next, Section 4 will conclude the 

research contribution in this paper.  

 

 

2. RELATED REVIEW 

A lot of methods and techniques were introduced and applied to make sure cryptography is success 

to be implemented. In public key cryptography, where two different keys are used to encrypt and decrypt 

respectively [4], many types of schemes were introduced. The schemes proposed by the previous researchers 
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use techniques that can be categorized under different group of algorithms. This section presents the PKC 

algorithms, the schemes proposed by the previous researchers in each algorithms together with the scheme 

techniques, strenghts and drawbacks. The schemes consist of Diffie-Hellman, RSA, McEliece, Goldwasser-

Micali, ElGamal, Elliptic Curve, Digital Signature, NTRU and GGH. Those PKC schemes were grouped 

under different algorithms based on their techniques used. According to [5] schemes are generally 

categorized into number theory based, lattices-based and codes-based. Basically, it can be divided into few 

categories of algorithms which are Discrete Logarithm, Integer Factorization, Coding Theory, Elliptic Curve, 

Lattices, Digital Signature And Hybrid. Each scheme was developed to fulfil users‟ needs such as to ensure 

the security of the scheme as well as to save space and time during data communication. Figure 1 shows the 

classification of PKC algorithms with the relevant schemes. 

 

 

 
 

Figure 1. Public Key Cryptography algorithms classification 

 

 

Discrete Logarithm problem is a mathematical problem that occurs in many settings and explains 

that it is tough to compute the exponent given a power in a known multiplicative group [3]. The schemes 

developed under Discrete Logarithm algorithm are Diffie-Hellman and ElGamal cryptosystem. Diffie-

Hellman was invented in 1976 that brought new direction of cryptography that introduced key exchange 

protocol which based on discrete logarithm problem [6]. Even the scheme is secure and fast, however, it was 

difficult to reverse the encryption process. Many researchers had improvised the original Diffie-Hellman to 

increase speed of key generation and to generate and exchange keys over an insecure network scheme by 

using simple arithmetic equations [7]. There are also schemes proposed to improvise the security of Diffie-

Hellman cryptosystem by reducing possibility of a known plaintext attacks [8-9] and man-in-the-middle 

attacks [10-11]. Meanwhile, from the security perspective, [12] cryptosystem was proposed to introduce 

digital signature scheme which is also based on Diffie-Hellman discrete logarithm problem and key 

distribution scheme. However, the key size should be large and the speed become slower. Several researchers 

had proposed their schemes to overcome the drawback of ElGamal cryptosystem [13-14] and to secure 

against mathematical and brute-force attacks [15]. On the other hand, RSA [16] and Goldwasser-Micali [17] 

cryptosystem are the popular schemes in Integer Factorization algorithm. RSA is based on the idea of 

factoring the two large prime numbers. The security of this scheme is depended on the difficulties to factor 

the numbers. Several previous researchers modified the original RSA scheme by increasing the number of 

private keys [18], use two public keys [19], use three prime numbers [20], use four prime numbers [21], and 

use „n‟ prime numbers instead of two [22-24].The modified schemes were proposed to increase the security 

as well as to increase the speed of encryption and decryption time. However, when the key size increased, it 

consumes more time for large files [25], [21]. Otherwise, Goldwasser-Micali cryptosystem introduced 

quadratic residuosity modulo composite integers where factorization is unknown. The security of the scheme 

relies on the quadratic residuosity harden. Nevertheless, one most important drawback of this scheme was 

required large number of random bits and produce large amounts of ciphertext [17]. In order to overcome the 

problem, several schemes had been introduced that are capable of encrypting one bit at a time [26]. Instead, 

the technique used in schemes grouped in Coding Theory algorithm are based on codes for example Polar 

codes [27] and Goppa codes [28]. One of the scheme in this algorithm is McEliece cryptosystem which was 

faster than RSA in encrypting and decrypting message [28]. Even McEliece has a fast polynomial time 
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decoding algorithm, it encrypts same message more than once and produce large key size which use of more 

space. Many earlier researchers improvised the existing scheme by decreasing the public and private key 

lengths [27], [29] , reducing the complexity of the scheme [30-32] and increasing the encryption and 

decryption speed [31]. 

Alternatively, lattices algorithm‟s technique is based on learning with errors assumption to solve 

shortest vector problem (SVP) and shortest independent vector problem [33]. The schemes under this 

algorithm includes Lattice-based, GGH, NTRU and Fully Homomorphic cryptosystem. One of the important 

criteria of lattices algorithm is it can contribute on saving the space by reducing the public key size [33-35]. 

Thus, because of the criteria it is also suitable for Internet of Things (IoT) devices [5] which is lightweight 

and has limited space. Other than that, lattices algorithm also has high security performance where it is 

suitable for cloud computing (GGH cryptosystem [36], Fully Homomorphic [37-39]) and public network 

which is the Internet (GGH cryptosystem [40], Lattice-based [41]). However, several researchers stated the 

drawback of their schemes which cannot achieve sufficient security without large parameters [42] and public 

key was too large for any practical system [43]. In contrast, basically Elliptic Curve algorithm was defined 

discrete logarithm problem which upgrade Diffie-Hellman Key Exchange protocol and provide small key 

size with faster implementation [44]. Then, several researchers improvised their schemes on security [45-48]. 

However, the schemes becomes more sophisticated and it requires more theoretical knowledge of 

Mathematics [49]. Moreover, the higher the security, the slower the encryption will be [50]. On the other 

hand, Digital Signature also one of the public key cryptography algorithms purposely making the receiver 

believes the message had been received from authorized sender without any modification during 

transmission. Digital signature consists of schemes which are Digital Signature Algorithm (DSA), Elliptic 

Curve DSA, Diffie Hellman DSA, RSA DSA, NTRU DSA and Hybrid DSA. Most of the schemes under 

Digital Signature algorithm were concentrate on security and space which also suitable for modern network 

office and link in online transactions [51]. Besides, because the schemes have smaller key size, it is suitable 

for constrained devices such as pagers, cellular phones and smart cards [52]. Moreover, these schemes also 

applied in different application such as email [53], short message service (SMS) [54] and cloud  

computing [55]. Hybrid algorithm basically provide the integration between public key cryptography and 

private key cryptography schemes [56-61]; between public key cryptography schemes [62] or between 

private key cryptography schemes [63]. Most of the schemes in Hybrid algorithm were focused on security 

and, security and speed because of the integration of different cryptography schemes will strengthen the 

security mechanism by combining the strengths of encryption of each form [58], [60], [63]. However, hybrid 

cryptography schemes have extra steps on encryption and decryption which give impact to the time  

required [62] and may contain problems on efficient computation and powerful encoding systems [56].  

 

 

3. FINDINGS AND DISCUSSION 

The literature survey was done on the previous research within last four decades. This is due to the 

form of public key cryptography which started in last 40 years with Diffie-Hellman and RSA schemes. This 

section shows the trends of previous studies in PKC algorithm. Other than that, this section also discussed 

about the roadmap of each algorithm which shows the popularity of it among researchers. Moreover, it also 

shows the most chosen algorithm among the researchers within last decade.  

 

3.1. Research Trends in Public Key Cryptography Algorithms 
Generally, this section is analyzing the research from all category of PKC algorithm within the last 

four decades. There are a lot of researchers‟ effort that contributes in cryptography field based on the amount 

of research. Table 1 shows the percentage of research in each PKC algorithm within the last four decades. 

From the total previous research, only 22% of the research done from 1976-2006, whereas 78% of the 

research came from 2007 until now as shown in the table. This situation shows that there is an increment in 

PKC research work for the last ten years compared to 30 years before it. From the year 1976 until today, it is 

illustrated that most of the previous researchers focused on Integer Factorization and Lattices algorithm with 

20% and 21% respectively. Whereas the percentage of research done in Discrete Logarithm algorithm is 15% 

out of the total research within the last four decades. Other than that, research done in Hybrid and Digital 

Signature algorithm take only 13% each out of the total pie chart. However, number of research done in 

Elliptic Curve and Coding Theory algorithm were the most less compared to the others which only 9% each. 

Besides, from the 22% of research done within 1976-2006, Table 1 shows that there is no study on Hybrid 

algorithm during that timeline. Moreover, number of research in Digital Signature also less which only 5% 

from the total research. However, during that time, researchers had focused on Lattices and Integer 

Factorization which take 32% and 23% respectively. This is due to the advantages of Integer Factorization 
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which has high security performance [25], [64], [65] and Lattices with the benefits on security and space [5], 

[33-34], [43], [66-67]. 

 

 

Table 1. Percentage of Research in PKC Algorithm 

Years 
Percentage 

of Total Research 
Percentage of Research Based on Algorithms 

Ranking on Chosen 
Algorithms 

1976 - Today 100% 

 

 

 

 Lattices 

 Integer 

Factorization 

 Discrete 

Logarithm 

 Digital Signature 

 Hybrid 

 Elliptic Curve 

 Coding Theory 

1976 – 2006 
(about 30 

years) 

22% 

 

 

 Lattices 

 Integer 
Factorization 

 Discrete 
Logarithm 

 Elliptic Curve 

 Coding Theory 

 Digital Signature 

 Hybrid 

2007 – Today 

(about 10 

years) 

78% 

 
 

 

 Integer 

Factorization 

 Lattices 

 Hybrid 

 Digital Signature 

 Discrete 
Logarithm 

 Coding Theory 

 Elliptic Curve 

 

 

Referring to Table 1, for the last ten years, the trends of preferred algorithm is look similar where 

Integer Factorization and Lattices still get more attention by the researchers even the percentage were 

decreased where it was only 19% and 18% respectively. This is because of research in Hybrid shows extreme 

increment from 0% to 17%. Other than that, research in Digital Signature also shows 10% increment. This 

situation shows that Hybrid and Digital Signature algorithm were extremely popular among researchers in 

this decade because it supports wireless technologies [58-59], Internet [63] and online transaction [61]. 

However, from the chart it also shows that lack of study on Elliptic Curve lately due to the requirement on 

theoretical knowledge of Mathematics [49]. Moreover, Coding Theory also shows the unpopularity among 

previous researchers because it requires large memory capacity [30] and provide large key size [28]. On the 

other hand, Hybrid and Digital Signature algorithm shows that the research in these algorithms were became 

more dominant within last ten years compared to the last thirty years before it, with the growth about 4% and 

2% respectively. However, Discrete Logarithm, Integer Factorization, Lattices and Elliptic Curve algorithms 

shows the drop percentage between last four decades and last decades with 1% to 3% decline. On the other 

hand, Coding Theory algorithm shows no difference between both pie charts with only 9% of the researchers 

that were interested in this algorithm within last four decades. Overall, Lattices and Integer Factorization had 

shown a high ranking among other PKC algorithms. 
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3.2. The Roadmap of PKC in Last Four Decades 

Figure 2 shows the roadmap of previous research done in different algorithm based on years. Based 

on the figure, there is an increment in number of research done for all PKC algorithm within last ten years. It 

found that in the last ten years, most of the researchers focused on the dominant algorithm which are Integer 

Factorization and Lattices. It also shows the same view where Integer Factorization and Lattices algorithm 

were focused within the first 30 years since the first scheme was invented. Nevertheless, even Hybrid and 

Digital Signature cannot compete with the dominant algorithms, they showed the highest increment for the 

last ten years. Thus, it seems that they are relevant in this modern daily life as can support wireless, Internet 

and online transaction applications. On the other hand, Coding Theory and Elliptic Curve algorithm shows 

only few number of research done in both different timeline, meaning that people are not interested on it. 

However, in other words, it can be stated that all the algorithms showed an increment in the number of 

research done previously. 

 

 

 
 

Figure 2. Number of research in PKC algorithm based on years 

 

 

3.3. The Most Chosen PKC Algorithm 

Figure 3 shows the two most chosen algorithms by the previous reseachers in last decade are Integer 

Factorization with 19% followed with Lattices algorithm with 18%. This is due to the advantages of the 

algorithm with high security level and computational time. 

 

 

 
 

Figure 3. Research on PKC algorithm in last decade 

 

 

Those schemes almost have similar advantage which is good in security. However, from the 

findings, the less chosen algorithm by the previous researchers are Elliptic Curve and Coding Theory with 

8% and 9% respectively. This is due to the weaknesses of those algorithm where it requires theoretical 

knowledge of Mathematics (Elliptic Curve) requires large memory capacity (Coding Theory). 
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4. CONCLUSION 

This paper is presented and explored several PKC algorithms to observe the development of these 

algorithm in since the last four decades. Based on the literature survey, it can conclude that public key 

cryptography research was very passive within 30 years since it was invented. However, in the last 10 years, 

the research in this area was so aggressively done. It is found that the most of the research were focused on 

Lattices (21%) and Integer Factorization (20%) algorithm. Overall, this paper contributes a platform for other 

researchers in PKC field to choose and use the appropriate algorithm based on the previous studies. In the 

next future effort, it is expected that few algorithms will be analysed in order to evaluate the strengths and 

weaknesses each of them.  
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