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1. INTRODUCTION

In cryptography, encryption is the process of encoding messages (or data) in such a way that
provides access only to the authorized parties and it safe from drudgers, hashers and hackers. In an
encryption scheme, the message or data (referred to as text) is encrypted using an encryption algorithm,
converting it into an unreadable coded text. Decryption is the reverse process to Encryption. In the proposed
system the encryption and decryption concepts is dealt using the musical notes that is represented by different
patterns over a music board (FRET) [1], [2]. The Cryptography algorithm uses the layout of the musical
notes on a finger board in standard tuning combined with a random key generated through a predefined
function similar to that of throwing a dice. The proposed algorithm provides a speedy secure system that uses
keys from two different platforms instead of using decimal numbers as both the keys [3]. This technology can
be used for securing online systems and for cloud computing systems as well that makes the servers
secure [4].

1.1. Background

This section includes an introduction to the musical board. Since the system deals with cryptography
it uses conversion of decimal numbers to binary numbers. Hence the user should be familiar with the
conversion of decimal to binary and vice versa.

1.2. Problems on Music Notes

A fret board also know as musical board consists of various divisions known as frets. Over each fret
board are the cords which when pressed against a fret produces a musical note. Each fret on a music board
produces a unique note on a distinct cord.
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6-String Guitar Notes
in standard tuning

1 3 5 7 9 12
E F F# | G G#| A | A# | B = C#| D |D#| E
B C# | D D#| E E F# | G G#| A |A# | B
( G# | A A# | B C |C#|D D# | E F F# | G
D D#|E F F# | G | G# | A A# | B C|C#| D
A | A# | B C C# | D [D# | E F F# | G | G# | A
E i€ F# |G | G#| A |A# | B | C C#| D | D#| E

Figure 1. Six-String Guitar Notes

2. PROPOSED SYSTEM
The System consists of a method to encrypt and decrypt messages using a combination of musical

notes and a dice.
2.1. Encryption

The algorithm starts by throwing a dice and selecting randomly (1, 2, 3, 4, 5, 6) and then the
corresponding note is derived whose position on the FRET will be the required fret (1 to 12).

Group = ((ASCII values of alphabet)-65)/7

Table 1 shows the division of alphabets into the group and the notes used to denote them.
Table 2 shows the ASCII encodings of English Alphabets.

Table 1. The Division of Alphabets

Note Group A B C D E F G
1 A B C D E F G
2 H 1 J K L M N
3 0] P Q R S T U
4 \% w X Y z 0 1
5 2 3 4 5 6 7 8
6 9

Group is selected from the data present in Table 1 and Table 2 the corresponding note is selected
according to the Table 1. Then the fret number is observed on the random string at which the corresponding
note is located, as shown in Figure 1. The final output contains the following parts:

Group number + (Fret Number + Dice Value) + Fret Number

The group number consists of 4 bits. If all the bits are 1 (i.e. 1111) then the encoded character is a
space. In case the first two bits are 11 then the encoded letter is a small case letter and if the first two bits
are 00 then it is a capital letter.

For Example: Encrypting a string “MeN"".
a) First a dice is thrown to select a random guitar string. Let 1 be the selected string for ‘M’.
b) Group Calculation: (77-65)/7=1.
c) From the table we can see that musical note corresponding to letter ‘M’ is ‘F’.
d) Now on string 1 musical note ‘F’ can be found on 1st fret. So M will be encoded as 1 2 1 in binary
i.e. 0001 0000010 0001.
e) For letter ‘e’ let the random string selected be 4.
f) Now the group selected will be 0 and corresponding musical note will be ‘E’ so on the third string

the ‘E’ note will be at fret number 2. So ‘e’ will be encoded as 0 6 2 converting to binary 0000

0000110 0010 but because of small case output will be 1100 0000110 0010.

g) Similarly taking random number for N as 6.
h) N will be encoded as 1 13 7.
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Table 2. The ASCII Encodings of English Alphabets

Decimal | Character Decimal | Character
65 A 97 a
66 B 98 b
67 C 29 c
68 D 100 d
69 E 101 e
70 F 102 f
71 G 103 g
72 H 104 h
73 | 105 i
74 J 106 i
75 K 107 k
76 L 108 1
77 M 109 m
78 N 110 n
79 [e] 111 [s]
B0 P 112 P
81 o] 113 q
82 R 114 r
83 5 115 s
84 T 116 t
85 U 117 u
86 A" 118 W
87 W 119 W
88 X 120 x
89 Y 121 %
90 Z 122 z

Hence the final code is:

Input Encrypted Code

M 0001 0000010 0001.
E 1100 0000110 0010.
N 0001 0001101 0111

2.2. Decryption
While decrypting first the input is observed. Set of 15 bits are considered if first four bits are not
1111. If first four bits are 1111(blank space) the next 15 bits are considered. Encrypted code is divided into 3
parts 4bits 7bits and 4bits. These set of numbers represent Group number with type, (Fret Number + Random
String) and Fret Number respectively. The first two bits of first set are considered to check the case of letter
(upper-00 or lower-11). The randomly generated dice value is calculated by subtracting third set of number
from second set of number. Musical Note is found according to the fret board diagram using the random
string number and the fret position in that string. Then using the Note and group number the code is
decrypted.
For Example: Let 0001 0000010 0001 1100 0000110 0010 0001 0001101 0111 be the input string.
1. To decrypt the above code, we consider the first 15 bits (first 4 are not 1111) and divide it into 4
bit-7bit-4bit.So for above code it will be: 0001 0000010 0001.
Since first two bits are 00, the letter is capital.
The group number is calculated by using the next two bits 01 i.e. Group 1.
Fret Number is found using third set of numbers 0001 i.e. 1 and Dice Value is 2-1=1.
So in 1st string on fret number 1 musical note is ‘F’.
. Then using the group table (Table 1) the character can be found as ‘M’. Hence the first character is
decrypted as ‘M’.
On further processing the code is decrypted as MeN.

o UTE W

3. RESULT ANALYSIS

The proposed algorithm worked fine in converting a 32 kb file and the time required was in
competence with the existing algorithms. The simulation result shown in Figure 2 exihibits the proposed
methodology gives better performance compared to DES but it takes more time as compared to AES and
RSA. The proposed system due to its multifactor encryption provides extra security as it uses multiple
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parameters to generate the key and decryption also uses multiple parameters which includes random number
dice function that makes the system more secure.

4,

Table 3. Conversion Time for 32kb File

Algorithm Name Encryption Time Decryption Time
DES 0.27 0.44
RSA 0.13 0.15
AES 0.15 0.15
Proposed algorithm 0.18 0.22

Time Required comparisons for different algorithms

[ ——
32 kb file conversion _
0.2 0.3 04 0.5 0.6 0.7 0.8

mProposed system ®WAES mRSA mDES
Figure 2. Time comparison graph for a 32kb file

CONCLUSION
In this paper the proposed system is a combination of two existing encryption environments and

hence provides double safety encryption to transfer a message to the receiver using the layout of a FRET
board as a key. Since the keys of FRET are unknown to most of the people it is difficult to decrypt and the
existence of a random number generation through dice provides extra safety for the algorithm.
For encryption of any alphabet six different codes are available, as a random string is chosen out of six
different strings using a dice. This increases the system security by a great extent. So the proposed algorithm
is very efficient and safe to use.
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