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Encryption it. Online voting (e-voting) needs to be deployed as more convenient,
E-votl_ng relatively secure and less resource consuming system. E-voting system
Security should ensure convenience for people to be able to access the system from

personal or public computer with security and confidentiality. The presence
of e-voting system with all the necessary security measures and convenience
can be a potential solution for low voter turnout at the polls. The presented
work demonstrates an online e-voting prototype system called SecureV. The
proposed model achieves specific tasks namely, maintaining the anonymity
of the voter, encryption of the vote, integrity check and avoids second time
voting.
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1. INTRODUCTION

In the current election process, a voter casts vote in voting stations. The voter is allowed to vote after
physical verification of necessary documents. Once, the documents are verified, the person is a given a ballot
which cannot be reused. The ballot does not reveal the actual identity. The traditional methods are established
and trusted by parties as the disruption is not easy. In the existing voting process, it is not easy to attack as
there is a greater chance of being caught and there will be physical evidence. As the new generation voters
prefer electronic voting, it has become the need of the hour. This is revealed in the survey done by the Public
Policy Institute of California. Internet voting is the choice of more than 50% respondents in the age group of
18-44 as per the surveys conducted. Security is the main concern as the network and internet related attacks
are untraceable at several occasions. Also, there are chances that attacks may be all around the world.
Educating voters is another issue with e-voting as. Users are not computer proficient and can’t use the e-
voting system easily. Educating the voters in using e-voting system is another issue. It cannot be assumed
that all voters are computer proficient and they will use the e-voting systems with ease. E-voting should be
designed in such a way that it should be easy to use.

E-voting delivers fast, convenient and cost Effective Service Delivery if all the security concerns are
addressed. E-voting increases the participation of people which is now drawback in the democracy. Current
systems use several security measures such as cryptography for secure communication. Technical and secure
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attributes of a good e-voting system include accuracy, verifiability, privacy, convenience, flexibility and
mobility [1]. A system can be called reliable and accurate if there is no chance for alteration of casted vote.
The system should also ensure that the validated vote cannot be eliminated. A System is verifiable if anyone
can independently verify that all votes have been counted correctly. A system can be called democratic if it
denies the voting by non eligible voter, provides voting option for eligible voter only once.

Growing interest has been observed in recent years in e-voting as it provides a way to make voting
more convenient and also increases the participation percentage in election process. Traditional systems have
to be replaced by e-voting systems in future. E-voting is the quickest, efficient, economical and efficient way
to conduct elections. In this work a new approach has been proposed for development of e-voting system
which is more secured and reliable. Figure 1 depicts the existing voting modes.
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Figure 1. Voting Modes

2. RELATED WORK

In the last decades, an enormous amount of literature on electronic voting has been developed.
As electronic voting concept is gaining momentum, efforts have begun to develop real-world
solutions [2], [3]. Electronic voting poses new challenges as the use of insecure Internet results in security
breaches [4]. These security concerns and challenges have to be resolved to increase the trust worthiness
of e-voting.

Universal verifiability concept was introduced by Sako et al., [5] that emphasizes the importance
of election audit by categorizing the verifiability. The e-voting studies apply 2 categories; individual
variability and universal verifiability. In individual verifiability, a sender can verify the reachability of his
message to destination but not of other voters. Universal verifiability is the category in which participants can
broadcast information that can be used by third party for verification whether the election was performed
properly or not.

It is not simple to implement e-voting in reality. Mercuri et al., [6] worked on the issues like
conflicts that arise between secrecy and accuracy requirements. Problems also pop up from the procedure that
is followed in current voting systems. There is still no voting system which can be called as safety-critical in
development and deployment as opined by some researchers [7]. Because of the proprietary nature of system
components and other factors, serious issues have been created in legally binding elections. As e-voting
needs network infrastructure, threats exist in various forms leading to untrustworthy systems. Threats such as
DOS (Denial of Service), malwares, worms, Trojan horses etc., have destructive impact on the availability of
the system. These can affect the availability of e-voting systems forcing the governments to conduct re-
elections. Worm replaces the portions of the data with random data and hence it is dangerous [8]. This can
bring down the integrity of voting system as there is a chance of it may affect the results of voting. Trojan
horses are destructive computer programs that delete or modify important files from computer. There are also
chances of password stealing and planting harmful viruses. This leads to fraudulent schemes.

Hari K. Prasad et al., [9] analyzed the security of electronic voting machines in India. The authors
opined that there is a need to reconsider mechanisms to achieve secured and transparent voting system that
suits national values and requirements. VVPAT (Voter verifiable audit trail) was suggested that is in use in
other countries. VVPAT combines electronic record stored with a paper vote record that can be audited by
hand. Electronic Voting Machines do not have updatable software but still VVVPAT can be added by
interposing on the cable between ballot unit and the control unit. There exists another option in the form of
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PCOS (precinct-count optical scan) where the ballot paper ballots are filled by voters, scanned by a voting
machine at the polling stations before they are placed in a ballot box.

The outcome of the literature survey is that there exists a solution for security concerns of electronic
voting but also indicate more secured, trust worthy system is needed for the present political conditions.

3. PROPOSED MODEL.: SecureV
3.1. System Model

The proposed model achieves four points: Anonymity of the voter, encrypted vote, integrity check
and restricting the eligible voter to cast the vote only once. There are mainly two user types for voting portal
usage. One as administrator and other as voter. The administrator tasks include creation of candidate list and
registration of voter. The anonymity of vote casting is maintained for all voters. Secret ballot is
a voting method in which a voter's choices in an election or a referendum are anonymous. In the proposed
work, this is achieved by sending a secret key to voter. This key is used for logging to voting portal. Once the
voter logs in, the voter is provided with the list of candidates. Once the vote is casted, the vote is encrypted
and stored. The voter cannot cast the vote again as the portal does not permits. Table 1 depicts additional
information of the process followed.

Table 1. e-voting process in SecureV Model

Activity Role Technical aspect
Voter Registration Administrator e Secret key is generated
Candidate List Preparation Administrator
Voting Voter Vote is encrypted using public key and stored

Anonymity is maintained

Vote is decrypted using secret key
Integrity check done

Corrupted / Manipulated vote not counted

Vote Counting Administrator

The voting server has been built with the following strengths:
a) Access control mechanism allows access to the voting server if at least two different users are logged on.
b) Comprehensive audit data availability in the server.
¢) No provision to know the voting process except number of votes casted so far.
d) Servers stops in case of irreversible problems.
The voter interface has the following functionality:
1) Identification and authentication of voter.
2) Initiating the polling possible only once.
3) Resume polling after recovery in case breakdowns.
4) Perform self-checks.

3.2. Technical Aspects of the Model

The model used asymmetric cryptography where the system uses pairs of keys: public keys and
private keys. Public keys are disseminated widely and private key is known only to the owner. Vote
encrypted with public key can be decrypted only with private key. The private key cannot be practically
derived from the public key. Figure 2 indicate the asymmetric cryptography process.

Woter! Public Voter1 Secret
Key Key
Vote casted Ciphertext Wote casted
by Voter1 by Voter1
{original) Encrypion Decryption {onginal)

Figure 2. Asymmetric Cryptography

The voter cannot cast the vote for second time as the portal does not allow it. Once the voting
process is over, the administrator decrypts the votes using secret key and vote counting is done. Prior to this,
integrity check is done to ensure that no vote has been manipulated. An integrity check module has been
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integrated in the portal with built-in intelligence. Figure 3 provides the two screenshots of the application
developed.
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Figure 3. Screenshots of the applicatios

3.2.1. MD5 Algorithm

Integrity check is done using MD5 algorithm. The MD5 function algorithm takes an input of
arbitrary length and produces 128 bits long message digest. The digest is also called as "hash" or
"fingerprint” of the input. MD5 is suitable for integrity check of the votes casted using voter interface.

128 Bit Constant Message bits (Multiples of 312 bits)

512 bits

512 bits

Figure 4. MD5 hashing algorithm

MD?5 algorithm hashing process:

a) The message is padded to make its length 448 bits or 512 bits. Padding is also performed even if the
message length is already 448 bits or 512 bits. This is achieved by adding “1” bit to the message and
appending “0” bits so that the length becomes congruent to 448 mod 512. Minimum one bit and
maximum 512 bits are appended.

b) MDS5 uses 32 bits length words that constitute buffer which are named A, B, C & D. These words are
initialized as
word A: 01 23 45 67
word B: 89 ab cd ef
word C: fe dc ba 98
word D: 76 54 32 10

c) MDS5 uses a table K that has 64 elements. The following function is used to compute elements.

Ki = abs(sin(i + 1)) * 232 where Ki is the element number i.

d) MDS5 also uses four auxiliary functions. Each of these functions takes 32-bit words as input and produces
one 32-bit word as output. Logical operators AND, NOT, XOR and OR are used for processing.
F(X,Y,Z) = (X and Y) or (not(X) and Z2)
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G(X,Y,Z) = (X and Z) or (Y and not(2))
H(X,Y,Z) = X xor Y xor Z
I1(X,Y,Z) =Y xor (X or not(2))
e) Buffers (A,B,C,D) content is mixed with the words of the input using auxiliary functions. After
completion of all rounds, the buffers A,B,C D contain the MD5 digest of the original input.

3.2.2. Homomorphic Encryption

For encryption, homomaorphic encryption has been used. In homorphic encryption, useful operations
can be performed on encrypted values without decrypting them first. Given cipher texts that encrypt my, . . .,
m , any one can generate ciphertext that encrypts f(mi, . . . , m) for any desired function f, as long as that
function can be efficiently computed. The original message would be the AES key encrypted under some
public key pkl, the homomorphic function decrypts the AES key under pkland encrypting it again
under pk2. In this model, AES key, KK, is encrypted under public key pkl, that is, Encpa(K). If ffis
designed to decrypt cipher texts using the corresponding secret key, that is, f(ski,Encpa(K))=K, the equation
indicate the transformation without affecting the original information.

f(Encpka(sk1), Encpk2(Encpki(K)))=Encpko(K) (D)

Advanced Encryption Standard (AES) algorithm used in the model accepts the bock size of 128 bits
and choice of three keys — 128 bits, 192 bits and 256 bits. The encryption consists of 10 rounds for 128 bits,
12 rounds for 192 bits and 14 rounds for 256 bits.

These technologies strengthen the proposed e-voting system with availability, integrity and
confidentiality. Figure 5 indicate the building blocks of the proposed system.

Availability

Figure 5. Building blocks of e-voting system

 Integrity implies protecting against data correction. In the proposed model, this is achieved MD5 hashing
algorithm.

» Confidentiality implies securing individual protection and restrictive data. This is achieved using private
key concept.

+ Availability implies guaranteeing convenient and dependable access to, and utilization of data.
The proposed model incorporates this using easy to use voter interface and secured server.

4. CONCLUSION

In this work, a new approach has been developed for e-voting process that takes care of all required
security concerns. The SecureV model has improved built in security measures that can improve the
trustworthiness of e-voting process. The proposed model stands out among existing techniques in terms of
reliability, usability, voter friendly and easy process flow. This can be cost effective also compared to other
models. The proposed system can be a potential candidate for e-voting systems under consideration.

A future work is planned to include additional security measures and improving the user interface
design. The planned work also includes voice input at voter interface end.
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