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ABSTRACT

Article history:

Supervisory control and data acquisition (SCADA) has an important role in
communication between devices in strategic industries such as power plant
grid/network. Besides, the SCADA system is now open to any external
heterogeneous networks to facilitate monitoring of industrial equipment, but
this causes a new vulnerability in the SCADA network system. Any
disruption on the SCADA system will give rise to a dangerous impact on
industrial devices. Therefore, deep research and development of reliable
intrusion detection system (IDS) for SCADA system/network is required.
Via a thorough literature review, this paper firstly discusses current security
issues of SCADA system and look closely benchmark dataset and SCADA
security holes, followed by SCADA traffic anomaly recognition using
artificial intelligence techniques and visual traffic monitoring system. Then,
touches on the encryption technique suitable for the SCADA network. In the
end, this paper gives the trend of SCADA IDS in the future and provides a
proposed model to generate a reliable IDS, this model is proposed based on
the investigation of previous researches. This paper focuses on SCADA
systems that use IEC 60870-5-104 (IEC 104) protocol and distributed
network protocol version 3 (DNP3) Protocol as many SCADA systems
use these two protocols.
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1.

INTRODUCTION
Cyber-attacks on industrial control system (ICS) including supervisory control and data acquisition
(SCADA) tend to increase, with more diverse and sophisticated techniques [1]. These phenomena attract
researchers to give more special attention to SCADA security issues [2]. The overall infrastructure in the
industrial system, from field equipment to interconnection between control networks and field equipment
controller such as programmable logic controller (PLC) is attempted to be protected [2]. SCADA security
becomes a crucial issue due to the needs to quick and efficient access onto SCADA system currently
available in the global market, so push the network service providers to provide and increase the capability of
SCADA infrastructure to be accessed from the external heterogeneous network [3]-[5]. The need for more
openness of the SCADA system opens up vulnerabilities in the SCADA system itself, as in research
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conducted by [1], [3], [4]. Researchers reveal security gaps in the SCADA system protocol itself that allow
attackers to perform various attack scenarios on the SCADA system [6], [7].
Research work that aims to study the traffic data in the SCADA system have been carried out by [8].
The researchers investigate the normal traffic of the international electrotechnical commission (IEC) 104
protocol in the SCADA system. The research outcome contributes towards the development of defence
model against the attack. Researchers in [9] find out an anomaly on the SCADA traffic when an attack on
IEC protocol occurs.
Another research work in [10] uses a modelling technique called coloured petri nets (CPN) on
DNP3 protocol and find the weakness in the security protocol used to broadcast message (DNP3-SA
protocol). From the facts found in the experiments, the researchers in [10] conclude that SCADA needs an
early alert system against any attacks on SCADA network, which is an intrusion detection system (IDS).
However, there is a big challenge that obstructs research on IDS on SCADA system/network, which is the
limitation of the available dataset [11].
This paper raises the issues related to IDSs in the SCADA network/system and gives a deep
discussion on their security mechanisms through literature analysis. This analysis will increase the awareness
of the security threats faced by the industrial world that implement SCADA system as the controller of
equipment on their production processes. Besides, this paper will also discuss the issue of datasets that are
currently an obstacle in SCADA security research, and then provides information on the crucial points on the
SCADA network that can be used by attackers to explore malicious actions that may occur on SCADA
systems. At the end of this paper, a conclusion from the discussion on the issues will be drawn, and things
necessary to be done in the future to increase IDSs capability for SCADA system are recommended.

2.

ANALYSIS OF ISSUES ON SCADA SECURITY
This section discusses issues related to SCADA security and factors that obstruct researches on
SCADA security, such as the issue of vulnerability in the SCADA system and issues in the dataset. At the
end of the section, based on the analysis and summary of the previous researches, the authors provide a
general topology that reveals the crucial points that may be utilized to exploit the SCADA system.
2.1. Vulnerability issues of SCADA system
The more worrying cyber-attacks on SCADA networks, especially on strategic SCADA system such
as an energy industry network will cause a dangerous impact on industrial devices. This worry was illustrated
by a research carried out by Samtani et al. [12]. The researchers conduct research on search engine
SHODAN and use text mining technique involving 578,000 out of 627,000,000 devices connected to a
SCADA system through the internet of things (IoT) network. The finding was 37,845 devices are detected
susceptible with various levels (critical, high, moderate, and low levels). The susceptible level is measured
using Nessus software.
Researchers in [7] conduct experiments on attacking SCADA network, running IEC 104 protocol
and the network is connected to the external heterogeneous network including IoT networks and find out
holes for attacks. The researchers successfully perform IEC-104 flooding attack packet, TCP SYN DoS
attack, unauthorized access, dan MiTM IEC 60870-5-104 isolation attack. This successful attack shows that
opening the SCADA network connection that previously as closed network to other network running
different protocols such as TCP/IP as stated by researchers [13]-[15] and IoT network protocols will open
security holes of the SCADA system [16].
The weakness of the SCADA protocol itself can be a hole to be used by attackers to exploit the
SCADA system as a result of research works on SCADA broadcast protocol DNP3-SA [10], [17]. The
DNP3-SA protocol uses HMAC mechanism for the security; however, the mechanism is not so good enough
in securing the broadcast message where the attacker is able to alter the broadcast message on DNP3-SAB
protocol [17].
Researchers in [18] find out that by using supervised machine learning algorithm support vector
machine (SVM), the encrypted data packet in SCADA network running DNP3 protocol can be classified.
Thus, a man-in-the-middle (MiTM) on communication link can capture as well as remove the encrypted
DNP3 packet data that already selected by the SVM, this is due to the opening of the SCADA connection to
the Heterogeneous networks. Figure 1 illustrates the effect of SCADA network interconnection to external
heterogeneous network as described by the above previous works [18].
2.2. Dataset issue
Researchers need solid benchmark dataset to support research on reliable IDS development.
Wang et al. [19] find out many incorrect datasets because existing datasets were created with a lack of proper
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evaluation. Research work in [19] examines in depth the evaluation of the dataset that have five specific
elements; input, controller, output, network, and attack. These elements are applied to a condition of the
normal packet data and attack packet data on a testbed environment that represents the actual system.
Ongoing Research on SCADA system is presented by Gómez et al. [20] about the methodology to generate
anomaly detection datasets, the methodology is composed of four steps: attack selection, attack deployment,
traffic capture and feature selection. The first and second steps indicate which and how to launch the attacks
in the testbed, whereas the third and fourth steps deal with the capture of network traffic from the testbed and
the extraction of relevant features.
Since the lack of available proper SCADA attacks dataset that publicly available, Maynard et al.
[11] develop a SCADA network testbed that running IEC 104 protocol for creating a proper dataset. It
consists of 9 hosts: 1 unit as human machine interface (HMI), 1 unit as data historian, 5 units as remote
terminal units (RTUs), 1 unit as man in the middle (MiTM) attacker, and 1 unit as reconnaissance. The
researchers use the attack scenario with MiTM attacker that targets the IEC 104 protocol by changing the
cause of transmission (COT) value to an invalid value. The work focuses on the MiTM type of attack for
changing the (COT) value, however many other attack types are carried out by other research works, such as
in [9] which uses DoS Attack on IEC 104 protocol, and in [18] which uses injection and dropping attack on
DNP3 protocol, researchers in [21] conduct experiments on reconnaissance, injection, masquerading, replay,
and flooding attack on DNP3 protocol. In this case, the dataset used by [11] is not suitable for the use in other
attack scenarios.

SCADA Network
Protocol

Heterogeneous
Network

New Vulnerability
on SCADA System

Figure 1. Effect of SCADA network interconnection with the heterogeneous network
2.3. Vulnerability SCADA on heterogeneous network
This section describes the general overview of security holes of the SCADA network that can be
exploited to launch an attack on the SCADA system/network by using Figure 2 as an illustration. To make
the observation easier the authors put five crucial points: A, B, C, D and E in Figure 2. The five points are the
vulnerability holes where the attacker may use them to launch various attacks scenarios. Thus, to defend the
network from the attacks, those points are selected to put IDS alarm sensors so the deployed IDSs become
more efficient. Section 3 explains the details of the analysis for each point.
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Figure 2. SCADA network topology example to describe security issues in the SCADA system
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3.

SECURITY ANALYSIS
In general data packet of SCADA protocol will be encrypted in TCP protocol before transmitted.
[13], [15]. Therefore, the procedure to deploy an IDS on the SCADA network is not so different from the
deployment on general TCP/IP networks. Nevertheless, before building and deploying an IDS on SCADA
network, we have to know normal patterns of TCP data packets that contain SCADA protocol packets before
understanding the data packet that contains an attack packet as proposed by Lin et al. [8] in understanding
IEC 104 traffic patterns and Hodo et al. [9] for anomalies in the SCADA system on the IEC 104 protocol.
Subsection 3.1 discusses details of security holes in the five crucial points in Figure 2 that are used
as a backdoor to exploit the SCADA system, subsection 3.2 discusses how the IDS alarm sensors are set up
on those five points, so the IDS can work efficiently and accurately for detecting anomalies in the system
SCADA networks and subsection 3.3 proposes a model for a future study to generate reliable IDS in the
SCADA system.
3.1. Vulnerable points on general SCADA topology
The first vulnerability is at point A, where this point located in the area that having physical devices
such as RTU device, HMI, and historian server as shown in Figure 3. MiTM attacker resides in the
communication link can perform data dropping and change [18]. Besides, attack in the form of physical
device attack most probably may happen in this point, since the attacker has already in the network that
directly connects to the physical devices [7]. At this point, the attacker is able to monitoring and controlling
industrial physical devices.
Point B is the closest location to the field area, monitoring and controlling are done by utilizing the
SCADA protocol which is encrypted into the TCP protocol on a closed network, point E is a heterogeneous
network located at the head office or branch that can perform monitoring and controlling PLC devices
through the internet with VPN and tunneling lines. Point B and E on Figure 4, an attack that may happen is
the attacker will try to find SCADA system vulnerabilities to penetrate the SCADA network/system and
perform malicious activities.
As described in [7], possible attacks at point B and E that may happen are unauthorised access, DoS
attacks and traffic analysis attacks. Attack to physical devices can be done from this point if the network
device in this point is given access to control to the connected physical devices. Point C and D on Figure 5
the possible cyber-attack that may happen as discussed in [12] where the attacker looks for security holes on
the SCADA system through an internet connection, especially on point D, where usually devices on this
point only can monitor the status of physical devices.
In the case of an attack against user monitoring activities on this point, the attacker will perform
Unauthorised Access attempt or be incognito as a device registered in the system to observe the activities of
SCADA devices, in such a way, the attacker then expects to be able to identify the location of the physical
device and observes any holes on the network that directly connect to the physical devices then trying to
control industrial physical devices. DoS attacks at point C and D cause the performance of network devices
not working optimally and can affect the communication connection between point E to point B which will
be disrupted referring to the SCADA topology in Figure 2.
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Figure 3. Vulnerable in the field area
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Figure 4. Vulnerability in the heterogeneous network in a SCADA topology
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Figure 5. Possible cyber-attacks against SCADA system from the internet

3.2. Intrusion detection system alarm placement
Research works on IDS over SCADA system/network have been carried out including research
works by [22]-[27] that use machine learning techniques, deep learning technique and IDS platform such as
Suricata and Snort in the power plant and water treatment industry that uses the SCADA communication
protocols on their SCADA systems. Various researches on IDS SCADA have been carried out, such as
research by [22] that find out how to detect abnormal traffic in the generic object oriented substation event
(GOOSE), manufacturing message specification (MMS) and sampled measure value (SMV) protocols used
in the SCADA communication protocol. The use of machine learning algorithm to generating IDS on
research by [23] explains how to use support vector machine (SVM) and deep belief network (DBN) to
detect attacks on the combined SCADA-IoT platform. Research conducted by [24] explains how to classify
attack data traffic and normal data traffic using SVM and RF algorithms to build IDS and then compare them
along with the random hyper-parameter search results. Other studies [26] uses machine learning to produce
IDS and performs comparisons of several machine learning algorithms, namely logistic regression (LR),
random forest (RF), naive bayes (NB), decision tree (DT) and K-nearest neighbor (KNN). This work set up a
testbed based on the SCADA system for water treatment and distribution with the results of the KNN as the
algorithm that has the lowest performance in detecting attacks carried out in their experiments. Research
work carried out by [25] simulates IDS on the SCADA framework to detect attacks on SCADA systems
using Suricata and Snort to find which platform is suitable for detecting attacks on the framework used.
Research that uses deep learning as an algorithm to build IDs on a SCADA system was carried out by [27]
using the convolution neural network (CNN) algorithm to produce high accuracy in characterize salient
temporal patterns of SCADA traffic and identify time windows where network attacks are present.
Other research works elaborate on attack patterns on the SCADA network include [9], [28], [29].
Nevertheless, those research works do not discuss the placement of the IDSs on SCADA network. Accurate
placement of IDS sensors will produce a good early warning system for any SCADA network, so will
minimize the disruption in the network/system by anticipating the attack entry points of the SCADA system.
Figure 6 shows the locations for the IDS sensors be referring to a discussion on Figure 2.
A study on normal traffic pattern of SCADA network as conducted by research works in [9], [28],
[29] is required to distinguish attack traffic pattern from normal traffic pattern [8]. IDS 1 in Figure 6 will
Indonesian J Elec Eng & Comp Sci, Vol. 22, No. 2, May 2021 : 874 - 883

Indonesian J Elec Eng & Comp Sci



ISSN: 2502-4752

879

detect attacks on physical devices that probably can remove even alter data packet on the SCADA system
resides on the communication link of the SCADA network. As explained by the research work in [18], IDS 2
will detect cyber-attack on points A, B, C and D then IDS 3 will detect cyber-attack on point E of Figure 2.
IDS 2 and IDS 3 detect unauthorised access, DoS attacks and traffic analysis attacks.
The placement of the IDSs aims to minimize the false detection and to make the deployed IDSs on
SCADA network become more effective in detecting any anomalies on the SCADA network. Figure 7 is an
illustration of how the IDS sensor works on the network like a SCADA network, the IDS sensor will detect
abnormal data frames in data traffic on the network.
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HMI (Human Machine Interface)

Historian Server
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Figure 6. IDS sensor placement on SCADA network testbed example
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Figure 7. IDS sensor illustration in SCADA communication channel
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3.3. The proposed model to generate reliable IDS
Figure 8 depicts a proposed model for our future study to build a reliable IDS. To get a good and
proper dataset the main issues are on the setting of actual environment and actual attacks [19]. The main
components of the dataset are the normal traffic and attack traffic. In the proposed model, the activity in
creating dataset will pay attention to input, controller, network and attack scenarios used.

Input

Controller

SCADA Testbed

Raw DATA
(SCADA Traffic
Data)

Network

Data Exploration
and Preparation

ATTACKING
SCENARIOS

Feature
Extraction

Implementation
Machine Learning/
Deep Learning
Algorithm approach

IDS Simulation
and Testing

High False Alarm

Low/High
False Alarm

Low/No
False
Alarm

Reliable
Intrusion
Detection
System

High False Alarm

Figure 8. Proposed model for future study to generate reliable IDS for SCADA system
The Input section uses a device that carries out commands to provide certain conditions. In the
SCADA system, the examples of input devices are sensor and human machine interface (HMI). In this
model, the system will be created in a real environment on a laboratory scale so that it will produce real
normal traffic data in the dataset. The controller device on the SCADA system is the main device component
which is used to read inputs and generates outputs based on the program being executed. In the SCADA
system, the controller device is PLC. The same as the input, the controller device will determine the quality
of the dataset that will be generated. The network is a combination of input, controller and output which will
simultaneously affect the real conditions in the model generated in the form of normal data packet traffic. In
the case of the SCADA network, the system is the communication protocol used. After being able to produce
normal data traffic patterns, an attack scenario is carried out to generate an attack data traffic pattern based on
the scenario described in subsection 3.1 after security holes have been identified so that the attack scenario
can be based on the vulnerability. The scenarios of attacks are executed to generate the attack data pattern on
a dataset and will be based on the location of the vulnerability holes in the SCADA topology as presented in
Figure 6, so that accurate attack data patterns will be obtained for the dataset.
The raw data generated from the scenarios carried out on the testbed will then be followed by the
process of extracting features that had previously been done in data preparation. After the features of normal
data traffic patterns and attack data, traffic patterns were obtained then feature selection algorithms that uses
artificial intelligence techniques are deployed to build the IDS and conduct experiments with simulation to
determine which artificial intelligence algorithm has a high level of accuracy and low false alarms.
The IDS models will be built were trained and generated to detect attack attempts on SCADA
Network by using the training data. Consequently, the performances of the models were calculated. Table 1
depicts true positive (TP), true negative (TN), false positive (FP) and false negative (FN) statistics are used
for the evaluation of model performances. Table 1 can be explained in the below items.
TN : Actual Normal is classified as normal.
FP : Actual Normal is classified as attack.
FN : Actual Attack is classified as normal.
TP : Actual Attack is classified as attack
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Table 2 depicts accuracy, recall, precision and F1 score performance metrics are calculated using the
statistics of the confusion matrix. The ratio of correctly predicted observations is accuracy, while precision
means a ratio of correct positive observations. The recall is a proportion of correctly predicted positive
events. F1 score signifies the weighted average of precision and recall.

Table 1. Confusion matrix
Actual Class\Predicted Class
Normal Data
Intrusion Activity

Normal
TN
FN

Attack
FP
TP

Table 2. Performance metrics
Measure
Accuracy
Recall
Precision
F1 score

Formula
(TP+TN)/(TP+FP+FN+TN)
TP/(TP+FN)
TP/(TP+FP)
2TP/(2TP+FP+FN)

4.

CONCLUSION AND FUTURE WORK
As discussed, and agreed by many researches works on the threats against SCADA system security,
it is concluded that the more we open the SCADA system towards external heterogeneous networks the more
vulnerabilities are created that harm SCADA systems used by strategic industries. Therefore,
countermeasures and steps to secure the system are required including the use of IDSs to detect an anomaly
that happens in the SCADA system. However, to deploy reliable IDS a comprehensive and proper dataset is
required. The correct IDSs placement may become an effective step in detecting attacks. Next, a study on
recognizing SCADA network traffic pattern using artificial intelligence techniques is so important in which
later on the recognition engine to be incorporated into visual attack detecting/monitoring software for future
SCADA network/system. Improving the encryption methods ability that works well on SCADA system
communication also becomes an aspect that can strengthen the SCADA system security. Both, the intelligent
visual traffic monitoring as well as improved encryption techniques will become research focus of the future
SCADA system security. In the near future, we plan to generate a new dataset with focus on DNP3 and IEC
104 protocols, which is widely used in industry, using testbed by paying attention to input, controller, and
attack scenario. This testbed will simulate the SCADA System in the power plant industry based on the
system of the power plant industry in Indonesia. The generated dataset will be used to build IDS using a
machine learning algorithm or a deep learning algorithm approach.
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