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 India’s electrical power system grid also known as the power grid is serving 

us from a very long time. In this duration, there were no major developments 

or changes reported in the power grid system. Electrical power consumer 

demand is increasing drastically and the present grid system is not able to 

fulfil these emerging requirements. To fulfil the requirements of future power 

load, we need a modified system which has to be reliable, secure, intelligent 

and efficient. By converting the power grid into the smart grid will be a 

promising solution for adopting the above properties. Communication 

Infrastructure is a major part of the smart grid. The end-user can reduce their 

expenditure on electricity demand by using smart home appliance, to keep 

away from the rush hours and also make use of the renewable energy instead 

from utility, is a great example of deployment of internet of things (IoT) in 

grid communication. In this paper, we have provided a survey of different 

communication technology, applications, benefits and challenges in 

communication infrastructure, spatially IoT. 
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1. INTRODUCTION 

Smart grid is an electrical grid with automation, communication and knowledge systems that can 

monitor power flows from generation to consumption and control the power flow to match generation in real 

time [1]. Due to change in global conditions and growing populations over the past decades, there is increase 

in clean energy demand on global basis. The rising electricity demand means the nonlinearity in power 

transmission and distribution network, and congestion, outage, fluctuation in voltage and frequency are the 

measure issues that becomes cause of blackouts [2]. Smart grid has self healing property equipments that 

have real time data to decrease system outage and losses, voltage level fluctuations etc [3]. Moreover, the 

global integration of renewable energy sources with main electricity generation system has great initiatives in 

this century, such as integration, stabilizing system voltage, and increment in energy storage devices, these 

issues also come under challenges [4]. The key aspect of the smart grid is more reliable and quick data 

information for efficient delivery of power from the Generation to distribution. The communication 

infrastructure is an important part of smart grid. By using communication technologies, all the necessary 

information about power generation to consumption and from consumer to generation station could be 

collected and analyzed for smart operation of grid [5]. Information such as amount of power transmission, 

distribution losses and consumption and fault location etc could be analyzed by bidirectional communication 
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between fields connected smart meters, which is called as advanced metering infrastructure (AMI). AMI is a 

key component of smart grid [6]. To control and measure the abnormal parameters value, self healing, 

transfer reliable bidirectional information between smart meters and power consumption; deployment of 

internet of things is necessary [7]. Smart grid has numerous optimistic qualities such as: 

 Real time monitoring and control and automatic fault management and quicker restoration. 

 Improved energy management and control and in-house real time data consumption displays. 

 Tracking and managing energy usage at consumers end and conserve electricity. 

 Real time information facilitates by wireless and cellular technologies. 

Today’s electric-power-system has vertical structure, one-way information flow and centralized 

energy production from generation to distribution and centralizes system, whereas smart grid is a decentralise 

grid, bidirectional flow of information and has non vertical structure [8]. Past grid monitoring, diagnostic and 

controlling systems are usually realized through wired communications [9]. However, the wired monitoring 

systems require expensive communication cables to be installed; therefore, wireless communication plays an 

important role in monitoring and diagnostic to get better system reliability and effectiveness by optimizing 

the management of electric power systems with price effective aspects [10]. Smart grid has active customer 

participation; it has automatically detected the problem and responds faster means generally focus on 

prevention of fault [11].  

Smart grid is a modern electric power system infrastructure for enhancing efficiency and reliability 

through the system using automatic metering infrastructure that has automated control for high-power 

converters, modern communications infrastructure, sensing and metering technologies, and modern energy 

management techniques [12]. The recent communication abilities of the active grid are limited to small-level 

system monitoring and control, such as power-line communications [13]. It has sluggish response to power 

quality issues, modest incorporation of processing data through quality supervision. Smart grid system helps 

to reducing the transmission and distribution losses using real time monitoring and control capabilities of 

communication technologies to transfer electricity in a more effective and reliable way [14]. The system state 

evaluation and control are important concern to make sure that about smart grid stability and reliability [15]. 

A Comparison is based upon diagram is shown below in Figure 1. Nature of smart grid over the past grid as: 

 The end user is involved and participative in the grid operations. 

 Non vertical power distribution system with integration of renewable sources of energy. 

 Focus on preventive maintenance of system and resilient to cyber attacks, rapid restoration abilities. 

 Integrated algorithm for optimization and efficiency. 

 

 

 

 
 

Figure 1. Traditional grid and future smart grid 
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2. COMPREHENSIVE THEORETICAL BASIS 

Different communication technology has different characteristics. To choose a particular 

communication technology for different power subsystem, a systematic study is necessary to complete the 

application requirements with the technical aspects [16]. This three-layered construction comprises a Wide 

area network (WAN), local area network (LAN) and personal area network (PAN) [17]. According to 

distance of field, speed of information exchange and collecting data with small delay, smart grid 

communication infrastructure in the smart grid system can be shown by a layered construction, as given in 

Figure 2. 

 

 

 
 

Figure 2. Specification required for communication network architecture in smart grid 

 

 

2.1.   Wide area network 

WAN offers two-way communications for intelli grid generating substation control centre, 

transmission substation control centre to distribution substation control centre. All real time information at 

the substation is delivered by WANs using SCADA, RTUs, smart meters and sensors which are connected to 

grid [18]. WAN can be implemented using a variety of communication technologies, these are fibre, Power 

line communication (PLC) etc. Optical fibre also used for data exchanging between subsystem substations 

high transmission capacity and small delay [19]. 

 

2.2.   Local area network and neighbourhood area network/field area network 

According to the distance between distribution grid, LAN is also used to transfer real time 

information. It supports real time energy consumption data from customers in a neighbourhood to a utility 

[20]. Various communication technologies come under this network, for instance ZigBee, WLAN, PLC and 

several extensive-distance communication technologies [21]. 

 

2.3.   Personal area network  

Home area network and building area network comes under the personal area network, they provide 

wireless communication to sharing information amongst all customer on the utility side [22]. PAN provides 

real time information from the end-user side. A personal area networks are containing selection of IoT 

devices, such as a home entrance, smart meters, sensor, smart home appliances for home automation and 

electric vehicles [23]. For a Reliable operation in smart grid from generation to consumer end, real-time data 

transfer by WAN/MLAN/HAN/PAN/NAN are analyse and control by smart grid, as shown in Figure 3. 

 

2.4.   Overview of different types of communication technology 

A communication technology plays an important role in smart grid communication infrastructure. It 

is heart of smart grid, without two-way communication, smartness of the system not possible. Future smart 

grids will be more intelligent, more autonomous and better integrate demand-side DERs [24]. 

Communications technologies supported by both communications, employed in real information 

communication connecting all electrical appliances placed in grid such as smart meters, sensors, PMUs etc. 

The main advantages of wireless technologies over wired technologies, such as low-cost, use fewer 

infrastructures, easiness in connection, mobility, high data speed, less magnetic effect [25]. However, some 
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disadvantages like noise interference, nature of transmission path causes attenuation, the life of the battery. 

Conversely, wired communication has less interference problems and it’s free from particular frequency band 

[26]. Because of same unlicensed ISMB and interference occurs amongst other 2.4 GHz wireless networks, 

such as WLAN, ZigBee based wireless technologies. The difference between communication technologies 

has been shown in Table 1 [27]. 

 

 

 
 

Figure 3. Proposed communication network architecture 

 

 

Table 1. Comparison of wired and wireless communication technology 
Parameter Wired Communication Wireless Communication 

Speed of operation Low High 
System bandwidth Low High 

Cost High Low 

Installation Difficult Easy 
Mobility Zero Flexible 

Network coverage extension Cover a particular distance Cover large distance 

Channel Interference No Present 
Reliability High High 

QoS Less High 
Speed of operation Low High 

 

 

3. DEPLOYMENT OF IOT IN SMART GRID 

To reduce the total load consumption during peak hours and improve the quality of services, 

deployment of IoT has several benefits for prosumers [28]: 

 Decrement of transmission and distribution losses. 

 Peak load, load shaving management. 

 Deregulated market, Higher Renewable energy integration. 

 Higher quality services provide by power companies at reduces cost. 

 High grid vision for meeting demand response and self-healing qualities of grids. 

The smart grid that is taken into account united of the foremost vital infrastructures is outlined 

because the electric power system increased with important information and control technologies and 

integration of renewable energy is seen united of the most important wireless (IoT network) network [29]. 

The smart grid can occupy outsized numbers of smart objects/things: smart meters, good appliances, sensors, 

actuators-cars, etc. Implementation in side today’s grid be capable of improve every feature of the electrical 

Supply system, with generation, transmission, distribution and electric energy consumption, encourage 

customer to change patterns of electricity consumption according time and level of electric supply demand 

[30]. IoT technology is having wide range of applications. It means that the applications are specifics and the 

applications are dissimilar as of one device to other devices. There are essential points shared by devices 
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[31]. As technical point of view all networks are realistic for real information collection, in real time, with 

low latency and effective in price [32].  

 

3.1.   IoT at distribution side of smart grid 

Power distribution is the main subsystem of smart grid or power system, all consumers, for example 

industries, agriculture and housing societies get electricity from distribution substation according to their 

requirement, using IoT application all users can maintain the proper effective use of electricity and make 

consumption price effective. The main applications are: 

 

3.1.1. The requirement of IoT at generation side 

Monitoring of fuel quantity, integration of renewable energy source like wind, solar, biomass 

monitoring, monitoring of an environmental effect like carbon emission, energy storage monitoring, system 

monitoring etc. 

 

3.1.2 The requirement of IoT transmission side 

Electric transmission system monitoring, transmission tower protection, intellectual transmission 

substation, distribution system automation like SCADA system, EMS, condition monitoring, operation etc. 

 

3.1.3 The requirement of IoT at distribution side 

Smart meters, ICT Equipment, sensors, EV charging, efficiency monitoring, distribution side energy 

administration, smart room, to maintain less energy consumption in household appliances like washing 

machine, refrigerator, air conditioner, computer etc. 

 

3.2.   IoT at consumer end of smart grid 

The Smart grid systems has real-time two-way communications that carry the inclusive power 

system management and control responsibilities which, requires real time and data-intensive information 

exchange [33]. Architecture layers of the smart grid at the distribution side shown in Table 2. 

 

 

Table 2. Communication technologies and their applications 
Name of Technology Application 

 Z-Wave home automation; automatic meter reading 

Bluetooth Mesh Home automation 
Li-If Individual energy consumption application  

Wi-Fi Distribution and substation automation 

ZigBee Electrical Energy monitoring, home automation 
5G Monitoring and control in the distributed system 

Cellular Comm. Monitoring and management of DERs; SCADA 

WiMAX Real-time fault detection 
Wireless mesh Substation Automation 

NB-IoT Home Automation 

Wired Technology LoRa WAN towers online power and fault monitoring 

Ethernet Physical network infrastructure 

PLC Automatic meter reading 

Digital subscriber lines Smart metering 

 

 

4. OPPORTUNITIES TO USE THE IoT IN SMART GRID 

In recent times, IoT has been extensively known as a promising technology for enhancement the 

system efficiency for above subsystems, to make power system smart [34]. Combination of advanced 

communication and information technologies makes electric power system smarter than past [35]. Essential 

opportunities for using IoT in distribution side smart grid are smart buildings, agriculture, medical and health 

care, institutions, transportation, energy management and environmental monitoring system [36]. This 

architecture is suitable for smart energy management and used for all costumers such as smart home, 

agriculture medical, and environmental parameters monitoring. Due to best features of AMI, self healing, real 

time information from smart sensors in the field, consumer can get best support at the time of any disturbance 

occurs related to electricity and reduce electricity bills to proper use of electricity, as shown in Figure 4.  
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Figure 4. Architecture of smart grid, distribution side 

 

 

5. CHALLENGES 

The Internet of Things possibly a recent wireless communication concept, within which the user 

objects are capable for exchanging for information, using suitable protocol that makes them capable to 

transfer information’s with each other and with other clients, turning into correlate degree integral a part of 

the internet. Smart grid has bidirectional power and communication to accomplish grid efficiency, reliability 

analysis, pricing, and security analysis and safety standards. However, these facilities, smart grids face 

network security challenges for example access data control, outage acceptance, network privacy etc [37]. A 

healthy communication infrastructure has great roll in smart grid, also improve the difficulties in real time 

fault finding, blackouts, voltage fluctuation, storage capacity etc [38], using communication technologies in 

smart grid, smart meters, PMUs and provides real time information about outage, energy consumption [39]. 

 

5.1.   Latency 

Delay of data transmission between smart meters or sensors such as smart metering systems and 

home energy management is an important parameter in Smart grid distribution system [40]. The important 

quality of smart grid is monitoring of system conditions, protection against fault occurrence, system 

automation, optimization, integration of renewable energy and protection of the power and information flow 

from utility to the consumers side equipments [41]. An Energy-conscious smart house is a suburban 

construction equipped with a Smart Metering system capable factual time measurement and control of the 

electricity consumption of appliances connected in smart house [42]. 

 

5.2.   High data rate 

There are large numbers of smart meters, sensors RTUs, PMUs are deployed through the smart grid 

system, a huge amount of real time information or data continues transferred by communication technologies 

[43]. Therefore high data rate communication is necessary for bidirectional flow of information in real time 

manner; it should be more concentrating on improving existing communication. It is a future requirement to 

make smart grid more efficient and realistic. In present days LPWAN Technologies such as NB-IoT, Sigfox, 

LoRA and Li-Fi is quite high as compare to other communication technologies but it must be more improved 

by adopting new techniques [44].  

 

5.3.   Interference 

Interference in the communication channel is one of the main challenges [45]. Personal area 

networks are most probably installed in suburban area, HAN is used for a home automation application, it 

should have enhanced network security to make sure that essential and correct real time information is 

communicate to the smart meter [46]. HAN/LAN/FAN is directly connected to Smart meters, sensors, PMUs, 

due to same frequency band of different technologies interference occur between networks and causes unreal 

and unreliable transmission of signals from smart meters, to eliminate this problem, research on developing 

algorithms to decrease interference is one of the challenges [47]. In the future Smart home, dozens of devices 

will communicate with each other using communication [48].  
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5.4.   Security and privacy 

Network Security, also is an important challenge in deployment of IoT application in smart grid, to 

transmit data secure communication is required [49]. It can be hacked by other persons. Security hazards 

involved the exposing of confidential records, illegal entrance and insertion of wrong data in order to change 

the regular system process of smart grid [50]. The data transmission in the smart grid has a great role, if 

transmitted data hacked by any hacker it can destroy the operation of whole power system by distortion in 

real time meter readings, Billing status that how many units consumed by consumer, Wrong information at 

operator centre regarding different equipments connected by transmission, distribution cyber security 

required [51].  

 

5.5.   Interoperability 

Different devices have different sets of rules for operation, interoperability has a great role for the 

future smart Distribution system, and it also comes under one of the challenges of the smart grid. 

Incorporation of IoT with different devices and protocols are input challenge for IoT’s changeover to as mart 

grid [28].  

 

 

6. CONCLUSION  

The upgrade of the smart grid highly depends upon consistency and protection against sudden fault, 

efficiency, real time functioning and robustness with high data rate and low latency capability. In this paper, 

Opportunities and challenges in the deployment of the IoT has discussed, a low power wide area network 

used in the smart grid as a communication infrastructure as an enabling technology. We have presented the 

modern application of IoT and discuss their features to achieve high speed, low latency, low-power 

communication and low deployment cost for a large number of devices. Finally, we have outlined the 

opportunities and challenges in realizing the IoT as the smart choice for smart grid. 

 

 

7. FUTURE WORK  

To make Smart grid more reliable and efficient, advancement in communication infrastructure is 

requires. Deployment of internet of things has significance role, best solutions for the researcher to analyse 

problems associated with serious losses in transmission and distribution line, effective utilization of 

renewable energy resources with storage, smart charging of V2G, power theft detection, load forecasting, 

grid optimization and real time smart energy management at consumers end to develop the efficient use of 

electricity; enhance the level of ease and customer satisfaction. 
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